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1 ElGamal over another Group

Let n be a positive integer. We consider the set of real angles A = {2kπ
n ; k ∈ Z} and the set

of 2× 2-matrices

G =

{(
cos θ − sin θ
sin θ cos θ

)
; θ ∈ A

}

Q.1 Together with the matrix multiplication, prove that G is a cyclic group and give its order
and a generator.



The lazy solution to this question can invoke smart algebra theorems. A = 2π
n Z

is a group for the addition. The function f : A → G mapping θ ∈ A to f(θ) =(
cos θ − sin θ
sin θ cos θ

)
is actually homomorphic. This comes from that f(θ) is the matrix

of a rotation by an angle θ. Hence, G inherint from the group structure of A. The
group G is isomorphic to the quotient of A by the kernel of A. The kernel is clearly
the set of multiples of 2π. Hence, G is actually isomorphic to Zn, which is cyclic.
The rotation by 2π

n generates all others so f(2πn ) is a genarator of G.
The standard solution would prove the group properties one after the other. We have(

cosα − sinα
sinα cosα

)(
cosβ − sinβ
sinβ cosβ

)

=

(
cosα cosβ − sinα sinβ − cosα sinβ − sinα cosβ
sinα cosβ + cosα sinβ − sinα sinβ + cosα cosβ

)

=

(
cos(α+ β) − sin(α+ β)
sin(α+ β) cos(α+ β)

)

(This proves the homomorphic property f(α)f(β) = f(α+β).) So, G is closed under
the multiplication. Associativity is obtained by

(f(α)f(β))f(γ) = f(α+ β)f(γ) = f(α+ β + γ) = f(α)f(β + γ) = f(α)(f(β)f(γ))

We have commutativity due to f(α)f(β) = f(α+β) = f(β+α) = f(β)f(α). We have
a neutral element f(0) which is the identity matrix. The inverse of f(θ) is f(−θ)
due to f(θ)f(−θ) = f(θ − θ) = f(0). We easily see that k 7→ f(2kπn ) is periodic of

period n. So, G is an Abelian group of order n. We can see that f(2kπn ) = f(2πn )k so
f(2πn ) is a genarator of G.

Q.2 Fully specify the adaptation of the ElGamal cryptosystem over the group G. Carefully
specify domains and algorithms, and carefully verify correctness.

A secret key is an element x ∈ Zn.
A public key is an element of G obtained by y = f(2πn )x = f(x2π

n ).
A message is an element pt ∈ G.
To encrypt pt with public key y, we pick a random r ∈ Zn and produce (f(2πn )r, yr) ∈
G2.
To decrypt (u, v) with secret key x, we compute v/ux.
If encryption was honestly done, then decryption gives v/ux = yr/f(2πn )xr = 1 so
the cryptosystem is correct.

Q.3 Make a complete analysis of the security of the proposed cryptosystem.

Given y ∈ G we can find θ ∈ A such that y = f(θ) then find k ∈ Z such that
θ = 2kπ

n . We have y = f(2kπn ) = f(2πn )k. So, the discrete logarithm problem in G is
easy to solve. Hence, we can compute the secret key from the public key and solve
the key recovery problem. This is a key recovery attack with no more priviledge than
the access to the public key. The cryptosystem is badly insecure.


