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Abstract

This dissertationis concernedwith cryptanalysisof E0, the streamcipherused
in the short-rangewirelessradiostandard Bluetooth, andof its generalizationby
meansof correlationattacks. It consistsof threeparts.

In the �rst part, we proposean E0-like combinerwith memory as the core
streamcipher. First, we formulate a systematicand simplemethod to com-
pute the correlations. An upper boundof the correlationsis given. Second,we
show how to build either a uni-bias-basedor multi-bias-baseddistinguisherto
distinguishthe keystreamproducedby the combinerfrom a truly randomse-
quence,oncecorrelationsare found. The data complexity of eitherdistinguisher
is analyzedfor performancecomparison. The keystreamdistinguisheris thenup-
gradedfor usein the key-recoveryattack. The latter reducesto the well-known
maximumlikelihood decoding problemgiventhe keystreamlong enough.

In the secondpart, the core streamcipheris transformedinto the dedicated
streamcipherby attachingthe one-levelor two-levelinitialization scheme.We
show that the correlationattackonthe corestreamcipherleadsto thecorrelation
attack on the dedicatedstreamcipherwith the one-levelinitialization scheme
(with equalbias),but not necessarily sowith the two-levelinitializationscheme.

In the last part, we generalizethe existingconceptof conditionalcorrela-
tions andstudyconditionalcorrelationattacksagainststreamciphersandother
cryptosystems.A generalframework is developedfor smart distinguishers,which
exploit thosegeneralizedconditionalcorrelations. Basedon the theory of the
traditional distinguisher,we derivethe number of samplesnecessary for a smart
distinguisherto succeed.It allowsto provethat the smart distinguisherimproves
on the traditional basicdistinguisher.

Asanapplicationof all ouranalysis,it leadsto the fastest(andonly)practical
known-plaintextattack on Bluetooth encryptionso far. Our attack recoversthe
encryptionkeyusingthe �rst 24 bits of 223:8 framesandwith 238 computations.

Keywords: cryptanalysis,streamcipher,E0, correlation

i





R�esum�e

Cette th�esetraite descryptanalyses,utilisant desattaquespar corr�elation, de
E0 (le chi�rement �a 
ots utilis�e dansle standard Bluetooth de communication
sans-�l) et d'uneg�en�eralisationde E0. Elleest compos�eede trois parties.

Dans la premi�ere partie, nous proposonsune constructioncentr�ee sur un
chi�rement �a 
ots utilisant une fonction de combinaison�a m�emoiresimilaire
�a cellede E0. D'abord nouspr�esentonsune m�ethode simpleet syst�ematique
pour calculer les corr�elations. Nous donnonsainsi une borne sup�erieureaux
corr�elations.Ensuite,nousmontronscomment,unefoisdescorr�elationstrouv�ees,
construiredeuxdistingueursutilisant soit un seul,soit plusieursde cesbiaisa�n
de distinguerunesuitechi�rante d'une suitepuremental�eatoire. A�n de com-
parer lesperformancesde cesdeuxdistingueurs,nousanalysonsleursquantit�es
de donn�eesn�ecessaires.Ce distingueurde suite chi�rante est ensuitemodi� �e
pour êtreutilis�e dansuneattaquepermettantderetrouverla clef. Cetteattaque
seram�eneau probl�emebienconnude d�ecodage�a maximumde vraisemblance,
�etant donn�e unesuitechi�rante assezlongue.

Dansla deuxi�emepartie, nousconsid�eronsle chi�rement �a 
ot completen
ajoutantauchi�rement centralpr�ec�edentl'un dessch�emasd'initialisation�a unou
�a deuxniveaux.Nousmontronsque l'attaque par corr�elationsur le chi�rement
�a 
ot centralm�ene�a uneattaquesur le chi�rement completutilisant un sch�ema
d'initialisation �a un niveau(avec un biais identique)mais pas n�ecessairement
avecle sch�emad'initialisation�a deuxniveaux.

Dansla derni�ere partie, nousg�en�eralisonsle conceptconnude corr�elations
conditionnelleset �etudionsdesattaquespar corr�elation conditionnellessur des
chi�rements �a 
ots et d'autrescryptosyst�emes.Un cadreg�en�eral est d�evelopp�e
pour desdistingueursam�elior�es, tirant pro�t de cescorr�elationsconditionnelles
g�en�eralis�ees. En se reposantsur la th�eorie desdistingueurstraditionnels,nous
d�eduisonsle nombre d'�echantillonsn�ecessairesau succ�esd'un distingueurintel-
ligent. Celapermetde prouverquelesdistingueursam�elior�esfont mieuxqueles
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iv R�ESUM�E

distingueursbasicstraditionnels.
En appliquanttoutesnosanalyses,nousobtenonsla plusrapide(maisaussi

la seuler�ealisable�a ce jour) attaque �a clair connu applicableen pratique au
chi�rement Bluetooth. Notre attaquepermetde retrouverla clef dechi�rement
en utilisant les24 premiersbits de 223:8 paquetset en 238 calculs.

Mots-cl �es: cryptanalyse,chi�rement �a 
ots, E0, corr�elation
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Chapter 1

Thesis Outline

In order to protect con�dentiality, the encryptionschemeis usedto transform
the plaintext messageinto the ciphertextby the key. Dependingon whether
encryptionand decryptionusethe samekey or not, an encryptionschemecan
be either symmetricor asymmetric. Block ciphersand streamciphersare two
familiesof symmetricencryptionschemes.The former tendsto encryptgroups
of charactersof the plaintext messagesimultaneously, while the latter encrypts
individualcharacter of the plaintext messageone at a time. Stream ciphers
are inherentlysuitablefor the time-criticalapplicationsor processing-constrained
devicesto meetrequirementsof performanceextremes(e.g. speed,area,power
supplyandpower consumption).For this reason,they are especiallysuitablefor
wirelessencryptions.Onenotableexampleis the streamcipherE0 usedin the
short-rangewirelessradio standard Bluetooth. As the conclusionof my Ph.D.
studiesat EPFL, this dissertationis concernedwith cryptanalysisof E0 and its
generalization.Hereis the contentsin brief for eachupcomingchapter:

In Chapter2, we introducethe backgroundof streamciphers.Starting from
the classicstreamciphers,we introduce their classi�cationwith focus on one
of the oldestand most popular classes,namely, the LFSR-basedstreamciphers
whereLFSRrefersto Linear FeedbackShift Register.Then, we discussgeneric
attackson classicstreamciphers: time-memory tradeo�, guessand determine,
algebraic attack and correlation attack. Accordingly, we reviewon the basic
designprinciplesfor the LFSR-basedstreamciphers.Next, we take a closerlook
at enumerativeexamplesof thosestreamciphersin the real world. For clarity,
they are called dedicatedstream ciphersto be distinguishedfrom the classic
(textbook) streamciphers.Finally, we discussexistingattackson the individual
dedicatedstreamcipherand the current immaturegenericattacks againstthe



2 CHAPTER1. THESISOUTLINE

dedicatedstreamciphers.
In Chapter 3, we propose an E0-like combinerwith memory as the core

streamcipherin the dedicatedstreamciphers.First, we formulatea systematic
andsimplemethod to computecorrelations.An upper boundof the correlations
is given. Second,we show how to build either a uni-bias-basedor multi-bias-
baseddistinguisherto distinguishthe keystreamproducedby the combinerfrom
a truly random sequence,once correlationsare found. The data complexity
of either distinguisheris carefully analyzedfor performancecomparison. The
keystreamdistinguisheris then upgradedfor usein the key-recoveryattack. The
latter actuallyreducesto the well-known MaximumLikelihood Decoding (MLD)
problem given the keystreamlong enough. We devisea generalalgorithm to
solvethe MLD problemfor any linear code. The analysisis demonstratedto
attack the core of E0, whichresultsin the best known key-recoveryattack.

By attachingthe one-levelor two-levelinitializationscheme,the core stream
cipher is transformed into the dedicatedstreamcipher in Chapter4. For the
cryptanalysisof the dedicatedstreamciphers,we concentrateon the correlation
attacks. Our resultsshow that the correlationattack on the core streamcipher
leadsdirectly to the correlationattack on the dedicatedstreamcipherwith the
one-levelinitializationscheme(with equalbias),but not necessarily sowith the
two-levelinitializationscheme.In the continuedcasestudy, we applythe analysis
to the attack onE0with one-levelandtwo-levelinitializationschemerespectively
(which we call one-leveland two-levelE0 in short respectively). The correlation
attackontwo-levelE0is feasibledueto a resynchronization
a w, whichwedetect
for the �rst time andallowsto deducethe correlationsof two-levelE0from those
of the core of E0.

In Chapter5, we generalizethe existingconceptof conditionalcorrelations
in literatureandstudyconditionalcorrelationattacksagainststreamciphersand
other cryptosystems,in casethe computationof the output allows for sidein-
formationrelatedto correlationsconditionedon the input. A generalframework
is developedfor smart distinguishers,whichexploit thosegeneralizedconditional
correlations. Basedon the theory of the traditional distinguisher,we derive
the number of samplesnecessary for a smart distinguisherto succeed. It al-
lows to provethat the generalizedconditionalcorrelationis no smallerthan the
unconditionalcorrelation. In other words, the smart distinguisherimproveson
the traditional basicdistinguisher.Finally, as an applicationof our generalized
conditionalcorrelations,a conditionalcorrelation attack on the two-levelE0 is
developedandoptimized.This is the fastest(andonly)practicalknown-plaintext
attack on Bluetooth encryptionsofar. Our bestattack fully recoversthe original



3

encryptionkeyusingthe �rst 24 bits of 223:8 framesandwith 238 computations.
In Chapter6, we giveconclusionsanddiscussopen questionsin this area.
Chapter3, Chapter4 and Chapter5 are the original contribution of this

thesis.They comefrom the extentionof my publishedpapersrespectively:

? Yi Lu, SergeVaudenay, FasterCorrelationAttack on Bluetooth Keystream
Generator E0, Advancesin Cryptology- CRYPTO2004,LectureNotesin
ComputerScience,vol.3152,M. Franklin Ed., Springer-Verlag, pp. 407-
425,2004

? Yi Lu, SergeVaudenay, Cryptanalysisof Bluetooth KeystreamGenerator
Two-levelE0, Advancesin Cryptology- ASIACRYPT2004,LectureNotes
in ComputerScience,vol.3329,P. J. LeeEd., Springer-Verlag, pp. 483-
499,2004

? Yi Lu, Willi Meier, SergeVaudenay, The ConditionalCorrelationAttack:
A Practical Attack on Bluetooth Encryption, Advancesin Cryptology-
CRYPTO2005,LectureNotesin ComputerScience,vol.3621,V. Shoup
Ed., Springer-Verlag,pp. 97-117,2005





Chapter 2

Intro duction

source

Key

encryption decryption
messagemessage message

Key
source

attacker

ciphertext

Figure2.1: Symmetric-key secrecysystem

Dueto Shannon[106],a secrecysystem1 betweena transmitteranda receiver
canbe best illustratedby Fig. 2.1. At the transmittingend,the ciphertextis pro-
ducedby encryptingthe messageusingthe key. Uponreceptionof the ciphertext,
it is decryptedusingthe samekeyto obtainthe originalmessage.As the channel
betweenthe transmitterandthe receiveris insecure,the ciphertextis subjectto
falling on the hand of the attacker. The attacker's task is to reconstructthe
messagefrom the ciphertext. In order to describe the idealcryptosystemwhere
knowledgeof the ciphertextleaksno informationabout the messageitself to the

1This is actually a symmetric-key cryptosystem,as the encryptionand decryptionusethe
samekey. Its counterpart|public-k ey cryptosystemwas introducedin 1979[36].
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attacker, Shannon�rst introducedthe notionof perfectsecrecy. Mathematically
speaking,let X ; Y be the plaintext and ciphertextrespectively. Perfect secrecy
meansfor all X ; Y we always have

Pr(Y jX ) = Pr(Y):

A good exampleof the cipher that achievesperfect secrecyis the Vernamci-
pher[112] (a.k.a. one-timepad). In the Vernamcipher,the key length is equal
to the messagelengthandthe key is chosenrandomlywith uniform distribution.
The encryptionis just bitwiseXOR of the messageand the key. And the XOR
of the ciphertextand the key yieldsthe originalmessage.

Thoughone-timepadachievesperfectsecrecy, it is impracticalsincethe key
lengthneedsto be equallylongasthe messageandhasto be refreshedfor every
message.Hencethe developmentof cryptography. Generallyspeaking, there
exist two encryptionschemes:block ciphersandstreamciphers.Streamciphers
encryptindividualcharacter (usuallybit) of a plaintextmessageoneat a time2.
By contrast,block cipherstend to simultaneouslyencryptgroups(usually64 or
128bits) of charactersof the plaintextmessage.

Main characteristicsof streamcipherscanbe summarizedasthe following:

� speed: fasterin hardware,

� hardware implementationcost: low,

� error propagation:limited or no error propagation,

� synchronizationrequirement: to allow for proper decryption,the sender
andreceivermust be synchronized(i.e. usingthe samekey andoperating
at the samepositionwithin the key). As detailedin Section2.1.1,stream
ciphersare commonlyclassi�edas synchronousstreamciphersand self-
synchronizingstreamciphersaccordingto their capability of re-establishing
proper decryptionautomaticallyafter lossof synchronization.

Moreover,though fruitful in theoretical development,the unfavorablesituation
to stream ciphersis that in the open literature, relatively few fully-speci�ed
algorithms are available,let aloneto be standardized.

2Note that the aforementionedVernamCipherbelongsto streamcipher.
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2.1 Classic Stream Ciphers

2.1.1 Classi�cation

Let K , x i , yi , � i denotethe key, the plaintextdigit, the ciphertextdigit, andthe
internalstateat time i respectively. A generalstreamcipher[98] is described by
the equations

� i +1 = F (� i ; x i ; K );

yi = f (� i ; x i ; K );

whereF is the next-statefunction and f is the output function. Typically, f is
de�ned as

yi = x i � g(� i ; K ):

Thesequencef zi = g(� i ; K )g is referredto asthe keystream.And the algorithm
to producef ztg is calledthe keystreamgenerator (a.k.a. running-key generator
or pseudorandomsequencegenerator). To decrypt,we just compute

x i = yi � g(� i ; K ):

Depending on the de�nition of F , stream ciphersare popularly classi�ed as
synchronousor self-synchronizing.

Synchronous Stream Ciphers

A synchronousstreamcipheris onein whichthe keystreamis producedindepen-
dentlyof the plaintext (and of the ciphertext),i.e.

� i +1 = F1(� i ; K ):

For example,the OFB mode of a block cipheris a synchronousstreamcipher.
Two basicpropertiesof synchronousstreamciphersare obviousfollowing the
de�nition: extrasynchronizationmechanismis mandatory in caseof lossof syn-
chronization;it hasno error propagation.

Self-synchronizing Stream Ciphers

A self-synchronizing(a.k.a. asynchronous)streamcipher is one in which the
keystreamis producedas a function of the key and a �xed number of previous
ciphertextdigits. The typicalmode is the cipherfeedbackmode

� i = F2(K ; yi � N ; yi � N +1 ; : : : ; yi � 1);
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whereN is a constant. For example,a block cipherin one-bit cipherfeedback
mode is an asynchronousstreamcipher. Accordingly, two basicproperties of
asynchronousstreamciphersinclude: as the nameimplies,self-synchronization
is enabledin caseof lossof synchronization;it su�ers limited error propagation
only.

2.1.2 LFSR-based Stream Ciphers

Linear FeedbackShift Register(LFSR)isperhapsthemostpopular buildingblock
of streamciphersamongother constructions3 (e.g. cellular automata[83,115,
116], t-functions[34,60,67{69]). In this section,we will givea brief reviewon
constructionmethods of LFSR-basedstreamciphers,and detaileddescriptions
of the examplekeystreamgenerators canbe found in [98].

Nonlinear Combination Generator

The nonlinear combinationgenerator (or combinerin short) consistsof several
(regularly-clocked) LFSRs.The keystreamis generatedas a nonlinear function
of the outputsof the componentLFSRs,whichis calledthe combiningfunction.
Additionally, the combinermay havesomememory (i.e. an extra FSM controls
the computationof the next state from the current state), and the combining
functioninvolvesthe memory bits. The summationgenerator [97] belongsto the
combinerwith memory aswell asour core streamcipherde�ned in Section3.1,
Chapter3.

Nonlinear Filter Generator

The nonlinear �lter generator consistsof a single(regularly-clocked) LFSR.The
keystreamisgeneratedasa nonlinear functionof the contentsfroma �xed subset
of the stagesof the LFSR,whichis calledthe �ltering function.

Clock-controlled Generator

Unlike the nonlinear combineror �lter generator, in this classof the genera-
tors, a clockingmechanismde�nes how eachcomponentLFSRis clocked. The

3Note that mode of operation of block cipherscan be consideredas a keystreamgener-
ator, such as the output feedbackmode (OFB), the cipher feedbackmode (CFB) and the
counter mode (CTR). And cryptanalysisof such stream ciphersgenerallyinvolvesattacking
the underlyingblock cipher.
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keystreamis usuallygeneratedas the XOR of the LFSRoutputs or simplythe
output of onespeci�ed LFSR.Examplesincludethe alternatingstepgenerator,
the shrinkinggenerator (see[55] for a survey).

2.1.3 Attacks

According to the purposeof the attack, it canbe dividedinto threecategories.

� Distinguishingattack: to distinguishthe output of the keystreamgenerator
from a truly randomsequence.

� Predictingattack: to predict the output of the keystreamgenerator with
or without a keystreamof limited length.

� Key-recoveryattack: to obtain the key.

The predictingattack impliesa distinguishingattack. The key-recoveryattack
impliesthe predictingattack (and hencethe distinguishingattack). Obviously,
the most powerful attack of all is the key-recoveryattack.

Meanwhile,according to the assumptionsof the cryptanalyst,the attack
can be eithera known-plaintextattack or a ciphertext-onlyattack. The former
impliesthe keystreamis known. The latter essentiallyinvolvesinvestigationof
the redundancyin the plaintextand thus is application-dependent,which is less
commonin cryptanalysis.Now, we discussgenericattackson streamciphers.

Time-memo ry Tradeo�

The attack is not only e�ective to streamciphers,but alsoapplicableto block
ciphers.In the landmark paper [58] in 1980,it wasshown for the �rst time that
a tradeo� can be achievedbetweentime complexity and memory complexity of
attacking a generalcryptosystem.The ideawas lately adjustedin the caseof
streamciphersfor a tradeo� [8,16]betweentime, memory anddatacomplexities.
Most recently, the tradeo� attack wasfurther improvedin [61,94].

Guessand Determine

The basic idea is to guessa few part of the key, and use the knowledgeof
the keystreamgenerator to solvethe rest of the key that generatesthe target
keystream.It is especiallysuitableto attack LFSR-basedstreamciphers,where
only the statesof a few shortest LFSRsare guessed.
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Algebraic Attack

The algebraic attack [3,4,26{29,43,57,66,79] is comparatively new in the re-
search literaturebut hasreceivedlots of attention; it is alsoapplicableto block
ciphers(e.g. see[30]). In short, whenthere is a multivariate relation involving
only the keyandthe keystreamoutput, the keycanbe foundby usingeitherthe
linearizationmethod or XL method to solvethe (overde�ned)systemof multivari-
ate equations.The LFSR-basedstreamciphersare potentiallyvulnerableagainst
this attack and it hasbeensuccessfullydemonstratedthat the algebraic attack
againsta seriesof streamciphersisverypracticalande�cient [3,4,27{29,57,90].
Onemajor drawbackof this method, however,is the di�cult y in complexity esti-
matefor both time anddata complexity, whicharisesfrom the toughunderlying
problemof solvingthe equations.

Correlation Attack

Vast body of intensiveresearch literature coversthis kind of attacks for two
decades.Initially targeting at the nonlinear combiners,Siegenthaler�rst intro-
ducedthe correlationattacks[108] in the middleof the 1980's. The basicidea
is to \divide andconquer"whenthe keystreamoutput is correlatedto the indi-
vidualLFSRoutput sequencedueto the poor choiceof the combiningfunction.
That is, insteadof the naiveexhaustivesearch on all possiblecombinationof the
initial statesof the componentLFSRs,we only perform an exhaustivesearch on
eachindividualLFSRindependentlyandtest the correlationbetweeneachLFSR
output sequenceand the keystream. The optimum (deterministic)maximum
likelihood decoding strategyyieldsthe answer for the initial state of the LFSR.
Fig. 2.2 illustrate this idea. Note that by viewingthe nonlinear �lter generator
as the nonlinear combinerwith memory, the idea[108] of Siegenthaler'scorre-
lation attacks on nonlinear combinerscan be appliedto attack nonlinear �lter
generators (e.g. [49,52,96,109]).

Apparently, the time complexity of the basiccorrelation attack [108] grows
exponentialin the lengthof the LFSR,whichis impractical for a long LFSR.As
a matter of fact, in coding theory, the maximumlikelihood decoding problem
for linear codes,according to [12], was shown to be NP-complete(see[50] for
de�nition). The focusof cryptographershasbeenon the generalproblemwhere
the individualLFSRmay be arbitrarily long. In order to speedup the attack for
the generalsetting,MeierandSta�elbach[80,81] usedthe probabilisticiterative
decoding strategy to re�ne the basiccorrelation attack into a so-called\fast
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keystream correlated?

LFSRi

Figure2.2: Siegenthaler'scorrelationattack on the nonlinear combiner

correlationattack" to reconstructeachindividualLFSR.A critical factor for the
e�ciency of the fast correlationattack is the noveluseof the multiplepolynomial
of the LFSR'sfeedbackpolynomialwith low weight (and low degree).

This fast correlation attack of [80,81] was improvedby a seriesof variant
fast correlation attacks (e.g. [22,25,88,89,95,118]). Recently, various (still
probabilistic)decodingtechniqueshaveprovedverysuccessfulto further improve
the performanceof the fast correlationattack (e.g. [19,20,23,24,62{64,86,87]).

2.1.4 Basic Design Principles

Generallyspeaking,the developmentof the designcriterialagsfar behindthat of
attacks. Below we providea collectionof necessary, but by no meanssu�cient
designprinciplesknown to date for the LFSR-basedkeystreamgenerator.

� Pseudorandomness:the output of the keystreamgenerator shouldnot be
distinguishablefrom a truly randomsequence;otherwise,the attacker can
not onlymounta ciphertext-onlyattack (to decrypt),but alsoplay a more
dangerousgameto impersonatethe encryptor with highprobability of suc-
cess. One earlier attempt to establishsomenecessary conditionsfor a
pseudorandomsequenceto look randomis Golomb'srandomnesspostu-
lates[85]. Otherstatisticaltestswerealsoproposed,likeMaurer'suniversal
statistical test [85] and FIPS 140-1statistical tests [45] for randomness.
Note that pseudorandomnessis the commoncriterion that all keystream
generators shouldcomplywith.

� Linear Complexity: the lengthof the shortest possibleequivalentLFSRto
generatea givenbinary sequenceof �nite length. The notableBerlekamp-
Masseyalgorithm [76] is a verye�cient algorithm to determinethe linear
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complexity of a �nite binary sequenceof bitlength n within O(n2) bit
operations.

� Nonlinearity: it was �rst studiedin [82] as a security measureof crypto-
graphicBooleanfunctions.A functionwith low nonlinearity is proneto the
linear attack [77] (or the besta�ne approximationattack [37]). Note that
nonlinearity is alsoan important parameterfor combinationgenerators as
shown in [20].

� Correlation Immunity: with the advent of Siegenthaler'sproposedcor-
relation attacks [108], Siegenthalerproposedthe conceptof correlation
immunity for a cryptographicBooleanfunctionin [107]to describe the ex-
istenceof the correlationbetweenthe minimumnumber of input variables
and output. High correlation immunity impliesthat manyinput variables
must be consideredjointly in the divide-and-conquerscenario, and thus is
expectedto increasethe complexity of correlationattacks.

� Others: to resistnewly-emergingalgebraic attacks,the notionof algebraic
immunity was �rst informally put forward in [29], 2003,formalizedin [79]
andwell studiedin [33] more recently. Meanwhile,the algebraic degreeof
a Booleanfunctionshouldbe high.

The problemof how to constructa good Booleanfunction to achievethe best
possibletradeo� amongabove criteria is di�cult, which stimulateslots of re-
search work (e.g. [21,44,100,101,103,104,120]) and has still a long way to
go.

2.2 Dedicated Stream Ciphers: Real-world Ap-
plications

It is trivial to seethat block ciphersare designeddirectly for practical use in
the real-world. However,this is not the casewith regards to its (synchronous)
streamciphercounterpart. The reasonis that in order to avoidkeystreamreuse,
anextrainitializationschemeismandatory to specifyhow to reinitializethe(core)
keystreamgenerator for eachencryption. Hencethe nameof dedicatedstream
ciphers.For our purposes,we referthosestreamcipherswithout an initialization
schemeasclassicstreamciphers,andthosewith an initializationscheme(i.e. to
be usedin the real-world) asdedicatedstreamciphersrespectively.
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Stream ciphersare inherentlysuitable for the time-critical applicationsor
processing-constraineddevicesto meet requirementsof performanceextremes
(e.g. speed,area,power supplyandpower consumption).Its major application,
thoughby no meansrestrictedto4, is voice/videoencryptionin communications,
e.g.,VoIP (VoiceoverIP), digital videobroadcastingsystemlike pay-TV. And it
is especiallysuitablefor usein the wireless(mobile)communicationsasdetailed
next in Section2.2.1) which demandhigh speed,minimal area, limited power
supplyand low power consumption.

Despiteof somanywideapplications,the history of streamcipherstandard-
isation5 is fairly short [91] in comparison to its long history of developmentof
more than half a century. In fact, the only availablestandards coveringstream
ciphersare thoseproducedfor speci�c applications.

Thanks to the growing attention paid by academiaand industry, recently,
remarkable standardisatione�orts to evaluatecryptographicprimitives, includ-
ing encryption,haveinitiated worldwide. One exampleis NESSIE[93] in Eu-
rope, whichprovidesrecommendationsfor standardisationbodieslike ISO. The
other is a Japanesee-governmentinitiative CRYPTREC.Another new project
eSTREAM[42], which belongsto ECRYPT [38] (European network of excel-
lencein cryptology),aimsto identifynewstreamcipherssuitablefor widespread
adoption.

2.2.1 Examples

RC4 in WEP

RC4was designedby Ron Rivestfor RSAcompanyin 1987and remainedpro-
prietary. However,allegeddescriptionsleaked in 1994andwaswidespreadsince
then (e.g. see[102]). RC4belongsto the keystreamgenerator without useof
LFSRsandis designedfor fast software implementation(7.3 cycles/byte on PIII
according to [15]).

It is standardizedfor usein IEEE802.11wirelessnetworks to protect the data
at the link-layer during wirelesstransmission. The security protocol is called
the Wired EquivalentPrivacy (WEP). But WEP is 
a wed, and it leadsto a
strengthenedprotocol Wi-Fi ProtectedAccess(WPA) basedon RC4to replace
it. Anotherpopular protocol usingRC4is SecureSocketsLayer (SSL)to protect
internettra�c. For a surveyof attacksonRC4andWEPsee[15,91] for example.

4e.g. HDD encryptionto protect the hard disk
5see[35] for a detaileddiscussionof streamciphersand encryptionstandardisation
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A5/1, A5/2, A5/3 in GSM

GSM (GlobalSystemfor Mobile communications)standard [92] for cell phone
communication,which accountsfor overonebillion subscribersnowadays, uses
A5/X series(namelyA5/1, A5/2, A5/3) as encryptionalgorithms to protect
over-the-airprivacy. A5/1 and A5/2 were designedin the late 80's and kept
secretuntil disclosureof the sourcecode in 90's due to the reverseengineering
work.

Both A5/1 and A5/2 are clock-controlledgenerators basedon LFSRs.The
weaker A5/2 wasimmediatelybroken,whichwasdesignedto o�er a limited level
of security only for reasonsof political and export control. And neither does
the strongerA5/1 last long. In 2002, an upgradedstream cipher A5/3 was
announcedand madepublic [1] for the wide-rangeevaluation.It is basedon a
mode of operation of the block cipherKASUMI. So far, no security weakness
was reported on A5/3 in spite of research e�orts on KASUMI itself. However,
due to the 
a w in the protocol, problemstill exists[11] with GSM encryption
evenif A5/3 is used. For a detailedaccountof attacks on GSM ciphers,see
[15,91]. Note that like A5/3, other famousKASUMI-basedstreamciphersin the
mobileworld includethe con�dentiality algorithm f8 in UMTS/3GPP (Universal
MobileTelecommunicationsSystem/3rdGenerationPartnershipProject)andthe
encryptionalgorithm GEA3[1] for GPRS(GeneralPacket RadioServices).

E0 in Blueto oth

Bluetooth [17] is the newemergingshort-rangewirelessradiostandard with low
power consumption.It haswideapplicationssuchasBluetooth peripherals(e.g.
mice,keyboards,printers),wirelessnetworking, �le transferbetweencellphones,
computersandPDAs etc.

E0 is the streamcipher in Bluetooth. It is an LFSR-basedcombinerwith
memory andactuallya variant of the summationgenerator.

Throughoutthis thesis,E0servesexclusivelyasthe subjectof our casestudy.
Attacks on E0, prior to our work, canbe found in [3,4,28,39,40,46,47,53,57,
59,70,99]. Other interestingsecurity problemsconcerningeitherthe protocol or
implementationscanbe found in [105,114].
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2.2.2 Attacks

The related-key attack is a major cryptanalysismethod to evaluatesecurity of
dedicatedstreamciphers. As a matter of fact, the term \related-key attack"
was�rst devisedby Eli Bihamasa newtype of attackson block ciphers[13,14].
According to Biham,basedon someweakkeyschedulingalgorithm, it is possible
to usethe key relationsto mount chosen-keyattackson the block cipher,where
only the relationsbetweenpairsof relatedkeysare chosenby the attacker and
the keysare unknown to him.

In the world of dedicatedstreamciphers,the related-key attacks6 becomes
meaningful.This is becausethe userkeyhasto initializethe keystreamgenerator
with di�erent public parameter(s) for each encryption. Hence, the relations
betweenthoseinitial statescanbe derivedfrom the known initializationscheme
and are known to the attacker. He can therefore mount the related-key attack,
assumingthat hegathersmanykeystreamsproducedby the sameuserkey. This
scenario, however, does not make sensein cryptanalysisof the classicstream
ciphers.

In general,cryptanalysisof classicstreamcipherandthat of dedicatedstream
cipherhavedi�erent settingsfor the key-recoveryattack. The former aimsat
recoveringthe key (or the initial state of the keystreamgenerator) given one
keystream(without length limit), while the latter aims at recoveringthe user
key givenkeystreamsof limited length7 all producedby the sameuserkey and
di�erent publicparameters.

The related-key attacks are very powerful againstthe dedicatedstreamci-
phers.For instance,the practical (and best) attack8 [10] on A5/1, the practical
attack on RC4 in WEP [48,75,110] as well as the practical (and best) attack
on E0 in our thesiswork all belong to the related-key attacks, which involve
a careful elaborate study on the initialization schemeand the underlyingcore
streamcipher.

Obviously, the security of the dedicatedstreamcipherdependson both the
core (underlying)streamcipherand the initialization scheme.Nevertheless,in
literature, lessresultsare known on the generaldesignprinciple of the initial-
ization schemes,partly due to short of availableexamplesof dedicatedstream
ciphers.In the early 90's, [32] �rst studiedattackson the linear resynchroniza-
tion schemefor nonlinear �lter generators. Recently, [54] extended[32] to the

6sometimescalledrekeyingattacks or resynchronizationattacks
7typicallyvery short keystreamsdue to the frequentresynchronizationin practice
8 it is basedon the earlier work of [41,78]
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casewherethe output functionmay be unknown but still restrictedto the mem-
orylesskeystreamgenerator; [6] generalized[32] for combinerswith memory and
discussedthe possibility of combiningalgebraic attacksand linear cryptanalysis.
The work [119] in 2004contributedto the designof dedicatedstreamciphers,
which for the �rst time proposeda strict separation of the core keystreamgen-
erator andthe initializationschemeandintroducedthe notion of innerstatesize
e�ciency asa security measure.As pointedout in [119], lots of open questions
remainto be solvedconcerningthe security of initializationschemes.



Chapter 3

Cryptanalysis of the Core Stream
Cipher

3.1 Mathematical Mo del

Most dedicatedstreamciphersare basedon Linear FeedbackShift Registers1

(LFSRs),e.g. A5/1, E0. Theyusesuchmechanismasthe irregular clocking,the
combinationor �ltering nonlinear function to destroy the fatally weak property
of LFSRs: linearity. In this thesis,we focus on one of the most popular class
of streamciphers|the LFSR-basedcombiner(with or without memory) as the
core streamcipher.The model is depictedin Fig. 3.1.

To brie
y outline,the keystreamgenerator is consistedof n maximum-length
LFSRsdenotedby R1; : : : ; Rn . Let the Ri havepairwisedistinct lengthsL i

(for convenience,let L 1 < L2 < � � � < Ln ) and primitive feedbackpolynomials
pi (x). Besides,the combinationgenerator has a Finite State Machine(FSM)
of k memory bits. Denote the k-bit state at time t by � t = (� k� 1

t ; : : : ; � 0
t ).

We denote� t hereafterthe contentof LFSRsat time t. Then the state of the
combinerat time t is fully representedby the (L + k)-bit pair (� t ; � t ), where
L =

P n
i=1 L i .

At eachclock cyclet, the LFSRsoutput bits x t = (x1
t ; x2

t ; : : : ; xn
t ) serveas

the input to the FSM.Its nextstate� t+1 canbeexpressedby a nonlinear function
F of its currentstate � t andxt , i.e.

� t+1 = F (xt ; � t ): (3.1)

1seeAppendixA for a brief reviewon LFSR
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Figure3.1: The core streamcipher

The FSM emitsonebit
 t = $ � � t ; (3.2)

whichis an innerproduct2 of its currentstate � t andthe constant$ 2 GF (2)k .
Finally, the combinergeneratesone bit zt of keystream,which is obtainedby
xoring oneFSM output bit  t togetherwith LFSRsoutputs, that is,

� t �  t = zt ; (3.3)

where� t =
L n

i=1 x i
t .

Property 1 Assumingthat � t 7! � t+1 is a permutation for any x t , if � 0 is
randomand uniformly distributed,then, � t is randomand uniformly distributed
for any t. If � 0 is randomand uniformly distributed, then, � t is randomand
uniformly distributedfor any t. If (� 0; � 0) is randomand uniformly distributed,
the L1-tuple (� 0; � 1; : : : ; � L 1 � 1) is independentof xL 1 � 1.

Proof. Noticing that � t+1 (resp. � t+1 ) is a permutationof � t (resp. � t ), by
induction,we know that � t (resp. � t ) is a permutationof � 0 (resp. � 0) for any
t.

To provethe remainingpart of the theorem, asx0; : : : ; xL 1 � 1 are contained
in � 0, we know that L 1 � 1 consecutivevectors x0; : : : ; xL 1 � 2 are i.i.d. random

2An inner product betweentwo `-bit binary vectors x = (x1; : : : ; x` ) and y = (y1; : : : ; y` )

is de�ned by x � y def= x1y1 � � � � � x` y` .
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variablesall independentof both � 0 andxL 1 � 1 assumingthat (� 0; � 0) is random
anduniformly distributed. From this statementwe applyEq.(3.1) consecutively
for t = 0; : : : ; L1 � 2 and deducethat the L 1-tuple (� 0; � 1; : : : ; � L 1 � 1) is inde-
pendentof xL 1 � 1 assumingthat (� 0; � 0) is randomand uniformly distributed.
�

Throughoutthis chapter,we restrict ourselvesto F that satis�es� t 7! � t+1

is a permutationfor anyx t .

3.2 Correlation Properties

The following de�nition is derivedfrom the normalizedcorrelation [84].

De�nition 1 The biasof a randomBooleanvariableX is de�ned as

�( X ) def= Pr(X = 0) � Pr(X = 1) = E[(� 1)X ]:

The normalizedcorrelationbetweentwo randomBooleanvariablesX and Y is
just the biasof X � Y . Assumingthat (x0; � 0) is a uniformly distributedrandom
vector of (n + k) bits, we know that �( a � � 1 � b � � 0) is a constant for any
a;b2 GF (2)k . The following important theorem, inspiredby [59], givesan easy
way to computethe biasfor iterativestructures.

Theorem 1 Givena set E and � : E � GF (2)k ! GF (2) and � : GF (2)� !
GF (2)k , let X and Y be two independentrandomvariablesin E and GF (2) �

respectively. Assumingthat �( Y) is uniformly distributedin GF (2)k , then, for
anyv 2 GF (2)� , we have

� (� (X ; �( Y)) � v � Y) =
X

w2 GF (2) k

�(�( X ; �( Y)) � w��( Y)) ��( w��( Y)� v�Y):

Proof. Let Z 2 GF (2)k be a randomvariable independentof X with uniform
distribution. Starting from the right-handside,we have

X

w

�(�( X ; Z ) � w � Z ) � �( w � �( Y) � v � Y)

=
X

w

E[(� 1)�( X ;Z )� w�Z ] � E[(� 1)w��( Y )� v�Y ]

=
X

x

X

y

X

z

X

w

Pr(x; z) � Pr(y) � (� 1)�( x;z )� v�y� w�(z� �( y)) ; (3.4)
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Asthe innersumoverw in Eq.(3.4)iszerofor all z 6= �( y), wecontinueEq.(3.4)
as

2k �
X

x;y

Pr(X = x; Z = �( y)) � Pr(Y = y) � (� 1)�( x; �( y)) � v�y

=
X

x;y

Pr(x; y) � (� 1)�( x; �( y)) � v�y

= E[(� 1)�( X ;�( Y )) � v�Y ];

which is �(�( X ; �( Y)) � v � Y). �
Assuming(� 0; � 0) isuniformlydistributed,for � � L 1+1 andany� 1; : : : ; � � 2

GF (2)k , we know that �( � 1 � � 0 � � � � � � � � � � � 1) is a constant. Denoteit
by � (� 1; : : : ; � � ) hereafter. Let the state transition matrix U = f Uabg be de-

�ned by Uab
def= Pr(� t+1 = bj� t = a), and we note that its Walsh transform

bUab
def=

P
a0;b0(� 1)a�a0� b�b0

Ua0b0 satis�es

bUab = 2k �( a � � 0 � b� � 1) = 2k � (a;b):

Now we introducethe generaliterativecomputationmethod for � (� 1; : : : ; � � ).

Corollary 1 Assuming(� 0; � 0) is uniformly distributed,for any � � L 1 + 1 and
� 1; : : : ; � � 2 GF (2)k , we have

� (� 1; : : : ; � � ) =
X

w2 GF (2) k

� (w; � � ) � � (� 1; : : : ; � � � 2; � � � 1 � w):

Proof. We applyTheorem1 with X = x � � 2, Y = (� 0; : : : ; � � � 2), �( Y) = � � � 2,
�( X ; �( Y)) = � � � � � � 1 and v = (� 1; : : : ; � � � 1). Note that the assumptionof
Theorem 1 holdsby Property 1. �

Recallfrom [31] that the entropy H (X ) of a discreterandomvariableX with
alphabet X is de�ned by

H (X ) def= �
X

x2X

Pr(x) log2 Pr(x): (3.5)

The binary entropy functionh(p) is de�ned by

h(p) def= � plog2 p � (1 � p) log2(1 � p) (3.6)
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for 0 < p < 1. The conditionalentropy H (YjX ) of Y givenX is

H (YjX ) def=
X

x2X

Pr(x)H (YjX = x): (3.7)

For any two randomvariablesX ; Y we have

H (X ) � H (X jY) (3.8)

with equality if andonly if X andY are independent.Analogously, for anythree
randomvariablesX ; Y; Z we have

H (X jZ ) � H (X jY; Z ) � 0 (3.9)

with equality if andonly if X andY are conditionallyindependentgivenZ .

Property 2 Assuming(� t ; � t ) is uniformly distributed,we havea constant

H ( t+1 j� t ) = h
�

1
2

+
�
2

�
; (3.10)

for somepositiveconstant� .

The reasongoesasfollows. We computeH ( t+1 j� t ) by de�nition:

H ( t+1 j� t ) =
X

a

H ( t+1 j� t = a) � Pr(� t = a)

= E
a

"

h

 
1
2

+
1
2

X

b:$ �b=1

Uab �
1
2

X

b:$ �b=0

Uab

!#

; (3.11)

which is a constant. So there existssucha unique� � 0 to satisfyEq.(3.10),
that is,

h
�

1
2

+
�
2

�
= E

a

"

h

 
1
2

+
1
2

X

b:$ �b=1

Uab �
1
2

X

b:$ �b=0

Uab

!#

: (3.12)

Notethat Eq.(3.12)tellsthat if j
P

b:$ �b=1 Uab�
P

b:$ �b=0 Uabj isa constant� 0 for
all a, then, � = � 0; in particular, � = 0 if andonlyif

P
b:$ �b=1 Uab �

P
b:$ �b=0 Uab

for all a.
From Property 2, we can prove the upper boundof the correlationsfor the

combiner'sFSM output sequence.
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Theorem 2 For any� � L 1+ 1 andanybinary � 1; : : : ; � � � 1, let the � -bit vectors
� = (� 1; : : : ; � � � 1; 1) and	 t = ( t ; : : : ;  t+ � � 1). Assuming(� t ; � t ) is uniformly
distributed,we have

j�( � � 	 t )j � �;

where� is de�ned in Eq.(3.12).

Proof. First, by Eq.(3.8) we deducethat

H (� � 	 t ) � H (� � 	 t j� t ; : : : ; � t+ � � 2)

= H ( t+ � � 1j� t ; : : : ; � t+ � � 2): (3.13)

And according to Eq.(3.9),we have

H ( t+ � � 1j� t+ � � 2) � H ( t+ � � 1j� t ; : : : ; � t+ � � 2) � 0

with equality if and only if  t+ � � 1 and (� t+ � � 3; : : : ; � t ) are conditionallyinde-
pendentgiven� t+ � � 2, which is valid hereby the precondition� � L 1 + 1 and
Property 1. Thus, we have

H ( t+ � � 1j� t+ � � 2) = H ( t+ � � 1j� t ; : : : ; � t+ � � 2) (3.14)

CombiningEq.(3.13)andEq.(3.14),we get

H (� � 	 t ) � H ( t+ � � 1j� t+ � � 2) = h
�

1
2

+
�
2

�
:

Becauseh(p) issymmetricin p = 1
2 with themaximumat p = 1

2, this isequivalent
to

1
2

�
�
2

� Pr(� � 	 t = 0) �
1
2

+
�
2

; (3.15)

Finally, we verify

j�( � � 	 t )j = j Pr(� � 	 t = 0) � Pr(� � 	 t 6= 0)j

= j2 � Pr(� � 	 t = 0) � 1j: (3.16)

Putting Eq.(3.15)andEq.(3.16)togetherwe completeour proof. �

Remark 1 This theoremtells that the basicFSMdesignprincipleshouldsatisfy
H ( t+1 j� t ) = 1 to avoid the bias, which enablesthe keystreamdistinguishing
attack andkey-recoveryattack asdetailedin the rest of the chapter.
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Notice that the only purposeof the restrictionon the dimensionof � (i.e.
� � L1 + 1), is to ensurevalidity of U beingthe statetransitionmatrix. In other
words, if we loosethis requirementby supposingU is always the state transition
matrix3, we still obtainthe sameupper bound� for j�( � � 	 t)j. Thoughit is not
known yet which tuple(s) � makes j�( � � 	 t )j the maximumfrom Theorem 2,
one thing is certain4: once� = 0 (i.e.

P
b:$ �b=1 Uab �

P
b:$ �b=0 Uab for all a),

no correlationexistsfor sequencesof bitlengthup to L 1 + 1.

Prior to our work, correlationpropertiesof combinerswith one-bit memory,
and with m-bit memory were studied in [84], and [51] respectively. As they
consideredcorrelationsof a generalform (i.e. correlation between any linear
functionof the sequencef � tg of � bits andany linear functionof the keystream
f ztg of � bits), � is restrictedto be rather small for the analysis.In our work,
we restrict ourselvesto a specialclassof correlations|co rrelationsof the FSM
output sequence(i.e. correlationsof anylinear functionof the sequencef � t � ztg
of � bits). This allows to investigatethosecorrelationsfor the sequencelength
� � L1 + 1 with mucha widerrange5.

3.3 The Keystream Distinguisher

3.3.1 The Equivalent Single LFSR

Let � i be the order of the feedbackpolynomialpi (x) of Ri , for i = 1; : : : ; n.
Sinceall pi (x) are primitive polynomials,� i = 2L i � 1; furthermore, by Lemma
6.57 of [72, p.218], the equivalentLFSRto generatethe samesequenceof the
sum of the n original LFSRoutputs over GF (2) has the feedbackpolynomial
p(x) =

Q n
i=1 pi (x) with order � = lcm(� 1; � 2; : : : ; � n ) (by Lemma6.50, [72,

p.214])anddegreeL =
P n

i=1 L i .

3This is a (weak) commonassumptionin cryptanalysis.
4This result was publishedmost recentlyby an independentwork [5] with di�erent proof,

which did not study the upper bound however.
5For instance,in the core of E0 (described in Section3.6.1 later), according to [53], the

sequencelength � � 6 by analysisof [51] for generalcorrelations; in contrast, for the special
classof correlationsin our work the sequencelength � � 27 (seeSection3.6.2).
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3.3.2 Finding the Multiple Polynomial with Low Weight

Let L be the degreeof a generalpolynomialp(x) with order � . We use the
standard approximation6 to estimatethe minimalweight wd of multiplesof p(x)
with degreeat mostd by the followingconstraint:wd is the smallestw suchthat

1
2L

�
�

d
w � 1

�
� 1: (3.17)

Listed in Table3.1 is the estimated7 wd corresponding to d with L = 128 by
solvingInequality (3.17).

To �nd multipleswith minimumweight, [18] proposedan e�cient algorithm
for a not too large degreed (e.g. lessthan 211). Here,we are interestedin the
casewith very large d � 211. So we canusethe conventionalbirthday paradox
to �nd Q(x) with the minimal d (i.e. w = wd), which takes precomputation
time PT � O(ddw � 1

2 e); or we apply the generalizedbirthday problem[113] to
�nd Q(x) of sameweight but higherdegreewith much lessprecomputationas
tradeo�. Table 3.2 compares the two algorithms. Note that unlessotherwise
mentionedexplicitlyin the notations,throughoutthe thesis,we alwaysuselog(�)
to representthe natural logarithm to the baseof e, which is omitted from the
notations.

Table3.1: The estimatedminimalweight wd of multiplesof p(x) with degreed
andorder � by (3.17), whereL = 128

d 247 458 855 1749 2387 218 223 227 233 244 265 �
wd � 31 � 24 � 20 � 17 � 16 � 9 � 7 � 6 � 5 � 4 � 3 = 2

3.3.3 Building a Uni-bias-based Distinguisher

Let Q(x) =
P w

i=1 xqi be the normalizedmultiple of p(x) =
Q n

i=1 pi (x) with
degreed and weight w, where0 = q1 < q2 < : : : < qw = d. Let � be the � -bit

6Note that this approximation of (3.17) is valid for typical settingsin cryptography. How-
ever, it may not hold for somespecial cases(e.g. someof the products of two primitive
polynomialswith the samedegreedo not haveany multiple polynomialof weight 3).

7Onespecialcaseoccursfor d = � becausewe know the exact valueof wd.
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Table3.2: Complexity PT of �nding multiple of p(x) with degreed, weight w
whereL = 128

birthday problem
with minimald tradeo�

d 218 223 227 233 244 265 232 243

w 9 7 6 5 4 3 9 5
log2 PT 72 69 68 66 66 65 35 45

binary vector suchthat j
 j is maximalwhere
 = �( � � ( t ; : : : ;  t+ � � 1)) . AsL w
i=1

L n
j =1 x j

t0+ qi
= 0 holdsfor all t0, by Eq.(3.3),we deducethat

wM

i =1

� � (zt0+ qi ; : : : ; zt0+ qi + � � 1) =
wM

i =1

� � ( t0 + qi ; : : : ;  t0+ qi + � � 1): (3.18)

With the heuristicassumptionof independence,weknow from the famousPiling-
upLemma[77] that theright-handsideof Eq.(3.18)hasa biasj
 jw (resp. �j 
 jw)
if 
 is positive(resp. negative). With standard linear cryptanalysistechniques,
we can therefore distinguishthe keystreamf ztg from a truly randomsequence
with a number of sampleswithin the orderof magnitudeof � = 
 � 2�w, simplyby
checkingthe left-handsideof Eq.(3.18)equalszero(resp. one)mostof the time
with the positive(resp. negative)
 . Basedon Q(x) with d andw, we minimize
the data complexity � by choosing� = � + d = 
 � 2�w + d.

3.3.4 The Multi-bias-based Distinguisher

Preliminaries

De�nition 2 Givenf ; g : GF (2)` ! R , for a 2 GF (2)` , we de�ne

1. (f 
 g)(a) =
X

b2 GF (2) `

f (b) � g(a � b)

f 
 w(a) = (f 
 � � � 
 f| {z }
w times

)(a)

2. bf (a) =
X

b2 GF (2) `

(� 1)a�bf (b)
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3. kf k =
s X

a2 GF (2) `

f 2(a)

4. �( f ) = 2
`
2 �








 f �

1
2`

� 1








 , where1 denotesa constantfunction equalto

1.

Notethat the �rst two de�nitionscorrespondto convolutionandWalshtransform
respectively. We recallthesebasicfacts: for any f ; g : GF (2)` ! R , we have

� [f 
 g(a) = bf (a) � bg(a), for all a 2 GF (2)` ;

� 2`kf k2 = k bf k2;

� if f is a distribution, i.e.
P

a f (a) = 1 and f (a) � 0 for all a 2 GF (2)` ,
then the distributionof the XOR of w i.i.d. randomvectors with distribu-
tion f is f 
 w, moreover,� 2(f ) =

P
a6= 0

bf 2(a);

� If the randomBooleanvariableA follows the distributionf , then �( f ) =
�( A), where�( A) is de�ned in De�nition 1, Section3.2.

An E�cient Way to Deploy Multi-Biases Simultaneously

Givena linear mappingJ : GF (2)� ! GF (2)` of rank `, we de�ne `-bit vectors

A t = J ( `t ; : : : ;  `t + � � 1)

B t =
wM

i =1

A t+ qi

Notethat B t canbederivedfromthekeystreamf ztg directly. Exceptfor acciden-
tally badchoicesof J , we make a heuristicassumptionthat all A t 's are indepen-
dent. Let D be the probability distributionof the � -bit vector ( `t ; : : : ;  `t + � � 1),
and let DA be the probability distributionof the `-bit vector A t . Note that DA

andD are linked by

DA (b) =
X

a2 GF (2) �

D(a) � 1b= J (a)
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for any b 2 GF (2)` . Moreover,the Walsh transforms of DA and D are also
linked by

bDA (b) = bD
�
J > (b)

�
;

for all b 2 GF (2)` . Now we discusshow to designJ in order to reducethe
data complexity. From Baign�ereset al. [9], we know that we can distinguisha
distributionf of `-bit randomvectors from a uniform distributionwith 1=� 2(f )
samples.Here,the distributionof B t is f = D 
 w

A . Sothe modi�ed distinguisher
needsdata complexity

� =
`

� 2(D 
 w
A )

+ d (bits).

Let � be the number of the largestWalshcoe�cients bDA (b) overall nonzerob
with the absolutevalue8 � . Since� 2(D 
 w

A ) � �� 2w, we obtain

� �
`
�

� � 2w + d:

In order to lower � , it is necessary to have` < � . This impliesthat only when
the � largest coe�cients are linearly dependent,the multi-biasdistinguisheris
more e�cient than the uni-biasdistinguisher;otherwise,the formeris ase�cient
as the latter. Note that Section3.3.3 actually dealswith the special type of
distinguisherswith ` = � = 1.

3.4 The Key-recovery Attack

We approach similarly as in [39] to transform our keystreamdistinguisherof
Section3.3 into a key-recoveryattack to reconstructthe shortest LFSR (i.e.
R1).

Now, let Q(x) =
P w

i=1 xqi bea multiplepolynomialof
Q n

i=2 pi (x) with degree
d andweightw, whichcanbe foundby techniquesin Section3.3.2. Let ~x 1 be a
guessfor x1, the initial stateof R1 whichgeneratesthe keystreamf ztg together
with the othern � 1 �xed LFSRs.Denote~x1

t the output bit of R1 with the initial

8Note that from Corollary 1 we have � � 
 � � for � � L 1 + 1 regardlessof ` and J ,
where� is de�ned in Eq.(3.12).
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state ~x1 at time t. We de�ne

r t =
wM

i =1

� � (~x1
t+ qi

; : : : ; ~x1
t+ qi + � � 1);

st =
wM

i =1

� � (zt+ qi ; : : : ; zt+ qi + � � 1);

for t = 0; : : : ; � � 1 (correspondingto the data complexity � = � + d). It can
be shown that f r tg is alsoan m-sequencegeneratedby the sameLFSR.Let r
be the initial state. We de�ne

bt (~x1) def= st � r t

for t = 0; : : : ; � � 1. Given� -bit sequenceof bt (~x1)'s, we count the occurrences9

N (~x1) of ones,that is,

N (~x1) def=
� � 1X

t=0

bt (~x1): (3.19)

Two casesof statistical characteristicsarise. We usesimilar analysis[111] for
the case
 > 0, whichcanbe easilyadjustedfor 
 < 0.

Case One: ~x1 = x1.

We have

bt (~x1) =
wM

i =1

� � ( t+ qi ; : : : ;  t+ qi + � � 1):

Recallfrom Section3.3.3,we know that

p def= Pr(bt (~x1) = 0) =
1
2

+

 w

2
;

assumingindependenceof all � � ( t+ qi ; : : : ;  t+ qi + � � 1) for i = 1; : : : ; w. So
N (x1) complieswith the binomialdistributionB(� ; p). Asconvention,when� is
large andp is closeto 1

2, we approximatethe binomialdistributionof N (x 1) by

the normal distribution N (� p;
q

�
4), wherethe standard deviationis computed

as
p

� � p(1 � p) �
q

�
4 .

9w is �xed in the attack, so we omit it in the notation N (~x 1 ).
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Case Two: ~x1 6= x1.

We have

Property 3 X

~x 1 2 GF (2)L 1

N (~x1) = � � 2L 1 � 1

for any �xed keystreamf ztg.

From this property, We immediatelyreachanother:

Property 4

E

2

4
X

~x 1 6= x 1

N (~x1)

3

5 = � � 2L 1 � 1 � � � p

for any �xed keystreamf ztg.

Remark 2 We thus deducethat the averageof N (~x 1) overall ~x1 6= x1 is

E~x 1 6= x 1 [N (~x1)] =
E

hP
~x 1 6= x 1 N (~x1)

i

2L 1 � 1
=

�
2

�
� (p � 1

2)
2L 1 � 1

�
�
2

:

HenceN (~x1) asymptoticallycomplieswith the binomial distribution B(� ; 1
2).

Similarly asthe formercase,we approximatethe binomialdistributionof N (~x 1)

by the normal distributionN ( �
2;

q
�
4), wherethe standard deviationis computed

as
q

� � 1
2(1 � 1

2) =
q

�
4. Sincewe are interestedin the probability of success

to distinguishthe two distinct distributions,we computethe probability of error
Prerr as

Prerr
def= Pr (N (x1) < N (~x1)) = Pr (N (x1) � N (~x1) < 0) :

Assumingindependenceof N (x1) and N (~x1), we expect that N (x1) � N (~x1)

asymptoticallycomplieswith the normal distributionN ( � 
 w

2 ;
q

�
2). We have

Prerr � �

0

@�
� 
 w

2q
�
2

1

A = �
�

�
p

2�
2

� 
 w

�
; (3.20)
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where� is the standard normaldistribution. Thusweestimatethe rankof N (x 1)
amongall N (~x1) in ascendingorder by

E
�
RankN (x 1 )

�
= (2L 1 � 1) � Prerr � 2L 1 � �

�
�

p
2�
2 � 
 w

�
: (3.21)

As convention,we adopt the approximation �( x) � � 1
x

p
2�

e� x 2

2 for x � � 1.
Then, Eq.(3.21)reducesto

E
�
RankN (x 1 )

�
�

2L 1


 w
p

� �
e� �

4 
 2w
: (3.22)

According to the conventionalestimation[23,62] in correlationattacks,the crit-
ical data complexity � 0 is on the order of 
 � 2w and is de�ned by

� 0 =
L1

1 � h( 1
2 + 1

2 
 w)
�

2L1 log2

 2w

;

and h is de�ned in Eq.(3.6). Hence,we set � = k0
 � 2w for somek0 to be
determined.We solveE[RankN (x 1 ) ] = 1 in Formula (3.22) andget

logk0 + 0:5k0 = 2L1 log2 � log� � 2L 1 log2:

Sincelogk0 is much smallerthan 0:5k0 whenL1 � 1, we estimatek0 should
not exceed4L 1 log2. Therefore, it meansthat we needthe minimum

� �
4L1 log2


 2w
(= 2� 0) (3.23)

to guaranteethat N (x1) is the smallest(resp. largest)of all N (~x 1) with positive
(resp. negative)
 . Note that this estimation� � 2� 0 is comparable to � 0.
According to [23] simulationsshowed the probability of successis closeto 1
(resp. 1

2) for � = 2� 0 (resp. � = � 0) which is consistentwith our analysis.
Clearly, our problem of recoveringR1 right �ts into the MaximumLikelihood
Decoding (MLD) problemfor a generallinear code, as described immediately
next in Section3.5. Thus,solvingMLD problemallowsto recoverr , after which
we applylinear transform to solvex1.

3.5 A Maximum Likelihood Decoding Algorithm

We �rst recall the following basicsof linear codes(see[74] for details). Given
a matrix GL � � (with L < � ), for everymessager = (r 1; : : : ; rL ), de�ne the
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codeword x = (x1; : : : ; x � ) def= rG. Thesetof all codewordsform the linear code,
de�ned by G. The code is said to havedimensionL, length � and generator
matrix G. The MLD problem for the linear code is: �nd the messager to
minimizethe Hammingdistance10 of its codeword x and the receivedvector
s = (s1; : : : ; s� ), i.e. �nd suchr that minimizesN (r ) =

P �
t=1 (st � xt ), where

xt = rGt (Gt denotesthe t-th columnvector of G).
For example,our precedingkey-recoveryattack in Section3.4 canbe trans-

formed into the MLD problemas follows. De�ne the columnvector Gt of the
generator matrix G as

Gt = (a0; : : : ; aL 1 � 1)> ;

wherea0 + a1x + � � � + aL 1 � 1xL 1 � 1 = xt mod p1(x). And let L = L 1, � = � ,
r = r , x = f r tg ands = f stg.

3.5.1 The Time-domain Analysis

Obviously, the trivial solutionto �nd r is anexhaustivesearch in the time-domain
asshown in Algorithm 1: for everymessage~r , we computeN (~r ) and keepthe
smallest. The �nal record leadsto r . The time complexity is O(� � 2L ) with
memory � bits.

Algorithm 1 The exhaustivesearch algorithm
Inputs :

G = (G1; : : : ; G� ) : the generator matrix
keystreams1s2 � � � s�

Processing:
record  0
for all L-bit ~r do

computeN (~r )
if N (~r ) > record then

r  ~r
record  N (~r )

end if
end for
output r

10The Hamming distancebetween two vectors x = (x1; : : : ; x` ) and y = (y1; : : : ; y` ) of
equaldimensionis the number of coordinateswherethey di�er.
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3.5.2 The Frequency-domain Analysis

We introducean integer-valuedfunction,

W(x) def=
X

1� t � � :Gt = x>

(� 1)st ;

for all x 2 GF (2)L , where> denotesthe matrix transpose. We computethe
Walshtransform cW of W asfollows:

cW(r ) =
X

x2 GF (2)L

(� 1)r �xW(x)

=
�X

t=1

(� 1)st � r Gt

=
�X

t=1

(� 1)st � x t

= � � 2N (r ):

We thereby reachthe theorem below.

Theorem 3
N (r ) =

1
2

�
� � cW(r )

�
;

for all r 2 GF (2)L .

This generalizesthe result [74, p. 414] of a specialcasewhen� = 2L and G>
t

correspondsto the binary representationof t. So, to solvethe MLD problem,
we just computeW, perform FWT (see[117]), and�nd the maximumcW(r ) as
shown in Algorithm 2.

The time andmemory complexitiesof FWT areO(L �2L ), O(2L ) respectively.
Sincethe precomputationof W takestime O(� ) with memory O(� ), weconclude
that our improvedMLD algorithm runs in O(� + L � 2L ) with memory O(2L )
(additionally, usinglinear transformation allows to computeFWT overGF (2)k

with memory O(2k) wherek = dlog2 � e). Note that when� � 2L , the time
complexity correspondsto O(� ), whichis optimal in the sensethat it standson
thesameorderof magnitudeasthedatacomplexity does. Table3.3comparesthe
originalexhaustivesearch algorithm with the improvedfrequencytransformation
algorithm. Note that the techniqueof FWT was usedin anothercontext [24]
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Algorithm 2 The frequencytransformation algorithm
Inputs :

G = (G1; : : : ; G� ) : the generator matrix
keystreams1s2 � � � s�

Preprocessing:
for all L-bit r do

computeW(r ) andkeepin memory
end for

Processing:
useFWT to computecW
�nd r that achievesthe maximalcW(r )
output r

to speed up other kinds of fast correlation attacks. In the caseof E0 (see
Section3.6), we will seehow it helpsto speedup the attack [39] by a factor
of 224. We estimatesimilar correlationattackslike [23] canbe speededup by a
factor of 10; undoubtedly, someother attackscan be signi�cantly improvedby
our algorithm aswell.

Table3.3: Comparisonof maximumlikelihood decoding algorithms
time memory

ExhaustiveSearch � � 2L �
FrequencyTransformation � + L � 2L min(�; 2L )

3.5.3 A More Generalized MLD Algorithm

We further generalizethe precedingproblemby �nding the L-bit vector r such
that givena sequenceof `-bit (` < L) vectors S1; : : : ; S� and f : GF (2)` ! R
togetherwith matricesG1; : : : ; G� of sizeL by `, the sequenceof `-bit vectors
X 1; : : : ; X � de�ned by X t = rGt minimizesN (r ) =

P �
t=1 f (St � X t ). It means

the linear code has length � `, dimensionL, and the generator matrix G =
(G1; : : : ; G� ). Notethat ourpreviousproblemin Section3.5.2is merelya special
caseof ` = 1, � = � and f (a) = a for a 2 GF (2).
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De�ne a real function

W(x) =
1
2`

X

1� t � � ;a2 GF (2) ` :aG>
t = x

(� 1)a�St bf (a);

for all x 2 GF (2)L . We computethe Walshtransform cW of W asfollows:

cW(r ) =
X

x2 GF (2)L

(� 1)r �xW(x)

=
1
2`

�X

t=1

X

a2 GF (2) `

(� 1)a�(r Gt � St ) bf (a)

=
�X

t=1

f (rGt � St )

= N (r ):

Algorithm 3 directly follows abovecomputation. The total runningtime of our
algorithm is O(� `L 2` + L2L ) with memory O(2L ). To speedup the computation
of W, we could precomputethe inner products of all pairs of `-bit vectors in
time O(22`) with memory O(22`). Thus, the total runningtime of the algorithm
is O(22` + � L2` + L2L ) with memory O(22` + 2L ).

In the specialcasethat Gt+1 = AG t for t = 1; : : : ; � , we precomputeanother
tableto mapanyL-bit vector x to xA > . It takestimeO(2L ) with memory O(2L ).
The total timeof thealgorithm is thusO

�
22` + (L + � ) 2` + L2L

�
, with memory

O(22` + 2L ). Note that abovespecialcaseis applicableto E0 (seeSection3.6).

3.5.4 An Optimum MLD Algorithm?

According to [12], the generaldecoding problemfor linear codesis shown to be
NP-complete(see[50] for de�nition) in the sensethat the known deterministic
algorithm that decodesan arbitrary linear code with dimensionL and length �
performs an exhaustivetrial on all possiblecodewords. This takes time O(2L )
if we consider� asa smallnegligibleconstant. In comparison,our resultsolves
the problemwhen� is not consideredas a constant. And we showed that the
decoding time is linear in � .
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Algorithm 3 The generalizedMLD algorithm
Parameters:

f ; `
Inputs :

G = (G1; : : : ; G� ) : the generator matrix
vector streamS1; S2; � � � ; S�

Processing:
applyFWT to computethe tableof bf
initializethe table of W to 0
for all `-bit a do

for t = 1; : : : ; � do
incrementW(aG>

t ) by 1
2` (� 1)a�St bf (a)

end for
end for
useFWT to computecW
�nd r that achievesthe minimal cW(r )
output r

3.6 Case Study: Blueto oth One-level E0

3.6.1 Description

Speci�ed in [17], the core keystreamgenerator E0 (Fig. 3.2) usedin Bluetooth
(a.k.a. one-levelE0) �ts in the modeldescribed in Section3.1: n = 4, L 1 = 25,
L2 = 31, L3 = 33, L4 = 39 (and thus L = 128) with primitive feedback
polynomials

p1(x) = x25 + x20 + x12 + x8 + 1;
p2(x) = x31 + x24 + x16 + x12 + 1;
p3(x) = x33 + x28 + x24 + x4 + 1;
p4(x) = x39 + x36 + x28 + x4 + 1;

respectively. The state � t of the FSM containsk-bit (ct � 1; ct ), wherek = 4 and

ct = (c1
t ; c0

t ) has2 bits. Let w(x t )
def=

P 4
i=1 x i

t be the Hammingweight11 of xt .

11Recall that the Hamming weight of a vector is the number of 1's of its coordinates.
Note that the Hamming weight of a vector always equalsits Hamming distance(de�ned in
Section3.5) to the all zerovector of equaldimension.
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Figure3.2: Outlineof one-levelE0

The FSM hasthe update functionF : (w(x t ); ct � 1; ct ) 7! (ct ; ct+1 ). Computing
ct+1 from � t canbe described by

c1
t+1 = � 1

t+1 � c1
t � c0

t� 1;

c0
t+1 = � 0

t+1 � c0
t � c1

t� 1 � c0
t� 1;

wherethe 2-bit � t+1 = (� 1
t+1 ; � 0

t+1 ) is de�ned by

� t+1 =
�

w(xt ) + 2 � c1
t + c0

t

2

�
:

Table 3.4 shows the state transition of the FSM, wherethe four-bit state is
representedin the quaternary system(e.g. the FSM changesfrom � t = 13 into
� t+1 = 32by the input w(x t ) = 2). OnecancheckTable3.4by aboveequations.

With $ = 01 in Eq.(3.2), at eachclock cycle t, the FSM emits one bit
 t = c0

t . The keystreamoutput bit is zt = x1
t � x2

t � x3
t � x4

t � c0
t .

3.6.2 Correlations

From Section3.2, we know that if (� 0; � 0) is uniformly distributed, then, for
� � 26andany� 1; : : : ; � � 2 GF (2)4, � (� 1; : : : ; � � ) = �( � 1 � � 0 � � � � � � � � � � � 1)
is a constant. It canbe computedby Corollary 1. However,noticethat the core
E0 hassucha specialFSM that the two consecutivestates� t and � t+1 are half
overlapped (i.e. 2-bit ct is containedin both). Therefore, to computethe value
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Table3.4: State transitionof � t+1 givenw(x t ) and � t

� t

00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33
0 00 11 23 32 03 12 20 31 01 10 22 33 02 13 21 30
1 00 10 23 31 03 13 20 32 01 11 22 30 02 12 21 33

w(xt ) 2 01 10 20 31 02 13 23 32 00 11 21 30 03 12 22 33
3 01 13 20 30 02 10 23 33 00 12 21 31 03 11 22 32
4 02 13 21 30 01 10 22 33 03 12 20 31 00 11 23 32

of �( � 1 � � 0 � � � � � � � � � � � 1), the sequence� 1; : : : ; � � is not unique. So, we
resort to anothernotation
 for the uniqueexpressionof the samething instead.

For � � 27 and any a1; : : : ; a� 2 GF (2)2, let 
( a1; : : : ; a� )
def= �( a1 � c0 �

� � � � a� � c� � 1). Similarly to Corollary 1, we applyTheorem 1 with X = x � � 2,
Y = (c0; : : : ; c� � 2), �( Y) = (c� � 3; c� � 2), �( X ; �( Y)) = a� � c� � 1 and v =
(a1; : : : ; a� � 1) and obtain the following result. Assuming(� 0; � 0) is uniformly
distributed,for any � � 27 anda1; : : : ; a� 2 GF (2)2, we have


( a1; : : : ; a� ) =
X

w0 ;w12 GF (2)2


( w0; w1; a� ) � 
( a1; : : : ; a� � 3; a� � 2 � w0; a� � 1 � w1):

Hereis a full list of nonzerotriplets:


(0 ; 0; 0) = 1, 
(1 ; 3; 2) = 1
4, 
(2 ; 3; 3) = � 5

8 ,

(1 ; 0; 2) = 5

8 , 
(2 ; 0; 3) = 1
4, 
(3 ; 3; 1) = � 1

4 .

With it, we computedall � -tuple biasesfor � � 27. All the largestbiases,both
of whichwerementionedin [40,53] (without formal proof), are summarizedas
below.

Property 5 Assuming(� t ; � t ) is randomanduniformly distributed,we have

Pr(c0
t � c0

t+1 � c0
t+2 � c0

t+3 � c0
t+4 = 1) =

1
2

+
25
512

:
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Proof. We show the equivalent
(1 ; 1; 1; 1; 1) = � 25
256 asfollows:


(1 ; 1; 1; 1; 1) = 
(3 ; 3; 1) � 
(1 ; 1; 1 � 3; 1 � 3)

= �
1
4


(1 ; 1; 2; 2)

= �
1
4

X

w0 ;w1


( w0; w1; 2) � 
(1 ; 1 � w0; 2 � w1)

= �
1
4

(
(1 ; 0; 2)
(1 ; 1 � 1; 2) + 
(1 ; 3; 2)
(1 ; 1 � 1; 2 � 3))

= �
1
4

�

 2(1; 0; 2) + 
(1 ; 3; 2)
(1 ; 0; 1)

�

= �
25
256

:

�

Remark 3 Assumingw(x t ) = 2 holdsfor t = t0; t0 + 1; t0 + 2, then, regardless
of the valueof � t0 , we always have

c0
t0

� c0
t0+1 � c0

t0+2 � c0
t0+3 � c0

t0+4 = 1:

SincePr(w(x t ) = 2) = 6
16, this seemsto suggestthat

Pr(c0
t � c0

t+1 � c0
t+2 � c0

t+3 � c0
t+4 = 1) �

1
2

+ (
6
16

)
3

=
1
2

+
27
512

;

which explainsthe bias in Property 5. This special casewas not pointed out
in [40,53] however.

Property 6 Assuming(� t ; � t ) is randomanduniformly distributed,we have

Pr(c0
t = c0

t+5 ) =
1
2

+
25
512

:

Proof. This biasis similarly provedfrom 
(1 ; 0; 0; 0; 0; 1) = 25
256. �

Throughoutthe rest of the chapter,we let


 = 
(1 ; 0; 0; 0; 0; 1) = � 
(1 ; 1; 1; 1; 1) =
25
256

:

Besidesthe above two largest biases,we havethe only secondlargest bias up
to 27 bits 
(1 ; 0; 1; 1) = � 2� 4. This biaswas alreadyprovedin [59]. Now, we
applyTheorem2 in Section3.2 to computethe theoreticalupper boundof 
( a)
for anya of at most 27 tuplesandcompare 
 with it. To show this, we �rst list
the state transitionmatrix U (wheredashedentriesdenotezeros)asfollows.
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U =

2

6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
4

5
16

10
16

1
16 � � � � � � � � � � � � �

� � � � 10
16

1
16 � 5

16 � � � � � � � �
� � � � � � � � 10

16
1
16 � 5

16 � � � �
� � � � � � � � � � � � 5

16
10
16

1
16 �

� 1
16

10
16

5
16 � � � � � � � � � � � �

� � � � 5
16 � 1

16
10
16 � � � � � � � �

� � � � � � � � 5
16 � 1

16
10
16 � � � �

� � � � � � � � � � � � � 1
16

10
16

5
16

10
16

5
16 � 1

16 � � � � � � � � � � � �
� � � � 1

16
10
16

5
16 � � � � � � � � �

� � � � � � � � 1
16

10
16

5
16 � � � � �

� � � � � � � � � � � � 10
16

5
16 � 1

16
1
16 � 5

16
10
16 � � � � � � � � � � � �

� � � � � 5
16

10
16

1
16 � � � � � � � �

� � � � � � � � � 5
16

10
16

1
16 � � � �

� � � � � � � � � � � � 1
16 � 5

16
10
16

3

7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
7
5

From U, we noticethat j
P

b:$ �b=1 Uab �
P

b:$ �b=0 Uabj remainsa constant� 0 =
4
16 = 2� 2 for all a. Hence� = � 0 = 2� 2. Consequently, applyingTheorem2, we
know

j
( a)j � 2� 2;

for anya of at most 27 tuples. We checkthat 
 � 2� 3:36 < 2� 2.

3.6.3 Keystream Distinguishers

We are readyto build a distinguisherfor the core E0 upon abovelargestcorre-
lationstogetherwith the multipleQ(x) of

Q 4
i=1 pi (x) with degreed andweight

w, whichcanbe precomputedby birthday paradox asmentionedin Section3.3.2
or easymanualcalculationasfollows:

Examples of Q(x) with Weight Four

Recallthat � i = 2L i � 1 is the order of pi (x) for i = 1; 2; 3; 4. By de�nition,
pi (x)jx � i + 1. On the otherhand,pi (x)pj (x)jlcm(x � i + 1; x � j + 1) = x lcm( � i ;� j ) + 1
for i 6= j , hencewe deducethe followingthreemultiplepolynomialsof p(x) with
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weight 4 with ease:

Q1(x) = (x lcm( � 1 ;� 2) + 1)(x lcm( � 3 ;� 4 ) + 1);

Q2(x) = (x lcm( � 1 ;� 3) + 1)(x lcm( � 2 ;� 4 ) + 1);

Q3(x) = (x lcm( � 1 ;� 4) + 1)(x lcm( � 2 ;� 3 ) + 1);

where

lcm(� 1; � 2) = 256 � 231 � 225 + 1; lcm(� 1; � 3) = 258 � 233 � 225 + 1;
lcm(� 1; � 4) = 264 � 239 � 225 + 1; lcm(� 2; � 3) = 264 � 233 � 231 + 1;
lcm(� 2; � 4) = 270 � 239 � 231 + 1; lcm(� 3; � 4) = (239 � 1)

P 10
i=0 23i :

The degreesof Q1(x); Q2(x); Q3(x) are approximately269; 270; 265 respectively.
Note that we may alsoexpect optimal multipleswith degreeon the sameorder
of magnitudeandweight 3 from Table3.1.

Primary Distinguisher

Table3.5 summarizesthe best performanceof our primary (uni-bias-based)dis-
tinguisherfor the core E0 basedon either the useof Q3(x) with weight 4, or a
search of Q(x), whenwe choose� = (1; 1; 1; 1; 1) or (1; 0; 0; 0; 0; 1).

Table3.5: Summary of the best primary distinguisherfor the core E0
type d w precomputationdata time

useQ(x) = Q3(x) 265 4 - 265

�nd Q(x) minimald 233 5 266 234

with tradeo� 243 5 245 243

Advanced Distinguisher

From Section3.3.4,we know that the multi-bias-baseddistinguisherimproveson
the uni-bias-basedoneif andonlyif the largestcorrelationcoe�cients are linearly
dependent,which happensto be true in the core E0: recall from Property 5,
Property 6 that the 6-tuple vectors of the three largestbiasessatisfythe linear
relation,

(1; 1; 1; 1; 1; 0) � (0; 1; 1; 1; 1; 1) = (1; 0; 0; 0; 0; 1):
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As a simplesolutionwe may just pick � = 6, ` = 2, � 1 = (1; 1; 1; 1; 1; 0) and
� 2 = (0; 1; 1; 1; 1; 1) (where� i is the i -th row of J ), then we obtain� = 3. And
the data complexity � is reducedto a factor of 2

3 for negligibled. Indeed,recall
that we provedby computationthat the largestWalshcoe�cient for � � 27 are
either (0; : : : ; 0; 1; 1; 1; 1; 1; 0; : : : ; 0) or (0; : : : ; 0; 1; 0; 0; 0; 0; 1; 0; : : : ; 0). Thus
� � (� � 4) + (� � 5) = 2� � 9. This leadsto a more generalsolution, if we
pick � = ` + 4, and the i -th row of J as

� i = ( 0; : : : ; 0| {z }
i � 1 zeros

; 1; 1; 1; 1; 1; 0; : : : ; 0| {z }
� � i � 4 zeros

) for i = 1; : : : ; `;

then we obtain � = 2` � 1. And so the improvedfactor `
2` � 1 of data complexity

� tendsto 1
2 for negligibled when` goes to in�nit y; however,becauseof the

underlyingassumptionfor the core E0, � is restrictedto no larger than 27, i.e.
` � 23. To conclude,we show that the modi�ed distinguisher(Algorithm 4)
needsdata complexity

� �
`

2` � 1
� 
 � 2w + d; for 1 � ` � 23: (3.24)

Table3.6 shows the best improvementachievedwith ` = 23. We seethat the
minimum� dropsfrom previous234 to 233.

Table3.6: Data complexity � of the advanceddistinguisherfor the core E0
d L 247 458 855 1749 2387 218 223 227 233 244 265 232 243

w 49 31 24 20 17 16 9 7 6 5 4 3 9 5
log2 � 328 208 161 134 114 107 60 46 40 33 44 65 60 43

3.6.4 The Key-recovery Attack

Let Q(x) =
P w

i=1 xqi be the multiple polynomialof
Q 4

i=2 pi (x) with degreed
and weight w. Q(x) can be found with (precomputation)complexity PC by
techniquesin Section3.3.2. Table3.7 lists the correspondingtriplets (w; d;PC)
for smallw. Detailedin Section3.4, we usethe MLD algorithm in Section3.5.2
to recoverx1. Table 3.8 shows our estimatedminimal � corresponding to w
by Eq.(3.23). Moreover,we conduct the sameanalysisas in Section3.6.3 to
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Algorithm 4 The advanceddistinguisherfor the core E0
Parameters:

` 2 [1; 23]; � = ` + 4
J : GF (2)� ! GF (2)`

DA : the probability distributionof the `-bit vector A t

Q(x) =
P w

i=1 xqi : the multiple polynomialof p1(x)p2(x)p3(x)p4(x) with de-
greed
� : the samplesizeby Eq.(3.24)

Inputs :
keystreamz0z1 � � � z� � 1 of either a truly randomsourceS0 or the output S1

generatedby the core E0
initializecountersu0; u1; : : : ; u2` � 1

for t = 0; 1; : : : ; b� � d� 4
` c � 1 do

computeb=
L w

i=1 J (z`t + qi ; � � � ; z`t + qi + � � 1)
incrementub

end for
if

P
b ub � log

�
2` � D 
 w

A (b)
�

> 0 then
acceptS1 asthe source

else
acceptS0 asthe source

end if



3.6. CASESTUDY: BLUETOOTHONE-LEVELE0 43

decrease� by a factor of `
2` � 1 for 1 � ` � 23; and we apply the technique

introducedin Section3.5.3to obtainthe time complexity O(� + � 1 � 2` + L1 � 2L 1 ),
where� = � + d. The attackcomplexitiesto recoverR1 for the coreE0are listed
in Table3.9 for two best casesdenotedby A andB, wherewe choose` = 12.

Table3.7: Complexity PC of �nding the multipleof p2(x)p3(x)p4(x) with degree
d andweight w

birthday problem
with minimald tradeo�

weight w 5 4 3 2 5
degreed 227 236 252 2100 234:3

precomputationPC 254 254 252 - 236:3

Table 3.8: The estimatedminimal � corresponding to w by Eq.(3.23) where
L1 = 25, 
 = 25=256

w 5 4 3 2 1
� 240 233 227 220 214

Table3.9: Summary of primary partial key-recoveryattacksagainstR1 for the
core E0

w d � data � precomputationPT time memory
Attack A 5 234:3 239 239 236:3 239 225

Attack B 4 236 233 236 254 236 225

Oncewe recoverR1, we target R2 next basedon multiple of p3(x)p4(x).
Last, we usethe techniqueof guessand determinein [47] to solveR3 and R4

with knowledgeof the shortest two LFSRs. The detailedcomplexitiesof each
step are shown in Table 3.10. A comparison of our attacks with the similar
attack12 [39] and the best algebraic attack [28,57] is shown in Table 3.11 for

12The estimate of data complexity in [39] usesa di�erent heuristic formula than ours.
Howeverwe believethat their estimateand ours in Attack B are essentiallythe same.
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caseA andB.

Table3.10: Detailedcomplexitiesof our key-recoveryattack againstthe core E0
w d � data � precomputationPT time memory

R1 5 234:3 239 239 236:3 239 225

R2 3 236 227 236 237 236 227

R3 andR4 - - - 76 - 233 -
total - - - 239 237 239 227

Table3.11: Complexitiescomparisonof our attackswith the similar attack and
the algebraic attack

precomputationtime data memory
Algebraic attack [28,57] 237 249 223:4 237

Similar attack [39] 254 263 234 234

Our A 237 239 239 227

attacks B 254 237 236 227

Experimental Results with w = 1

We did the small-scaleexperiment to verify our analysisin Section3.4 on the
keystreamf

L 4
i=2 (x i

t � zt )g insteadof f ztg to savethe troubleof searchingthe
multiple Q(x) of

Q 4
i=2 pi (x) with low weight (hereinw = 1). First, we test the

rank of N (x1) amongthoseof all the 2L 1 valuesof N (~x1) (seeEq.(3.19) for
de�nition) for a total of 100randomlychoseninitial statesof the core E0. From
Eq.(3.21), we haveE[RankN (x 1 ) ] = 1 for � = 214. It turned out that N (x1)
ranksuniquelythe top without exception.

Second,we choosesomerandomx1, then computethe correspondingav-
erageand varianceof N (~x 1 )

� over all ~x1 6= x1 individually, it turned out that

Var( N (~x 1 )
� ) � 1:526� 10� 5, approximatelythesameastheexpectedVar( N (~x 1 )

� ) =
1
� 2 Var(N (~x1)) = 1

4� = 2� 16 � 1:526� 10� 5; and we got a consistentaverage
of 0:5. The left curvein Figure3.3 correspondsto the experimentalprobability
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distributionof N (~x 1 )
� for ~x1 6= x1, wherethe dotted line representsthe central

symmetricline.

Last,we accordinglytestedthe averageandvarianceof N (x 1 )
� for 225 random

initial statesof the core E0. And we got the averageof around 0:5488 with
variance2:121� 10� 5 (in contrast to the estimationof average281

512 � 0:5488,
variance2� 16 � 1:526� 10� 5 respectively). Its experimentalprobability distri-
bution is drawn on the right curveof Figure3.3. It is worth noticing that the
two curvesare indeeddistinct.

0.46 0.48 0.5 0.52 0.54 0.56
0

1

2

3

4

5

6

7
x 10

-3

Figure3.3: The two distinct probability distributionsof N (~x 1 )
� for ~x1 6= x1 (left)

and ~x1 = x1 (right).
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3.7 Summary

In thischapter,weproposeanE0-likecombinerwith memory asthecorekeystream
generator. Next, we formulatea systematiccomputationmethod of correlations
by a recursiveexpression,which makes it easierto calculatecorrelationsof the
FSM output sequences(up to certain bits). In addition, we give a usefulup-
per bound for the correlationsfor the designerto take into account. When
correlationsare found, we can build either a uni-bias-basedor multi-bias-based
distinguisherto distinguishthe keystreamproducedby the combinerfrom a truly
randomsequence.We apply the conceptof convolutionto the analysisof the
multi-bias-baseddistinguisherthat usesall correlations. Basedon the theory
of [9], it is shown that the multi-bias-baseddistinguisheroutperforms the uni-
bias-baseddistinguisheronlywhenthe largestbiasesare linearly dependent.The
keystreamdistinguisherisverypowerfulnot onlybecauseit enablesthekeystream
distinguishingattack, but alsobecauseit canupgradeinto the key-recoveryat-
tack. The latter actually reducesto the well-known MLD problem given the
keystreamlongenough(or the biaslargeenough).By meansof FWT, we devise
a novelMLD algorithm to recoverthe closestcodeword for any linear code. It
is an optimal deterministicalgorithm in the sensethat the basicMLD problem
wasshown to be NP-completein [12].

The analysisprincipleis successfullyappliedto the core E0 completely. Our
key-recoveryattack works in 239 time given239 consecutivekeystreambits after
O(237) precomputation.This wasthe bestacademickey-recoveryattack against
the core E0 whenpublishedin 2004. Consideringa maximalkeystreamlength
of 2745bits for the practical E0 usedin Bluetooth, the resultsstill remainthe
academicinterest. Moreover,ourproposedMLD algorithm canbeeasilyadapted
to speedup a classof fast correlationattacks.

All in all, an ideal core keystreamgenerator shouldsatisfythe basicdesign
principle: the FSM must generateno biasedoutput sequence,i.e.

H ( t+1 j� t ) = 1:



Chapter 4

The Resynchronization Scheme

4.1 Intro duction

In the classicstreamciphers,the secretkey must be renewed to generatefresh
keystreamfor eachencryptionin order to avoidkeystreamreuse.In the caseof
thededicatedstreamciphers,it is impracticalfor eachuserto renewhissecretkey
for eachencryption,hencethe needof the reinitializationmechanismby some
public parameter(s) (a.k.a. nonce). A typical reinitializationscheme(a.k.a.
resynchronizationscheme)is depictedin Figure4.1, wherethe user'sprivatekey
K and the nonceP i are usedto initialize the core keystreamgenerator by a
function INIT .

core
keystream
generator

nonceP i

secretkey K

INIT
R i keystreamZ i

Figure4.1: Practicalkeystreamgenerator initializationscheme

Let
R i = INIT (K; P i ) (4.1)

be the initial state of the core keystreamgenerator, wherethe superscript i is
usedthroughout this chapter to indicate the context of the i -th frame. The
keystreamZ i is expressedby

Z i = KeystreamGen(R i ): (4.2)
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WhenINIT satis�es

INIT (K; P i ) = G1(K) � G2(P i ) (4.3)

with G1 : GF (2)n ! GF (2)L being a�ne, we call it one-levelinitialization
scheme. When INIT is nonlinear, for example,to easedesign,INIT can be
de�ned to be

INIT (K; P i ) = G3
�
KeystreamGen(G1(K) � G2(P i ))

�
(4.4)

for a�ne G1, G2 andG3. Sincethe �nal output is obtainedby passingthrough
the keystreamgenerator twice,we call it two-levelinitializationscheme.

In this chapter,we investigatethe possibility of upgradingthe correlationat-
tack on the underlyingcore streamcipher into the correlation attack against
the dedicatedstream cipher. More formally, given m framesof keystreams
Z 1; : : : ; Z m with thecorrespondingm noncesP 1; : : : ; Pm , let R i = INIT (K; P i )
be the unknown initial stateof the core keystreamgenerator involvingthe same
secretkey K of L bits. Assumethat R i

t � Z i
t hasbiasedpattern � of � bits and

bias
 , i.e. � � (R i
[t;t + � � 1] � Z i

[t;t + � � 1]) is i.i.d. bit with bias1 
 for all i 2 [1; m]
and t 2 [1; n], wherethe uni�ed notation A i

[a;b] with the formatted subscriptis
usedthroughoutthe chapterto denotethe vector (A i

a; : : : ; A i
b) of (b � a + 1)

bits. Usethe minimumm to recoverK.

4.2 Security Analysis

We begin with a simpleproblem of �nding the closestsequenceswith �xed
di�erences.

4.2.1 One Decoding Problem

GivenL-bit sequences� 1; : : : ; � m , �nd the L-bit sequencer 1 = r 1
1 � � � r 1

L that
maximizesN (r 1) =

P m
i=1

P L
t=1 (r 1

t � � i
t ).

Note that if we let r i = r 1 � � i and si = � i � � i , whereL-bit sequences
� 1; : : : ; � m are givenand � 1 = 0, it is clear to seethat the problemof �nding
the sequencesr i 's with �xed pairwisedi�erences(speci�ed by � i 's) whichhave
the minimumHammingdistanceto si 's reducesto the aboveproblem.

1seeDe�nition 1 in Section3.2.
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Similar to the well-known approach(e.g. [53, p251]), the solutionbasedon
the ideaof minority vote goesfairly easy. We have

r 1
t = minorityf � i

t : i = 1; : : : ; mg

for all t = 1; : : : ; L . Note that in caseof a tie for r 1
t , we havetwo answers for

this t-th bit regardlessof all the other bits. We �nally obtain all the answers
that achievethe samemaximalN (r 1). The time and memory complexitiesof
the abovealgorithm both equalthe data complexity O(mL).

4.2.2 Applications: Attack the Resynchronization Scheme

Variant One: Symbol-based Decoding

We studythe one-levelresynchronizationschemeEq.(4.3)with L ' n or L � n.
For convenience,we let

r i
t = � � R i

[t;t + � � 1]; (4.5)

si
t = � � Z i

[t;t + � � 1]; (4.6)

for i 2 [1; m] and t 2 [1; n]. From our assumption,(r i
t � si

t ) is i.i.d. bit with
bias
 for i 2 [1; m] and t 2 [1; n]. Let

� i = r i � r 1 = (G0
2 � G2)(P i ) � (G0

2 � G2)(P1);

whereG0
2 : R i

[1;n+ � � 1] 7! r i
[1;n ] dependson � . Note that � i 's are known asP i 's

are known. Supposing
 < 0, then, we seefrom [9] that regardlessof L, the
minimum

m =
4log2


 2
(4.7)

su�ces to guaranteethat N (r 1) is the largest over all possiblen-bit vectors.
Thus, we apply the decoding ideain Section4.2.1 to recoverr 1 �rst. Oncer 1

is recovered,we solvethe linear Eq.(4.3) to obtain the full K if L � n; in case
n < L, wegetn bitsof L-bit K andtheremaining(L � n) bitscanbeexhaustively
tried within negligibletime sincen ' L. This makes the time/memory/data
complexitiesall equalto O(m � L). The case
 > 0 canbe similarly solvedwith
samedata and time complexities.

Remark 4 With the one-levelinitializationscheme,the correlationattack of the
underlyingcore streamcipherleadsto that of the full dedicatedstreamcipher
with samecorrelation.
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Note that for the special caseof memorylesscombiners,our resynchronization
attack is essentiallythe sameasthe independentsimultaneouswork [6]; however,
for the generalcombinerswith memory, the relatedwork [6] proposedto guess
the memory state for eachframeanddi�ered from our approach.

Variant Two: Block-based Decoding

For a generalINIT (e.g. n � L in the previousvariant), we want to recoveras
manybits of K aspossible.We discusshow to achieveit in the following cases.
Assumethat for all i , we havea function2

� i
[1;n0] = g(K 0; Z i ; P i ; B i );

for �xed n0, whereK 0 is the `-bit subkey of K (` � L) andB i is unknown (i.e.
B i is a function involvingK and Z i or P i ). Suppose� i

t is i.i.d. bit with bias

 0 for all i 2 [1; m] and t 2 [1; n0]. We shall show that Section4.2.1 is still
applicableto recoverK 0. For eachcandidatefK 0, de�ne the grade

Grade( fK 0) def=
mX

i =1

X

B

(f � g)( fK 0; Z i ; P i ; B ); (4.8)

for somef : GF (2)n0
! R to be determinedlater. Let D be the distribution

of the n0-bit vector, eachbit of which is i.i.d. with bias
 0. With a randomP i

and the correct fK 0 = K 0, B = B i , we know that the vector g(fK 0; Z i ; P i ; B )
complieswith the distribution D; otherwise,we approximate it to be random
and uniformly distributed. Using the analysissimilar to [65] which is inspired
by [9,111], whenwe choosef (x) = D(x) � 1

2n 0 for all n0-bit x, Grade(K 0) is

expectedto be the largestof all Grade(fK 0) with minimum

m �
4(# B)` log2

k
 02
�

4(# B)` log2
n0
 02

; (4.9)

wherek denotestotal number of n0-bit x's suchthat j bD(x)j = j
 0j. Note that
k � n0. By computingthe gradeexhaustivelyin Eq.(4.8) for all candidates,we

2Note that sucha function can be easilydeducedfrom the correlationsof the core stream
cipher and G3 as detailed in Section 4.3.3 for the two-level initialization schemesatisfying
Eq.(4.4); however, the problem of how to �nd sucha function for a generalINIT is beyond
the scope of our work.
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get `-bit K 0. Algorithm 5 illustratesthis simpleidea of exhaustivetrial. The
time complexity is O(m � # B � 2`). From Eq.(4.9), we seethat the data com-
plexity grows proportional to # B while the time complexity grows proportional
to (# B)2.

Finally, in Table4.1 we compare the two decoding variants in identicalset-
tings, i.e. L = `, 
 = 
 0 and k = n0 = n ' L. From the table we seethe
main di�erence betweenthe two variants is that the decoding time is linear in
the key length in the �rst variant and exponentialin the secondvariant, which
roots from the two di�erent decoding approaches.

Notethat therelatedsimultaneouswork [6] gavesomediscussiononattacking
thememorylesscombinerwith two-levelinitializationschemebut without detailed
complexity analysis.And [6] usedthe similar approachto our previoussymbol-
baseddecoding variant.

Table4.1: Comparisonof two decoding variants
variants time memory frames

Variant One 4L log2=
 2 4log2=
 2

Variant Two 4(# B)22L log2=
 2 4(# B) log2=
 2

4.3 Case Study: Blueto oth Encryption

According to the Bluetooth standard [17], a two-level initialization schemeis
usedwith the core keystreamgenerator to producethe keystreamfor encryption.

4.3.1 Review on Blueto oth Reinitialization Scheme: Two-
level E0

Recallthat as detailedin Section3.3.1 and Section3.6.1, the core keystream
generator E0 (both dashedboxesin Fig. 4.2) can be viewed equivalentlyas a
nonlinear �lter generator, which containsa singleL-bit LFSR(L = 128) with
the feedbackpolynomialequalto the product of thoseof the four component
LFSRsanda 4-bit FSM.The keystreambit of the generator is obtainedby xoring
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Algorithm 5 The block-baseddecoding for Variant Two
Parameters:

f ; g
m by Eq.(4.9)

Inputs :
noncesP1; : : : ; Pm

keystreamsZ 1; : : : ; Z m

Processing:
for all `-bit fK 0 do

Grade(fK 0)  0
for i = 1 to m do

for all B do
Grade( fK 0)  Grade( fK 0) + (f � g)( fK 0; Z i ; P i ; B )

end for
end for

end for
�nd K 0 whichhasthe largestGrade(K 0)
output K 0

the output bit of the LFSRwith that of the FSM, whichtakesthe currentstate
of the LFSRas input andemitsonebit out of its 4-bit memory3.

Bluetooth two-levelE0 (Fig. 4.2) usestwo inputs: the e�ective encryption
key K of length4 jK j 2 f 8i : i = 1; : : : ; 16g no larger than L, and the nonce5

P i . The initial stateRi
[1� L; 0] of the equivalentLFSRat the �rst levelE0 for the

i -th frameis set by
Ri

[1� L; 0] = G1(K) � G2(P i ); (4.10)

for i = 1; : : : ; m, whereG1 andG2 are a�ne transformationsoverGF (2)L . E0
runsat leveloneandproducesL-bit output

Si
[1� L; 0] = Ri

[1� L; 0] � � i
[1� L; 0];

wherethe detailof initializingFSM (by clockingfour LFSRs)is omitted herefor

3At eachclock cycle,the FSM updatesthe state from its current state and LFSRsoutput,
seeSection3.6.1 for details.

4For regulation reasonslike the negotiation between the Bluetooth devices,the original
L -bit encryptionkey is arti�cially shrunkto fewer bits.

5P i includesa 26-bit counterand someuser-dependentconstant.
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first level E0 second level E0

FSM

LFSR

FSM

LFSRG3

G2

G1

P i

K
Ri

[1� L; 0] Si
[1� L; 0] V i

[1;L ] V i
[1;2745]

� i
[1� L; 0] � i

[1;2745]

zi
[1;2745]

Figure4.2: Initializationschemeof Bluetooth two-levelE0

simplicity. Then the equivalentsingleLFSRis reinitializedfor E0 leveltwo by

V i
[1;L ] = G3(Si

[1� L; 0]);

whereG3 : GF (2)L ! GF (2)L is anothera�ne transformation; however,the
state of the FSM is retained. The initializationschemeis completeup to now.
Note that this Bluetooth initializationschemebelongsto our two-levelinitializa-
tion schemede�ned earlier in Eq.(4.4).

E0 runs at level two to producethe �nal keystreamzi
t = V i

t � � i
t for t =

1; 2; : : : ; 2745for encryptionof the i -th frame.

An Important Note on G 3

We observethat G3 is implementedin sucha simpleway6 that the last L-bit
output sequenceof the �rst levelE0isbyte-wisereloadedinto thefourcomponent
LFSRsin parallelat the secondlevelE0 with only a few exceptions,whichturns
out to be a 
a w asshown later in Section4.3.3. Table4.2 lists in time order the
�rst 24 output bits of LFSR1; : : : ; LFSR4 individuallyat the beginningof E0 level
two, in termsof the L-bit input v0; : : : ; vL � 1. Note that the loadingof LFSRs
at E0 leveltwo for reinitializationis in reverseorder of the keystreamoutput at
E0 leveloneaccording to Table4.2.

6It is believedto help to increasethe rate of keystreamgeneration.
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Table4.2: The �rst 24 output bits of LFSRsat E0 leveltwo
LFSR output bits
LFSR1 v71 � � � v64; v39 � � � v32; v7 � � � v0

LFSR2 v79 � � � v72; v47 � � � v40; v15 � � � v8

LFSR3 v111 � � � v104; v87 � � � v80; v55 � � � v48

LFSR4 v119 � � � v112; v95 � � � v88; v63 � � � v56

4.3.2 Attack on One-level E0

Here,wepresenttheattackonone-levelE0with themaximalkeylengthjK j = L,
i.e. we canobserveframesof L-bit keystreamoutput Si

[1� L; 0] at E0 levelone7.
Let � -bit � = (1; 1; 1; 1; 1), where� = 5. And let

R i
[1;L ]

def= Ri
[1� L; 0];

Z i
[1;L ]

def= Si
[1� L; 0]:

Recallthat from Chapter3, � � (R i
[t;t +4] � Z i

[t;t +4] ) = � � � i
[t;t +4] is assumedto

be the i.i.d. bit with the largestknown bias
 = 
( � ) = � � for all i 2 [1; m]
and t 2 [1; n], wheren = L � 4 and � = 25

256. As n ' L, we can apply the
�rst variant decoding problemin Section4.2.2 to recoverthe full K. According
to Eq.(4.7),we needm � 28:2 < 29 framesof keystreamsZ i 's andnoncesP i 's
for i = 1; : : : ; m. This impliesthe time/data/memory complexitiesO(216). No
precomputationis needed.

To verifythis, we ran experimentson 29 framesof the randomly-chosen132-
bit E0 initial state 225 times. It turned out that we had 1:5 errors and 0:4 tie
in average,which meanswe can easilycorrect all errors by an extra checking
step in the end in negligibletime. Table4.3 comparesour result with the four
known8 attacks[46,47,70,99]workingonframesof L-bit consecutivekeystreams.
Note that attacksheredi�er from thoseattacksin previouschapterin that the
latter concentratedon the keystreamgenerator with a single(long) frame,while

7However,according to [17], Bluetooth SIG takes the correlation properties into account
and adoptsthe two-levelschemefor keystreamgenerationin practiceon purpose.

8In the similar approachedpaper [53], m is chosenas 45 for E0 level one without the
complexity estimate,becausethe authors focusedon the two-levelE0 and traded m with the
time complexity of E0 levelone,whosetime complexity is negligiblewith that of the E0 level
two.
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the former take the resynchronizationschemeinto accountand usemanyshort
frames.

Table4.3: Comparisonof our attack with existingattacksagainstE0 levelone
givenframesof L bits with jK j = L

attacks precomputationtime frames data memory
Guess& Determine [99] - 293 1 27 -

BDD [70] - 277 1 27 -
Algebraic Attack [47] - 251 2 28 251

Algebraic Attack [46] - 223:4 3 28:6 223:4

Our CorrelationAttack - 216 29 216 216

4.3.3 Attack on Two-level E0

We study the correlation attack on two-levelE0, i.e. we observeframesof
keystreamszi

[1;2745] at E0 leveltwo but the keystreamsSi
[1� L; 0] at E0 levelone

are unavailable.Let
Ui

[1;L ]
def= G3(Ri

[1� L; 0]): (4.11)

Following the descriptionof G3 in Table4.2 in Section4.3.1,we canverify that

V i
t = Ui

t � � i
� 56� t � � i

� 48� t � � i
� 16� t � � i

� 8� t ; for t 2 [1; 8];
V i

t = Ui
t � � i

� 80� t � � i
� 72� t � � i

� 32� t � � i
� 24� t ; for t 2 [9; 16];

V i
t = Ui

t � � i
� 104� t � � i

� 96� t � � i
� 56� t � � i

� 48� t ; for t 2 [17; 24]:

From above,we summarize the characteristicsof V i
t by

V i
t = Ui

t � � i
t1

� � i
t2

� � i
t3

� � i
t4

; (4.12)

for t 2 [1; 24], wheret1; : : : ; t4 are functionsin termsof t andalwayssatisfythe
relationst1 < t2 < t3 < t4, t2 � t1 = t4 � t3 = 8 andt3 � t2 � 32 for t 2 [1; 24].
We expressthe keystreambit zi

t of the secondlevelE0 by

zi
t = Ui

t � � i
t1

� � i
t2

� � i
t3

� � i
t4

� � i
t ; (4.13)
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for t 2 [1; 24]. Thus, for any � with � 2 [1; 8], let �� representthe vector in
reverseorder of � , andwe have

�� � (zi
[t;t + � � 1] � Ui

[t;t + � � 1]) =
4M

j =1

� � � i
[t j ;t j + � � 1] � �� � � i

[t;t + � � 1] (4.14)

holdsfor all i 2 [1; m] and t 2
S 2

k=0 f 8k + 1; : : : ; 8k + 9 � � g, which turns out
to be a potentiallycritical resynchronization
a w asdetailednext. Note that the
usageof the bar operator re
ects the fact that the loadingof LFSRsat E0 level
two for reinitializationis in reverseorderof the keystreamoutput at E0 levelone
asmentionedearlier.

Assumingindependenceof � i
t 's, the left-handsideof Eq.(4.14)hasbias
( �� ) �


( � )4. From Section3.6.2, the optimal � = (1; 1; 1; 1; 1) (with � = 5) leadsto
the largestbias� � 5. Let

R i
[1;24]

def= Ui
[1;24];

Z i
[1;24]

def= zi
[1;24]:

Note that U i
[1;L ] = (G3 � G1)(K) � (G3 � G2)(P i ) from Eq.(4.10,4.11),andthus

it �ts in our one-levelinitialization schemede�ned earlier in Eq.(4.3). Given
the 5-bit � , deriver i

[4k+1 ;4k+4] andsi
[4k+1 ;4k+4] from R i

[8k+1 ;8k+8] andZ i
[8k+1 ;8k+8]

respectively for k = 0; 1; 2 according to Eq.(4.5,4.6). And we apply the �rst
variant decoding problemin Section4.2.2 to recovern = 3(9 � 5) = 12 bits of
K with 
 = � � 5 andm � 235 framesof data.

As we are interestedin gainingmore bits of K, we presentin the following
how to apply the secondvariant decoding problemin Section4.2.2 to retrieve
the full K. For anysubsetE of the universef 1; 2; 3; 4g, we rewriteEq.(4.14)as

�� � (zi
[t;t + � � 1] � Ui

[t;t + � � 1]) �
M

j 2E

� � � i
[t j ;t j + � � 1]

=
M

j 2 �E

� � � i
[t j ;t j + � � 1] � �� � � i

[t;t + � � 1]: (4.15)

Recallfrom Chapter3 we know that � [t+1 ;t+ � ] canbedeterminedfrom x [t+2 ;t+ � � 1]

and� t+2 . Therefore, the left-handside(denoteby � i
t ) of Eq.(4.15)is a function

of the subkey K 0 of ` = 1 + 4jEj(� � 2) bits, zi , P i and the unknown B i =S
k2E � i

tk +2 of 4jEj bits (1 � jEj � 4). � i
t hasbias� 
( �� ) � 
( � )4�jE j . Again,the
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optimalchoiceof � is (1; 1; 1; 1; 1) whichyieldsthe largestbias� � 5�jE j . Clearly,
we canviewthe left-handsideof Eq.(4.15)asg (with n0 = 1, 
 0 = � � 5�jE j) to
�t in the seconddecoding variant problemin Section4.2.2.

Additionally, we canfurther extendg asfollows. For anyn0 2 [1; 4], we know
that computingthe n0-bit � i

[t;t + n0� 1] involvesthe subkey of ` = 4jEj(n0+ 2) + 1
bits and the sameB i togetherwith zi ; P i . Treatingthis asour newg, we have
more possibilitiesfor the attack. Note that we havek = 2n0 � 1 according
to Section3.6.2. In Table4.4, we compare all possibleparameterchoicesand
concludethat the best choiceis jEj = 1, ` = 13 and m = 236 frameswith the
time complexity O(253) or jEj = 1, ` = 17 and m = 235 frameswith the time
complexity O(256).

Table4.4: Parameterchoicesfor the attack on two-levelE0
jEj n0 k j
 0j # B ` frames time
1 1 1 � 4 24 13 236:0 253:0

1 2 3 � 4 24 17 234:8 255:8

1 3 5 � 4 24 21 234:4 259:4

1 4 7 � 4 24 25 234:2 263:2

2 1 1 � 3 28 25 234:2 267:2

2 2 3 � 3 28 33 233:1 274:1

2 3 5 � 3 28 41 232:6 281:6

2 4 7 � 3 28 49 228:4 281:4

3 1 1 � 2 212 37 232:1 281:1

3 2 3 � 2 212 49 230:9 291:9

3 3 5 � 2 212 61 230:5 2103:5

3 4 7 � 2 212 73 226:3 2107:3

4 1 1 � 216 49 229:8 294:8

4 2 3 � 216 65 228:6 2109:6

4 3 5 � 216 81 228:2 2125:2

4 4 7 � 216 97 220:0 2125:0

For a full attack,we iteratethe aboveattackwith di�erent t's with knowledge
of the reconstructedsubkey. The attack time complexity is boundedby the
�rst attack. The �nal resultsare listed in Table 4.5 to compare with existing
attacks[46,47,53] on two-levelE0 for jK j = L.
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Table4.5: Comparison of our attack with the best attacks [46,47,53] against
two-levelE0 for jK j = L

attacks precomputationtime frames data memory
[47] - 273 - 243 251

[46] 280 265 2 212:4 280

[53] 280 270 45 217 280

Our - 253 236 240:6 236

Attacks - 256 235 239:6 235

4.4 Summary

In this chapter, by attaching the one-levelor two-level initialization scheme,
we transformed the core streamcipher into the dedicatedstreamcipher. The
possibility of upgradingthe correlationattack againstthe underlyingcore stream
cipherinto the correlationattack againstthe dedicatedstreamcipheris further
investigatedfor the two schemes.We showed that the correlation attack on
the core streamcipherleadsdirectly to the correlationattack on the dedicated
streamcipherwith the one-levelinitializationscheme(with equalbias),but not
necessarily sowith the two-levelinitializationscheme.

Theanalysisisappliedto attackingtheone-levelandtwo-levelE0respectively,
whosecore streamcipher was systematicallyinvestigatedwith regards to the
correlation properties in the previouschapter. For the attack on the one-level
E0 which is not in useby Bluetooth speci�cation, it provesto be verye�cient
within O(216) given29 framesof 128-bit consecutivekeystreams.Meanwhile,
for the attack on two-levelE0, basedon a resynchronization
a w, we are ableto
deduceits non-trivial correlationsfrom thoseof the core E0. This enablesthe
correlationattack within 253 (resp. 256) simpleoperationsgiventhe �rst 24 bits
of 236 (235) framesin order to recoverthe 128-bit key. Compared with existing
academicattacks,this wasthe bestattack whenpublishedin 2004;nonetheless,
the attack is still impracticaldueto the fact that the requiredframenumber is
beyond the limit of maximumavailableframes.



Chapter 5

Conditional Correlation Attack

5.1 Background

The conceptof (ordinary) correlationswas�rst extendedto the conditionalcor-
relation to describe the linear correlation of the inputs conditionedon a given
(short) output patternof a nonlinear function(with smallinput size)in [2,71,73].
Basedonconditionalcorrelations,the conditionalcorrelationattack receivedsuc-
cessfulstudiestowardsthe nonlinear �lter generator in [2,71,73]. In this chapter,
we assigna di�erent meaningto conditionalcorrelations,i.e. the correlationof
the output of an arbitrary function (with favorablesmallinput size)conditioned
on the unknown (partial) input which is uniformly distributed. This might be
viewed as the generalizedoppositeof [2,71,73]. As a usefulapplicationof our
conditionalcorrelations,imaginethe attacker not only observesthe keystream,
but alsohasaccessto an intermediatecomputationprocesscontrolledpartly by
the key, whichoutputsa hopefullybiasedsequencefor the right keyand(presum-
ably)unbiasedsequencesfor wrongkeys. If suchsideinformationisavailable,the
conditionalcorrelation attack may becomefeasible,which exploitscorrelations
of the intermediatecomputationoutput conditionedon (part of) the inputs. In
general,as informally conjecturedin [73], conditionalcorrelationsare di�erent
andoften largerthanordinary (unconditional)correlations,whiche�ects reduced
data complexity (as well as time complexity) of conditionalcorrelation attacks
overordinary correlationattacks.

This initiates our work to extract a preciseand generalstatistical model
for dedicatedkey-recoverydistinguishersbasedon the generalizedconditional
correlations. This framework dealswith a speci�c kind of smart distinguishers
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that exploitcorrelationsconditionedon the (partial) input, whichisnot restricted
to keystreamgenerators and is also applicableto other scenarios (e.g. side
channelattackslike fault attacksdemonstratedin [7]).

5.2 Preliminaries

Giventhe function f : E ! GF (2)` , de�ne the distributionD f of f (X ) with X
uniformly distributed,i.e.,

D f (a) def=
1

jEj

X

X 2E

1f (X )= a

for all a 2 GF (2)` . Following [9], recall that the Squared EuclideanImbalance
(SEI) of the distributionD f is de�ned by

SEI(D f ) = � 2(D f ) = 2`
X

a2 GF (2) `

�
D f (a) �

1
2`

� 2

; (5.1)

where�( �) was de�ned in Section3.3.4 and with ` = 1 it is referredto as
the well-known term correlation. For brevity, we adopt the simpli�ed notations
�( f ); SEI(f ) to denote�( D f ); SEI(D f ) respectivelyhereafter. From the the-
ory of hypothesistestingandNeyman-Pearsonlikelihood ratio (see[9]), SEI(f )
tells us that the minimumnumber n of samplesfor an optimal distinguisherto
e�ectively distinguisha sequenceof n output samplesof f from (2L � 1) truly
randomsequencesof equallength is

n =
4L log2
SEI(f )

: (5.2)

Notethat the resultin Eq.(5.2)with ` = 1 haslongbeenknown up to a constant
factor 1

2 in the theory of channelcoding. In fact, correlation attacks hasbeen
very successfulfor almost two decadesto apply the distinguisherthat analyzes
the biasedsampleof a singlebit (i.e. the casè = 1) in order to reconstructthe
L-bit key (or subkey), whereonly the right key can producea biasedsequence
while all the wrong keys produce unbiasedsequences.In Chapter3, on the
soundtheoretical basis[9] of the generalizeddistinguisher,we showed that this
generalizeddistinguisherhelpsto improvethecorrelationattackwhenconsidering
multi-biasessimultaneously.
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5.3 Our Problem

Givena function f : GF (2)u � GF (2)v ! GF (2)r , let f B(X ) = f (B; X ) for
B 2 GF (2)u andX 2 GF (2)v, wherethe notation f B(�) is usedto replacef (�)
wheneverB is given. Considersucha gamebetween a player and an oracle.
Each time the oracle secretlygeneratesB; X independentlyand uniformly to
computef B(X ); the player, in turn, sendsa guesson the current valueof the
partial input B. Only whenhe guessescorrectly, the oracle would output the
valueof f B(X ), otherwise,it would output a randomand uniformly distributed
Z 2 GF (2)r . Supposethe player somehow managesto collect 2L sequences
of n interactionsampleswith the following characteristics:onesequencehasn
samples(f BK

i
(X i ); BK

i ) (i = 1; : : : ; n) whereBK
i 's and X i 's are independently

anduniformly distributed;the remaining(2L � 1) sequencesall consistof n inde-
pendentlyand uniformly distributedrandomvariables(Z K

i ; BK
i ) (i = 1; : : : ; n)

for K 6= K. One interestingquestionto the player is how to distinguishthe
biasedsequencefrom the other sequencesby usingthe minimumnumber n of
samples.

Note that the above problemis of special interest in key-recoveryattacks,
includingthe related-key attacks, whereBK

i 's are the key-relatedmaterial (i.e.
computablewith the key and other randompublic parameters)and the oracle
canbe viewedasan intermediatecomputationprocessaccessibleto the attacker
with only a limited number of queries.Thus,whenthe attacker knows the right
key K he cancollectn (hopefullybiased)samplesof f ; on the other hand,if he
usesthe wrongkey, he will only collectan unbiasedsequence.

5.4 Smart Distinguisher with Side Information

From Section5.2, we know that the minimumnumber n of samplesfor the basic
distinguisherwhich doesnot usethe partial input Bi 's is n = 4L log2=SEI(f ).
When the samplesare incorporated with the Bi 's, we can prove the following
strongerresult.

Theorem 4 The smart distinguisher(in Algorithm 6) solvesour aboveproblem
with

n =
4L log2

E[SEI(f B)]
(5.3)

and the time complexity O(n � 2L ), wherethe expectation is taken overall the
uniformly distributedB.
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Remark 5 Our smart distinguisher(Algorithm 6) turnsout to be a derivativeof
the basicdistinguisherin [9] andthe resultEq.(5.3)for the simplecaser = 1 was
alreadypointedout (without proof) in [53] with a meredi�erenceof a negligible
constantterm 2log2 � 20:47. Alsonotethat the quantity E[SEI(f B)] in Eq.(5.3)
measuresthe correlationof the output of anarbitrary functionconditionedon the
(partial) input whichis uniformly distributedand unknown1. In contrast,prior to
our work, the conditionalcorrelation, that refersto the linear correlationof the
inputsconditionedon a given(short) output patternof a nonlinear function,was
well studiedin [2,71,73] basedon a di�erent statisticaldistanceother than SEI.
Highly motivatedby the security of the nonlinear �lter generator, their research
focusedon the casewherethe nonlinear function is the augmentednonlinear
�lter function(with smallinput size)andthe inputsare the involvedLFSRtaps.
Obviously, thenotionof ourconditionalcorrelationcanbeseenasthe generalized
oppositeof [2,71,73], that addressesthe issueof how to make the most useof
all the data for the success.

Proof. Let us introducea newdistributionD overGF (2)r + u from D f B de�ned
by

D(B; Z ) =
1
2u

D f B (Z ); (5.4)

for all B 2 GF (2)u; Z 2 GF (2)r . We can seethat our original problem is
transformedinto that of the basicdistinguisherto distinguishD from a uniform
distribution. According to Section5.2, we needminimumn = 4L log2=SEI(D).
So we computeSEI(D) by Eq.(5.1,5.4):

SEI(D) = 2r + u
X

B2 GF (2)u

X

Z 2 GF (2) r

�
D(B; Z ) �

1
2r + u

� 2

= 2r + u
X

B2 GF (2)u

X

Z 2 GF (2) r

�
1
2u

D f B (Z ) �
1

2r + u

� 2

= 2� u
X

B2 GF (2)u

2r
X

Z 2 GF (2) r

�
D f B (Z ) �

1
2r

� 2

= E[SEI(f B)]: (5.5)

Meanwhile,thebestdistinguishertriesto maximizetheprobability
Q n

i=1 D(Bi ; Z i ),
i.e. the conditionalprobability

Q n
i=1 D f B i

(Z i ). As the conventionalapproach,we

1According to the rule of our game,it is unknown to the distinguisherwhetherthe sample
B is the correct valueusedfor the oracleto computef B (X ) or not.
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know that this is equivalentto maximizeG =
P n

i=1 log2(2
r � D f B i

(Z i )) asshown
in Algorithm 6. The time complexity of the distinguisher2 is obviouslyO(n � 2L ).
�

Algorithm 6 The smart distinguisherwith sideinformation
Parameters:

1: n set by Eq.(5.3)
2: D f B for all B 2 GF (2)u

Inputs :
3: uniformly and independentlydistributedu-bit BK

1 ; : : : ; BK
n for all L-bit K

4: Z K
1 ; : : : ; Z K

n = f BK
1

(X 1); : : : ; f BK
n

(X n) for one�xed L-bit K with uniformly
and independentlydistributedv-bit vectors X 1; : : : ; X n

5: uniformly and independentlydistributedsequencesZ K
1 ; Z K

2 ; : : : ; Z K
n for all

L-bit K suchthat K 6= K
Goal: �nd K
Processing:

6: for all L-bit K do
7: G(K )  0
8: for i = 1; : : : ; n do
9: G(K )  G(K ) + log2

�
2r � D f B K

i
(Z K

i )
�

10: end for
11: end for
12: output K that maximizesG(K)

5.5 Optimal Smart Distinguisher

Theorem 5 The distinguisher(in Algorithm 6) canbe optimizedto achievethe
time complexity O(n + L � 2L +1 ) with precomputationO(L � 2L ), whenBK

i 's and
Z K

i 's canbe expressedby:

BK
i = L (K ) � ci ; (5.6)

Z K
i = L 0(K ) � c0

i � g(BK
i ) ; (5.7)

2In this thesis, we only discussthe deterministicdistinguisher. For the probabilistic dis-
tinguisher, many e�cient and generaldecoding techniques(e.g. the probabilistic iterative
decoding), which are successfulin correlation attacks, were carefully presentedin the related
work [73] and suchtechniquesalsoapply to our distinguisher.
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for all L-bit K and i = 1; 2; : : : ; n, whereg is an arbitrary function, L ; L 0 are
GF (2)-linear functions,andci 's, c0

i 's are independentlyanduniformly distributed
whichare known to the distinguisher.

Proof. Let us �rst introducetwo functionsH; H 0:

H (K ) =
nX

i =1

1L (K )= ci and L 0(K )= c0
i

(5.8)

H 0(K ) = log2

�
2r � D f L ( K )

(L 0(K ) � g(L (K )))
�

(5.9)

for K 2 GF (2)L . We canseethat G(K ) computedin Line7 to 10, Algorithm 6
is nothingbut a simpleconvolution(denotedby 
 ) betweenH andH 0:

G(K ) = (H 
 H 0)(K ) def=
X

K 02 GF (2)L

H(K 0)H 0(K � K 0); (5.10)

for all K 2 GF (2)L . It is known that convolutionandWalshtransform (denoted
by the hat symbol) are transformable,sowe have

G(K ) =
1
2L

\\H 
 H 0(K ) =
1
2L

cH 00(K ); (5.11)

whereH 00(K ) = bH(K ) � cH 0(K ). Thismeansthat after computingH andH 0, the
time complexity of our smart distinguisherwould be dominatedby three times
of FWT, i.e. computing bH; cH 0; cH 00in O(3L � 2L ). Moreover,sinceonly ci 's, c0

i 's
may vary from onerun of the attack to another,whichare independentof H 0, we
canalsoprecomputecH 0 andstore it in the table; �nally, the real-timeprocessing
only takestime O(n + L � 2L +1 ). �

In Section5.7,Theorem5 is directlyappliedto attackingBluetooth two-level
E0 for a truly practicalattack.

5.6 Conditional Correlation vs. Unconditional
Correlation

Theorem 6 We have
E[SEI(f B)] � SEI(f );

whereequality holdsif andonly if (i� ) D f B is statisticallyindependentof B.
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Remark 6 As E[SEI(f B)]; SEI(f ) measuresthe conditionalcorrelationand the
unconditionalcorrelationrespectively, this property convincesus that the former
isnosmallerthanthe latter. This relationshipbetweentheconditionalcorrelation
andtheunconditionalcorrelationwasinformallyconjecturedin [73]. Weconclude
from Eq.(5.3) that the smart distinguisherhavingpartial (or side) information
(i.e. B herein)about the biasedsourcegenerator (i.e. f B herein)always works
better than the basicdistinguishergoverningno knowledgeof that sideinforma-
tion, as long as the generator is statisticallydependenton the sideinformation.
Our resultveri�es the intuition that the more the distinguisherknowsabout the
generationof the biasedsource,the better it works. In particular, Theorem 6
impliesthat evenif the fact that SEI(f ) = 0 causesthe basicdistinguisherto
be completelyuselessasit needsin�nite data complexity, in contrast,the smart
distinguisherwould still work aslong asD f B is statisticallydependenton B, i.e.
E[SEI(f B)] > 0. In Section5.7.2, we give illustrative examplesE[SEI(f B)] on
the core of Bluetooth E0 to be compared with their counterparts SEI(f ).

Proof. By Eq.(5.5),we have

E[SEI(f B)] = 2r
X

A2 GF (2) r

E

" �
D f B (A) �

1
2r

� 2
#

;

wherethe expectationis taken overuniformly distributedB for the �xed A. On
the other hand,sinceD f (A) = E[D f B (A)] for any �xed A, we have

SEI(f ) = 2r
X

A2 GF (2) r

�
D f (A) �

1
2r

� 2

= 2r
X

A2 GF (2) r

�
E [D f B (A)] �

1
2r

� 2

= 2r
X

A2 GF (2) r

E2

�
D f B (A) �

1
2r

�
;

by de�nition of Eq.(5.1),with all the expectationtakenoveruniformly distributed
B for the �xed A. As we know from theory of statisticsthat for any �xed A,

0 � Var
�
D f B (A) �

1
2r

�
= E

" �
D f B (A) �

1
2r

� 2
#

� E2

�
D f B (A) �

1
2r

�

always holds,whereequality holdsi� D f B (A) is statisticallyindependentof B.
�
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5.7 Case Study: Attack on Blueto oth Two-level
E0

5.7.1 Preliminaries and Notations

In order to reviewthe reinitialization
a w introducedin Chapter4 for our pur-
poses,we �rst introducesomenotations.De�ne the binary vector � = (� 0, � 1,

. . . , � ` � 1) of length j� j = ` � 3 with � 0 = � ` � 1 = 1 and let �� def= (� ` � 1, � ` � 2,

. . . , � 0) representthe vector in reverseorder of � . Let B t
def= xt 2 GF (2)4

be the four output bits of LFSRsat time instancet, and X t
def= � t 2 GF (2)4

be the FSM state3 at time instancet. Given` and t, for the one-levelE0, we
de�ne Bt+1 = B t+1 B t+2 : : : B t+ ` � 2 and Ct = (c0

t ; : : : ; c0
t+ ` � 1). Recallfrom Sec-

tion 3.6.1that the computationof the next stateX t+1 of the FSMonlydepends
on its currentstateX t togetherwith the Hammingweight w(B t ) of B t . There-
fore, the function h�

Bt +1
: X t+1 7! � � Ct is well de�ned4 for all t, wherethe

dot operator betweentwo vectors representsthe inner product. For clarity, we
refer the time instancet and t0 to the contextof E0 leveloneand E0 leveltwo
respectively. And we let (Bi

t+1 ; X i
t+1 ) (resp. (Bi

t0+1 ; X i
t0+1 )) control the FSM to

computeC i
t (resp. C i

t0) at E0 �rst (resp. second)levelfor the i -th frame.
Recallfrom Section4.3.1 that the initializationof LFSRsat E0 leveloneby

an a�ne transformation of the e�ective encryptionkey K and public nonceP i

implies
Bi

t = Gt (K) � G0
t (P

i ); (5.12)

whereGt ; G0
t are public a�ne transformations (which are dependenton ` but

omitted from notations for simplicity). Let Z i
t0 = (zi

t0; : : : ; zi
t0+ `� 1). Then, as

detailedin Section4.3.3,thecritical reinitialization
a w in Eq.(4.14)of Bluetooth
two-levelE0 canbe rewrittenas

�� � (Z i
t0 � L t0(K) � L 0

t0(P i )) =
4M

j =1

(� � C i
t j

) � ( �� � C i
t0); (5.13)

for anyi and� of length` suchthat 3 � ` � 8, andt0 2
S 2

k=0 f 8k + 1; : : : ; 8k +

3Note that X t containsthe bit c0
t aswell as the bit c0

t � 1.
4becausec0

t ; c0
t +1 are containedin X t +1 alreadyand we can computec0

t +2 ; : : : ; c0
t + ` � 1 by

Bt +1 ; X t +1 . Actually, the prerequisite� 0 = � ` � 1 = 1 on � is to guaranteethat knowledgeof
Bt +1 ; X t +1 is necessary and su�cient to compute� � Ct .
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9� `g, wheret1; : : : ; t4 arefunctions5 in termsof t0only, andC i
t1

; : : : ; C i
t4

shareno
commoncoordinate,andL t0; L 0

t0 are �xed linear functionswhichcanbeexpressed
by t0; ` from the standard. By de�nition of h, Eq.(5.13)canbe put equivalently
as:

�� � (Z i
t0 � L t0(K) � L 0

t0(P i )) =
4M

j =1

h�
B i

t j +1
(X i

t j +1 ) � h ��
B i

t 0+1
(X i

t0+1 ); (5.14)

for any i , � with 3 � ` � 8 and t0 2
S 2

k=0 f 8k + 1; : : : ; 8k + 9 � `g.

5.7.2 Correlations Conditioned on Input Weights of FSM

Recallfrom Remark 3, Section3.6.2weknow that if w(B t+1 )w(B t+2 )w(B t+3 ) =
222 is satis�ed, then, we always have

c0
t � c0

t+1 � c0
t+2 � c0

t+3 � c0
t+4 = 1: (5.15)

From Section5.7.1we know that with � = (1; 1; 1; 1; 1) and` = 5, the function
h�

Bt +1
: X t+1 7! � � Ct is well de�ned for all t, givenBt+1 = B t+1 B t+2 B t+3 2

GF (2)12. In contrast to the (unconditional)correlation as mentionedin Sec-
tion 5.2, Eq.(5.15) allows us to deducta conditionalcorrelation6 on one-level
E0, i.e. the correlation �( h�

Bt +1
) = � 1 conditionedon W(Bt+1 ) = 222, where

W(Bt+1 ) def= w(B t+1 )w(B t+2 ) � � � w(B t+ ` � 2).
This motivatesus to study the generalcorrelation �( h�

Bt +1
) conditionedon

Bt+1 , or more precisely, W(Bt+1 ), whenX t+1 is uniformly distributed. All the
nonzeroconditionalcorrelations�( h�

Bt +1
) are shown in Table5.1 in descending

orderof the absolutevalue,where# Bt+1 denotesthe cardinality of Bt+1 admit-
ting any weight triplet in the group. As the unconditionedcorrelation�( h� ) of
the bit � � Ct (i.e. c0

t � c0
t+1 � c0

t+2 � c0
t+3 � c0

t+4 ) alwaysequalsthe meanvalue7

E[�( h�
Bt +1

)] overthe uniformly distributedBt+1 , we canuseTable5.1 to verify

5Additionally, recall the fact that givent0, the relation t1 < t2 < t3 < t4 always holdsthat
satis�es t2 � t1 = t4 � t3 = 8 and t3 � t2 � 32 from Section4.3.3.

6Note that earlier in [53], correlationsconditionedon keystreambits (both with andwithout
oneLFSRoutputs) werewell studiedfor one-levelE0, which di�er from our conditionalcorre-
lations and do not �t in the context of two-levelE0 if the initial state of E0 is not recovered
levelby level.

7Note that E[�( h�
B t +1

)] is computed by an exhaustivesearch over all possibleX t +1 2
GF (2)4, Bt +1 2 GF (2)12 and thus doesnot dependon t.
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�( h� ) = 
( � ) = � 25
256

def= � , as provedin Property 5, Section3.6.2 to be one
of the two largest unconditionedcorrelationsup to 27-bit output sequenceof
the FSM. Let f B = h�

Bt +1
with � = (1; 1; 1; 1; 1). Now, to verify Theorem 6 in

Section5.6 we computeE[SEI(f B)] = 544
212 � 2� 2:9, which is signi�cantly larger

than SEI(f ) = � 2 � 2� 6:67.

Table 5.1: Weight triplets to generatethe biasedbit � � Ct (i.e. c0
t � c0

t+1 �
c0

t+2 � c0
t+3 � c0

t+4 ) with � = (1; 1; 1; 1; 1) and` = 5
biasof � � Ct weight triplet(s) cardinality

�( h�
Bt +1

) W(Bt+1 ) # Bt+1

1 220, 224 72
� 1 222 216
0:5 120, 124, 210, 214 192

230, 234, 320, 324
� 0:5 122, 212, 322, 232 576

110, 111, 114, 130
0:25 131, 134, 310, 311 384

314, 330, 331, 334
� 0:25 112, 113, 132, 133 640

312, 313, 332, 333

As another example,considernow f B = h�
Bt +1

with � = (1; 1; 0; 1) and
u = 8; v = 4; r = 1. Similarly, the conditionedcorrelationof the corresponding
sum� � Ct (i.e. c0

t � c0
t+1 � c0

t+3 ) is shown in Table5.2. From Table5.2, we get
a quite largeE[SEI(f B)] = 2� 3 aswell; in contrast,we cancheckthat asalready
pointedout in Remark 6, Section5.6, the unconditionalcorrelationSEI(f ) = 0
from Table5.2. Note that on the other hand,from Section3.6.2we know that
the unconditionalcorrelation �( h �� ) = 
( �� ) = � 2� 4 def= � 0 is the only second
largest unconditionedcorrelationsup to 27-bit output sequenceof the FSM.
In Table5.3 we compare conditionalcorrelationswith unconditionalcorrelation
counterparts on one-levelE0 correspondingto thoseinterestingchoicesof � .
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Table5.2: Weight pairsto generatethe biasedbit � � Ct (i.e. c0
t � c0

t+1 � c0
t+3 )

with � = (1; 1; 0; 1) and` = 4
biasof � � Ct weight pairs cardinality

�( h�
Bt +1

) W(Bt+1 ) # Bt+1

1 01, 43 8
� 1 03, 41 8
0:5 11, 33 32

� 0:5 13, 31 32

Table5.3: Comparisonof conditionalcorrelationsvs. unconditionalcorrelations
on one-levelE0

� (1; 1; 0; 1) (1; 0; 1; 1) (1; 1; 1; 1; 1) (1; 0; 0; 0; 0; 1)
SEI(f ) 0 2� 8 � 2� 6:7 � 2� 6:7

E[SEI(f B )] 2� 3 2� 4 � 2� 2:9 � 2� 2:5

5.7.3 Basic Partial Key-recovery Attack

Giventhe binary vector � (to be determinedlater) with 3 � ` � 8, for all
B 2 GF (2)4(` � 2) suchthat �( h�

B) 6= 0, de�ne the function

g� (B) =
�

0; if �( h�
B) > 0

1; if �( h�
B) < 0

to estimatethe e�ective value of h�
B(X ) (de�ned in Section5.7.1) for some

unknown X 2 GF (2)4. For a �xed t0 2
S 2

k=0 f 8k + 1; : : : ; 8k + 9 � j� jg, let us

guessthe subkey K 1
def= (Gt1 (K); : : : ; Gt4 (K)) of 16(̀ � 2) bits by cK 1 and the

one-bitsubkey K 2
def= �� � L t0(K) by cK 2. We set K = (K 1; K 2), bK = ( cK 1; cK 2).

As P i 's are public, for every frame i , we can use Eq.(5.12) to computethe

estimate [Bi
t j +1 for Bi

t j +1 for j = 1; : : : ; 4 with cK 1. Denote

Bi = (Bi
t1 +1 ; Bi

t2+1 ; Bi
t3 +1 ; Bi

t4+1 );

X i = (X i
t1+1 ; X i

t2+1 ; X i
t3+1 ; X i

t4+1 ; X i
t0+1 ; Bi

t0+1 ; bK ):
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De�ne the probabilisticmappingF �
B i (X i ) to be a truly randombit with uniform

distributionfor all i suchthat
Q 4

j =1 �( h�
\B i

t j +1

) = 0; otherwise,we let

F �
B i (X i ) =

4M

j =1

�
h�

B i
t j +1

(X i
t j +1 ) � g� ( [Bi

t j +1 )
�

� h �� (Bi
t0+1 ; X i

t0+1 ): (5.16)

Note that given cK 2, F �
B i (X i ) is accessiblein the latter caseaswe have

F �
B i (X i ) = �� �

�
Z i

t0 � L 0
t0(P i )

�
� cK 2 �

4M

j =1

g� ( [Bi
t j +1 );

for all i suchthat
Q 4

j =1 �( h�
\B i

t j +1

) 6= 0 according to Eq.(5.14). With the correct

guessbK = K , Eq.(5.16)reducesto

F �
B i (X i ) =

4M

j =1

�
h�

B i
t j +1

(X i
t j +1 ) � g� (Bi

t j +1 )
�

� h �� (Bi
t0+1 ; X i

t0+1 ); (5.17)

for all i such that
Q 4

j =1 �( h�
B i

t j +1
) 6= 0. As the right-handside of Eq.(5.17)

only involvesthe unknown X i = (X i
t1+1 ; X i

t2+1 ; X i
t3+1 ; X i

t4+1 ; X i
t0+1 ; Bi

t0+1 ), we
denotethe mappingin this caseby f �

B i (X i ). With the appropriate choiceof �
asdiscussedimmediatelynext in Section5.7.4,we canhaveE[SEI(f �

B i )] > 0.
With eachwrongguessbK 6= K , however,we estimateF �

B i (X i ) to be uni-
formly andindependentlydistributedfor all i (i.e. E[SEI(F �

B i )] = 0). The reason
canbeexplainedwhenweseparate thosewrongguessesinto two casesasfollows.

Case 1: cK 1 6= K 1. Let us check the distribution of F �
B i (X i ) when8Q 4

j =1 �( h�
B i

t j +1
) 6= 0. Assumingthat P i 's are uniformly and independentlydis-

tributed, we deduct by Eq.(5.12) that so are bBi 's for every bK , where bBi =

( [Bi
t1 +1 ; : : :, [Bi

t4+1 ). Hence,we estimateg� ( [Bi
t j +1 ) for j = 1; : : : ; 4 are also

uniformly and independentlydistributed. By Eq.(5.16),we completeour justi�-
cation.

Case 2: cK 1 = K 1 and cK 2 6= K 2. F �
B i (X i ) is no longer uniformly dis-

tributed. But, becausewe have F �
B i (X i ) = f �

B i (X i ) � 1 for all i such that

8By de�nition of F �
B i , this is trivial for the caseswhen

Q 4
j =1 �( h�

B i
t j +1

) = 0.
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Q 4
j =1 �( h�

B i
t j +1

) 6= 0, its distributionDF �
B i

haslarger KullbackLeiblerdistance

(see[31]) to D f �
B i

than a uniform distributiondoesaccording to [9]. Thus, this
caseis more favorableto us.

Therefore, we pessimisticallyapproximateDF �
B i

by a uniform distributionfor

eachwrong guessbK 6= K . As we are interestedin small ` for low time com-
plexity, e.g. ` < 6 as explainedimmediatelynext, we can assumefrom this
constraint9 that X i 's are uniformly distributedand that all X i 's, Bi 's are inde-
pendent.Submitting2L sequencesof n pairs(F �

B i (X i ); bBi ) (for i = 1; 2; : : : ; n)
to the distinguisher,we can �t in the smart distinguisherof Section5.4 with
L = 16(̀ � 2) + 1; u = 16(̀ � 2); v = 20+ 4(` � 2); r = 1 and expect it to
successfullyrecoverL-bit K with datacomplexity n su�ciently largeasanalyzed
later. Note that the favorableL < 64 necessitatesthat ` < 6.

5.7.4 Complexit y Analysis and Optimization

From Theorem 4 in Section5.4, the smart distinguisherneedsdata complexity

n =
4L log2

E
�
SEI

�
f �

B i

� � : (5.18)

To computen, we introduceanotherprobabilisticmappingf
0�
B i similar to f �

B i :

f
0�
B i (X i ) def=

4M

j =1

h�
B i

t j +1
(X i

t j +1 ) � h �� (Bi
t0+1 ; X i

t0+1 ): (5.19)

Theorem 7 For all Bi = (Bi
t1+1 ; Bi

t2 +1 ; Bi
t3+1 ; Bi

t4 +1 ) 2 GF (2)16(` � 2), we always
have

SEI(f �
B i ) = SEI(f

0�
B i ):

Proof. This is trivial for the casewhere
Q 4

j =1 �( h�
B i

t j +1
) = 0, becauseby de�ni-

tion D f �
B i

is a uniform distributionandsois D f 0�
B i

by the famousPiling-uplemma

(see[77]). Let us discussthe casewhere
Q 4

j =1 �( h�
B i

t j +1
) 6= 0. In this casewe

9However,the assumptiondoesnot hold for ` = 7; 8: with ` = 8, we know that X i
t 2 +1 is

�xed givenX i
t 1 +1 and Bi

t 1 +1 as we havet2 = t1 + 8 from Chapter4; with ` = 7, two bits of
X i

t 2 +1 are �xed givenX i
t 1 +1 andBi

t 1 +1 . Similar statementshold concerningX i
t 3 +1 ; Bi

t 3 +1 and
X i

t 4 +1 .
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know that givenBi ,
L 4

j =1 g� (Bi
t j +1 ) is well-de�nedand it is a �xed valuethat

doesn't dependon the unknown X i . Consequently, we have

SEI(f �
B i ) = SEI(f

0�
B i � const.) = SEI(f

0�
B i ):

�
We canuseTheorem 7 to compute4L log 2

n from Eq.(5.18)as

4L log2
n

= E[SEI(f �
B i )] = E[SEI(f

0�
B i )]:

Next, the independenceof Bi 's allows us to apply Piling-up Lemma[77] to
continueasfollows,

4L log2
n

= E

"

SEI(h �� )
4Y

j =1

SEI
�

h�
B i

t j +1

� #

= SEI(h �� )
4Y

j =1

E
�
SEI

�
h�

B i
t j +1

��
:

Becausewe know from Section5.7.2 that E[SEI(h�
B i

t +1
)] doesnot depend on t

and i , we �nally have

4L log2
n

= SEI(h �� ) � E4
�
SEI

�
h�

Bt +1

��
: (5.20)

As we want to minimizen, according to Eq.(5.18),we would like to �nd some
� (3 � j� j < 6) suchthat E[SEI(f �

B i )] is large, and aboveall, strictly positive.
In order to haveE[SEI(f �

B i )] > 0, we must haveSEI(h �� ) > 0 �rst, by Eq.(5.20).
According to Section3.6.2, only two aforementionedchoicessatisfyour prede-
�ned prerequisiteabout � (i.e. both the �rst andlast coordinatesof � are one):
either � = (1; 1; 1; 1; 1) with SEI(h �� ) = � 2 � 2� 6:71, or � = (1; 1; 0; 1) with
SEI(h �� ) = � 02 = 2� 8.

For � = (1; 1; 1; 1; 1), we know from Section5.7.2 that the conditionalcor-
relation E[SEI(h�

Bt +1
)] on one-levelE0 is approximatelyE[SEI(h�

Bt +1
)] � 2� 2:9.

So we concludefrom Eq.(5.20) that the corresponding conditionalcorrelation
E[SEI(f �

B i )] on two-levelE0 is approximatelyE[SEI(f �
B i )] � 2� 18:3 (in contrast

to its unconditionalcorrelationcounterpart SEI(f � ) � 2� 33:5). Hence,n � 225:4

framesof keystreamsgeneratedby the samekeyK su�ce to recoverthe L = 49-
bit subkey K from Eq.(5.18).

Analogously, for � = (1; 1; 0; 1), we haveE[SEI(h�
Bt +1

)] = 2� 3 from Sec-
tion 5.7.2. Andit impliesthat thecorrespondingconditionalcorrelationE[SEI(f �

B i )]
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ontwo-levelE0isE[SEI(f �
B i )] = 2� 20 (in contrastto its remarkableunconditional

correlationcounterpart SEI(f � ) = 0 aspointedout in Remark 6 in Section5.6).
It resultsin n � 226:5 framesto recoverL = 33-bit subkey. Table5.4 compares
conditionalcorrelationsE[SEI(f �

B i )] with the unconditionalcorrelation counter-
parts SEI(f � ) on two-levelE0 correspondingto the interestingchoicesof � (the
last row lists the sizeof the involvedpartial input of conditionalcorrelations).
Fromthe tablewe cancheckthat � = (1; 1; 0; 1) is the bestchoicefor ourattack
with respect to time anddata complexities.

Table 5.4: Comparison of conditionalcorrelation vs. unconditionalcorrelation
on two-levelE0

� (1; 1; 0; 1) (1; 0; 1; 1) (1; 1; 1; 1; 1) (1; 0; 0; 0; 0; 1)
SEI(f � ) 0 0 � 2� 33:5 � 2� 33:5

E[SEI(f �
B i )] 2� 20 0 � 2� 18:3 � 2� 16:7

log2 #( Bi ) 33 33 49 65

Let usdiscussthe time complexity of the attack now. For all J = (J1; J2) 2
GF (2)L � 1 � GF (2), and let J1 = (J1;1; : : : ; J1;4) whereJ1;i 2 GF (2)4(` � 2), we
de�ne H; H 0:

H (J ) =
nX

i =1

1G0
t 1

(P i );:::;G0
t 4

(P i )= J1 and �� �(Z i
t 0�L

0
t 0(P i ))= J2

;

H 0(J ) =
�

0; if
Q 4

i=1 �( h�
J1;i

) = 0
log2r � DJ1

�
J2 �

L 4
i=1 g� (J1;i )

�
; otherwise

whereDJ1 = Dh �
J 1;1


 Dh �
J 1;2


 Dh �
J 1;3


 Dh �
J 1;4

. Let

H 00(K ) def= bH(K ) � cH 0(K ):

By Theorem 5 in Section5.5, we have

G(K ) =
1
2L

cH 00(K ):

Thismeansthat afterprecomputingcH 0 in time O(L �2L ), ourpartial key-recovery
attack would be dominatedby twice FWT, i.e. computing bH; cH 00 with time
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O(L � 2L +1 ). Algorithm 7 illustratesthe abovebasicpartial key-recoveryattack.
Note that without the optimizationtechniqueof Theorem 5, the deterministic
smart distinguisherhasto perform O(n � 2L ) operationsotherwise,whichmakes
our attack impractical.

Algorithm 7 The basicpartial key-recoveryattack on two-levelE0
Parameters:

1: � ; t0; t1; t2; t3; t4; L
2: n set by Eq.(5.20)

Inputs :
3: P i for i = 1; 2; : : : ; n
4: Z i

t0 for i = 1; 2; : : : ; n
Preprocessing:

5: computeH 0; cH 0

Processing:
6: computeH; bH
7: computeH 00= bH � cH 0 and cH 00

8: output K with the maximumcH 00(K )

5.7.5 Equivalent Key Candidates

Takinga closerlook at Table5.2, we discovereda specialproperty

�( h�
B t +1 B t +2

) � �( h�
B t +1 B t +2

) � � �( h�
B t +1 B t +2

) � � �( h�
B t +1 B t +2

)

for all Bt+1 = B t+1 B t+2 2 GF (2)8 with � = (1; 1; 0; 1), wherethe bar operator
denotesthe bitwisecomplementof the 4-bit binary vector. This meansthat for
our 33-bit partial key-recoveryattack, we always have44 = 256 equivalentkey
candidates10. Recallthat in Section5.7.3we havethe 33-bit keyK = (K 1; K 2),
with K 1 = (Gt1 (K); : : : ; Gt4 (K)). For simplicity, we let K 1;i = Gt i (K). De�ne
the following 8-bit masks(in hexadecimal):

mask0 = 0x00; mask1 = 0xf f ; mask2 = 0x0f ; mask3 = 0xf 0:

Then for anyK , we canreplaceK 1;i by K 1;i � maskj for anyi = 1; 2; : : : ; 4 and
j 2 f 0; 1; 2; 3g andreplaceK 2 by K 2 � dj

2e. Denotethis setcontaining44 = 28

10The term \equivalent key candidate" is exclusivelyusedfor our attack, which does not
meanthat they are equivalentkeysfor the Bluetooth encryption.
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elementsby hK i . We can easilyverify that the Walsh coe�cients cH 00of the
elementin the set equalsby following the de�nition of convolutionbetweenH
andH 0:

H 
 H 0(K ) =
X

K 0

H(K 0)H 0(K � K 0):

Sinceif R 2 hK i then R � K 0 2 hK � K 0i for all K 0. And H 0 mapsall the
elementsof the sameset to the samevaluefrom Section5.7.4,we concludethat
the set de�ned aboveform an equivalentclassof the candidatekeys. Thus, we
have28 equivalent33-bit keys.This helpsto decreasethe computationtime on
cH 00(seeSection3.3.4) from 33� 233 � 238 to 25� 225 � 230. In total we have
the runningtime 238 + 230 � 238 for Algorithm 7.

5.7.6 Experiments

We haveimplementedthe full Algorithm 7 with � = (1; 1; 0; 1); t0 = 1; n = 226

frames(slightly lessthan the theoretical estimate226:5) on the Linux platform,
2.4G CPU, 2G RAM, 128GBhard disk with the externaldata transfer rate11

32MB/s betweenthe hard diskandPC'smainmemory. It turnedout that after
onerun of a 37-hour precomputation(i.e. Line 5 in Algorithm 7 whichstoresa
64GBtable in the hard disk), of all the 30 runs testedso far, our attack never
fails to successfullyrecoverthe right 25-bit key in about 19 hours. Computing
H; bH ; H 00; cH 00 takes time 27 minutes, 18 hours, 45 minutes and 20 seconds
respectively. The runningtime is dominatedby FWT12 bH , which only takesa
negligibleportion of CPU time and dependsdominantlyon the performanceof
the hardware, i.e. the externaldata transferrate betweenthe hard diskandPC's
mainmemory.

5.7.7 Advanced Partial Key-recovery Attack

Havingstudiedhow to apply the smart distinguisherof Section5.4 with r = 1
(namelythe uni-bias-basedapproach) for an attack to two-levelE0 previously,
now we wonderthe possibility of improvementbasedon multi-biases,inspiredby
the traditional multi-bias-baseddistinguisherin Section3.3.4.

For the reasonof low time complexity of the attack, we still focus on the
analysisof 4-bit biases;additionally, werestrictourselvesto bi-biasesanalysis(i.e.

11The externaldata transfer rate 32MB/s of the hard disk is commonnowadays.
12The result is stored in a 32GBtable in the hard disk.



76 CHAPTER5. CONDITIONALCORRELATION ATTACK

r = 2) to simplifythe presentation,whichwill be shown later to be optimal. Let

� = (� 1; � 2), where� 1 is �xed to (1; 1; 0; 1) and � 2 with length `2
def= j� 2j = 4

remainsto be determinedlater suchthat the data complexity is loweredwhen
we analyzethe characteristicsof bi-biasessimultaneouslyfor eachframeinstead
of conductingthe previousuni-bias-basedanalysis.

Recallthat g� 1 (B) : GF (2)8 ! GF (2) in Section5.7.3 was de�ned to be
the most likely bit of h� 1

B (X ) for a uniformly distributedX 2 GF (2)4 if it exists
(i.e. �( h�

B) 6= 0). We extendg� 1 (B) : GF (2)8 ! GF (2) to g� (B) : GF (2)8 !
GF (2)2 over all B 2 GF (2)8 such that �( h� 1

B ) 6= 0, and let g� (B) be the
most likely 2-bit binary vector � = (� 1; � 2). Note that we can always easily
determinethe �rst bit � 1 becauseof the assumption�( h� 1

B ) 6= 0; with regards
to determiningthe secondbit � 2 in casethat a tie occurs,we just let � 2 be a
uniformly distributedbit. Let

h�
B(X ) = (h� 1

B (X ); h� 2
B (X ));

h �� (B; X ) = (h �� 1 (B; X ); h �� 2 (B; X )):

Note that h�
B(X ) outputsthe two bits whichare generatedby the sameunknown

X givenB; by contrast,h �� (B; X ) outputs the two bits whichare generatedby
the unknown X and B. We can extendF � 1

B i (X i ) in Eq.(5.16) to F �
B i (X i ) by

letting

F �
B i (X i ) =

 
4M

j =1

h� 1

B i
t j +1

(X i
t j +1 ) � h �� 1 (Bi

t0+1 ; X i
t0+1 );

4M

j =1

h� 2

B i
t j +1

(X i
t j +1 ) � h �� 2 (Bi

t0+1 ; X i
t0+1 )

!

� g� ( [Bi
t j +1 );

if
Q 4

j =1 �( h� 1
\B i

t j +1

) 6= 0; otherwise,we let it be a uniformly distributedtwo-bit

vector. Similarly, we denoteF �
B i (X i ) correspondingto the correct guessby f �

B i .

It is easyto verify the assumptionholds to apply Section 5.4 that says
DF �

B i
can still be approximatedby a uniform distribution for eachwrong guess

on the key bK 6= K . Moreover,by introducingthe extendedf
0�
B i from f

0� 1
B i in
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Eq.(5.19)as

f
0�
B i (X i ) def=

�
f

0� 1
B i (X i ); f

0� 2
B i (X i )

�

=

 
4M

j =1

h� 1

B i
t j +1

(X i
t j +1 ) � h �� 1 (Bi

t0+1 ; X i
t0+1 );

4M

j =1

h� 2

B i
t j +1

(X i
t j +1 ) � h �� 2 (Bi

t0+1 ; X i
t0+1 )

!

:

Theorem 7 in Section5.7.4 can be similarly extendedto the following: for all
Bi = (Bi

t1+1 ; Bi
t2+1 ; Bi

t3 +1 ; Bi
t4+1 ) 2 GF (2)32, we always have

SEI(f �
B i ) = SEI(f

0�
B i ):

Similar computationyieldsthe sameformula for data complexity we needas in
Eq.(5.20)

4L log2
n

= SEI(h �� ) � E4
�
SEI

�
h�

Bt +1

��
:

Experimentalresultshowsthat with � 1 = (1; 1; 0; 1); � 2 = (1; 0; 1; 1), weachieve
optimum SEI(h�

Bt +1
) � 2� 2:415 (in comparison to SEI(h� 1

Bt +1
) = 2� 3 in Sec-

tion 5.7.2), though SEI(h �� ) always equalsSEI(h �� 1 ) regardlessof the choiceof
� 2; additionally, SEI(h �� ) � 0 if � 1; � 2 6= (1; 1; 0; 1). Therefore,wehavethe min-
imum data complexity n � 223:8 (in comparison to n � 226:5 in Section5.7.4)
frameswith the sametime complexity.

5.7.8 Full Attack

Oncewe recoverthe �rst (33� 8) = 25-bit subkey, we just increment(or decre-
ment) t0 by oneand usethe knowledgeof thosesubkey bits to reiterateAlgo-
rithm 7 to recovermore key bits similarly aswasdonein Chapter4. Sinceonly
17 new key bits are involved,which reduceto the 13-bit equivalentkey, it is
muchfaster to recoverthosekey bits. Finally, we perform an exhaustivesearch
overthe equivalentkey candidatesin negligibletime, whosetotal number is up-
per boundedby 2

8jKj
32 = 2

jKj
4 . The �nal complexity of the completekey-recovery

attack is boundedby onerun of Algorithm 7, i.e. O(238). Table5.5 compares
our attackswith the bestknown attacks[46,47,53] on two-levelE0(for e�ective
key sizejK j = 128) as well as our previousattack in Chapter4 usinguncondi-
tional correlations,wherey meansthat the framenumber is not critical for the
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attack [47]. Sincea maximumof 226 framesare availableand the memory or
time complexity 250 is beyond the current technology, our advancedattack is
clearly the only practicalattack so far. Note that with jK j = 64, Bluetooth key
loadingat E0 levelonemakesthe bits of the subkey K linearly independentfor
all t0 2

S 2
k=0 f 8k + 1; : : : ; 8k + 5g. Therefore, the attack complexitiesremainto

be on the sameorder.

Table5.5: Comparisonof our attackswith the best attackson two-levelE0 for
jK j = 128

attacks precomputationtime frames data memory
Fluhrer-Lucks [47] - 273 y 243 251

Goli�c et al. [53] 280 270 45 217 280

Fluhrer [46] 280 265 2 212:4 280

Former attack Chap.4 - 256 235 239:6 235

Attacks in basic 238 238 226:5 231:1 233

this chapter advanced 238 238 223:8 228:4 233

5.8 Summary

In this chapter, we have generalizedthe concept of conditional correlations
in [2,71,73] to studyconditionalcorrelationattacksagainststreamciphersand
other cryptosystems,in casethe computationof the output allows for sidein-
formation related to correlationsconditionedon the input (e.g. see[7]). A
generalframework has been developed for smart distinguishers,which exploit
thosegeneralizedconditionalcorrelations. In particular, basedon the theory of
the traditional distinguisher[9] we derivethe number of samplesnecessary for
a smart distinguisherto succeed.It is demonstratedthat the generalizedcondi-
tional correlationis no smallerthan the unconditionalcorrelation. Consequently,
the smart distinguisherimproveson the traditional basicdistinguisher(in the
worst casethe smart distinguisherdegradesinto the traditional one); the smart
distinguishercouldbe e�cient evenif no ordinary correlationsexist. Asan appli-
cationof ourgeneralizedconditionalcorrelations,a conditionalcorrelationattack
on the two-levelBluetooth E0 is developedandoptimized.Whereasour previous
analysisin Chapter4 wasbasedon a traditional distinguishingattack usingthe
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strongest(unconditional)5-bit correlation, we havesuccessfullydemonstrated
the superiority of our attack over the attack in Chapter4 by showing a best
attack using4-bit conditionalcorrelations,whichare not suitablefor the attack
in Chapter4 asthe correspondingordinary correlationsareall zeros. Our bestat-
tack fully recoverstheoriginalencryptionkeyusingthe �rst 24bitsof 223:8 frames
andwith 238 computations.Comparedwith all existingattacks[46,47,53,70,99]
aswell asour attack in the previouschapter,this is clearly the fastestand only
practicalknown-plaintextattack on Bluetooth encryptionso far.





Chapter 6

Conclusion

In this dissertation,we extendBluetooth E0streamcipherto a classof dedicated
streamciphers,i.e. the E0-likecombinerwith memory usedwith one-levelor two-
levelinitializationscheme.In-depthstudiesare doneto investigatethe possibility
of one of the mainstreamattacks on streamciphers(i.e. correlation attacks)
with focus on the deterministicdistinguisher. We establisha designcriterion
for the core streamcipherto resistour simplecorrelationattacks. As one-level
initialization schemeturns out to be lessstrongprotection for the core stream
cipherthan the two-levelinitializationscheme,the former is not recommended
for usein the dedicatedstreamciphers. The casestudy yieldsthe fastestand
only practicalknown-plaintextattack on Bluetooth encryption.

It is well known that the MaximumLikelihood Decoding problemfor gen-
eral linear codes is NP-complete. Hence,exceptthe original versionof basic
correlationattacks,the subsequentcorrelationattacks(calledasfast correlation
attacks) tend to solvethe generalproblem(i.e. codeswith large dimension)by
variousprobabilisticalgorithms. Prior to our work, it remainedanunsolvedprob-
lem to decode the linear code with not so large dimensionbut verylarge length
wherethe naiveexhaustivedecoding is still impossible.As we showed that the
complexity of the MLD problemgrows linear in the code length, it makes the
deterministicdistinguisherappealingin thosesituationswhereexhaustivesearch
is within the critical computingpoint O(238) � O(240) of today's moderncom-
puter. Moreover,the simplicity of the deterministicdistinguisheralsoallows to
easilyjudgethe performancecomparisonbetween(usual)correlationattacksand
conditionalcorrelationattacks,whichwasunknown before.

As a consequence,it remainsan interestingopenwork to e�ciently combine
the two approaches(deterministicandprobabilisticdistinguishers)into a hybrid
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correlationattack, especiallyin the caseof comparativelyyoungconditionalcor-
relationattacks;the designcriterionshouldbe updatedaccordingly. Meanwhile,
it is an imperativequestionthat whetheror not a securecore streamcipheris
su�cient to make a securededicatedstreamcipher(with two-levelinitialization
scheme).



Appendix A

Linear Feedback Shift Register

We brie
y reviewthe basicsof Linear FeedbackShift Register(LFSR)from [85].
An LFSRof lengthL with the connectionpolynomialp(x) = 1 +

P L
i=1 pi x i

(where pi 2 f 0; 1g) consistsof L stages(or delay elements)s0; : : : ; sL � 1 2
f 0; 1g. Note that the reciprocal polynomialof the connectionpolynomialp(x) is
calledthe feedbackpolynomialof the LFSR.Duringeachclock cycleit performs
the following:

1. outputs the bit s0;

2. computethe feedbackbit
L L

i=1 pi � sL � i ;

3. let si = si +1 for i = 0; : : : ; L � 2;

4. store the precomputedfeedbackbit to sL � 1.

And the initial valuesof (sL � 1; : : : ; s0) is calledthe initial state of the LFSR.If
p(x) is a primitive polynomialof degreeL, then the LFSRis calleda maximum-
length LFSRand the output of a maximum-lengthLFSRwith nonzeroinitial
state is calledan m-sequence.

Property 7 Eachnonzeroinitial state of a maximum-lengthLFSRwith length
L producesan output sequencewith maximumpossibleperiod 2L � 1.

For example,an LFSRof length4 with the connectionpolynomialp(x) = x4 +
x + 1 (which is a primitive polynomial)is a maximum-lengthLFSR.And thus,
with anyof the 15 nonzeroinitial states,the LFSRoutput sequencehasa period
of 15. In TableA.1, we list the state transition of the LFSRfor t = 0; : : : ; 15
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TableA.1: Thestatetransitionof anexamplemaximum-lengthLFSRwith length
4 for t = 0; : : : ; 15

t 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
s3 1 1 1 1 0 1 0 1 1 0 0 1 0 0 0 1
s2 0 1 1 1 1 0 1 0 1 1 0 0 1 0 0 0
s1 0 0 1 1 1 1 0 1 0 1 1 0 0 1 0 0
s0 0 0 0 1 1 1 1 0 1 0 1 1 0 0 1 0

starting from the initial state (1; 0; 0; 0). One can verify that the state of the
LFSRat t = 15 is identicalto the oneat t = 0.

For a more comprehensivesurvey, we referto [56,96].
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