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Abstract

This dissertationis concernedvith cryptanalysiof EO, the streamcipherused
in the shat-rangewirelesgadiostandad Bluetooth, and of its generalizatiory
meansof carelationattacks. It consistsof three parts.

In the rst pat, we proposean EO-like combinerwith memay asthe cae
streamcipher. First, we formulate a systematicand simple methad to com-
pute the carelations. An upper bound of the carelationsis given. Secondwe
shav how to build either a uni-bias-basedr multi-bias-basedlistinguisherto
distinguishthe keystreamproducedby the combinerfrom a truly randomse-
quencepncecarelationsare found. The data complexiy of eitherdistinguisher
is analyzedor perfamancecompaison. The keystreandistinguishers thenup-
gradedfor usein the key-recovenattack. The latter reducedo the well-knavn
maximumlikelihcod decaling problemgiventhe keystreamong enough.

In the secondpart, the care streamcipheris transfamedinto the dedicated
streamcipherby attachingthe one-levebr two-levelinitialization scheme.We
shav that the carelationattack onthe care streamcipherleadsto the carelation
attack on the dedicatedstreamcipherwith the one-levelnitialization scheme
(with equalbias), but not necessdy sowith the two-levelinitializationscheme.

In the last pat, we generalizehe existingconceptof conditionalcarela-
tions and study conditionalcarelation attacks againststreamciphersand other
cryptosystemsA generaframeverk is develogdfor smat distinguisherswhich
exploit those generalizedonditionalcarelations. Basedon the theay of the
traditional distinguisherye derivethe numter of samplesecessy for a smat
distinguisheto succeedlt allovsto provethat the smat distinguishermproves
on the traditional basicdistinguisher.

Asanapplicationof all our analysisit leadsto the fastest(and only) practical
known-plaintextattack on Bluetooth encryptionsofar. Our attack recoverghe
encryptionkey usingthe rst 24 bits of 2238 framesandwith 238 computations.

Keywords: cryptanalysisstreamcipher,EO, carelation






Resume

Cette thesetraite descryptanalysesutilisant desattaquespa carelation, de
EO (le chirement a ots utilise dansle standad Bluetooth de communication
sans- ) et d'une gereralisationde EO. Elle estcomposede trois paties.

Dans la premere partie, nhous proposonsune constructioncentree sur un
chirement a ots utilisant une fonction de combinaisonra memoire similaire
a cellede EO. D'abord nous presentonsune methode simpleet sysematique
pour calculerles carelations. Nous donnonsainsi une borne superieureaux
carelations.Ensuite housmontronscomment,unefoisdescarelationstrouvees,
construiredeuxdistingueuraitilisant soit un seul,soit plusieursde cesbiaisa n
de distinguerune suite chi rante d'une suite purementaleatoire. A n de com-
paer les perfamancesde cesdeuxdistingueursnousanalysondeursquantites
de donreesnecessaires Ce distingueurde suite chi rante est ensuitemodi e
pour &tre utilise dansuneattaquepermettantde retrouverla clef. Cette attaque
serameneau problemebien connude decadagea maximumde vraisemblance,
etant donre une suite chi rante asseongue.

Dansla deuxemepartie, nousconsieronsle chirement a ot completen
ajoutantauchi rement centralprecdentl'un desschemadd'initialisationa unou
a deuxniveaux.Nousmontronsque l'attaque pa carelationsurle chi rement
a ot centralmenea uneattaquesurle chi rement completutilisantun schema
d'initialisation a un niveau(avec un biais identique) mais pas necessairement
avecle scremad'initialisationa deuxniveaux.

Dansla dernere patie, nousgereralisonde conceptconnude carelations
conditionnelleset etudionsdesattaquespa carelation conditionnellesur des
chirementsa ots et d'autrescryptosysémes.Un cadregereral est develope
pour desdistingueursaameliaes, tirant prot de cescarelationsconditionnelles
gererali®es. En se reposantsur la theaie desdistingueurdraditionnels,nous
deduisonde nomlbye d'echantillonsnecessaireau sucesd'un distingueurintel-
ligent. Celapermetde prouverquelesdistingueuranmeliaesfont mieuxqueles
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distingueurdasicstraditionnels.

En appliquanttoutes nosanalysesnousobtenonda plusrapide(mais aussi
la seulerealisablea ce jour) attaque a clair connu applicableen pratique au
chi rement Bluetooth. Notre attaquepermetde retrouverla clef de chi rement
en utilisant les 24 premiersbits de 228 paquetset en 238 calculs.

Mots-cl es: cryptanalysechi rement a ots, EO, carelation
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Chapter 1

Thesis Outline

In order to protect con dentiality, the encryptionschemes usedto transfam
the plaintext messageanto the ciphertextby the key Dependingon whether
encryptionand decryptionusethe samekey or not, an encryptionschemecan
be either symmetricor asymmetric. Block ciphersand streamciphersare two
familiesof symmetricencryptionschemes.The former tendsto encryptgroups
of chaactersof the plaintext messagesimultaneous)ywhile the latter encrypts
individual chaacter of the plaintext messageone at a time. Stream ciphers
are inherentlysuitablefor the time-criticalapplicationsor processing-constrained
devicedo meetrequirement®f perfamanceextremege.g. speed,area, power
supplyand power consumption).For this reasonthey are esgeciallysuitablefor
wirelessencryptions.One notableexampleis the streamcipherEO usedin the
shat-range wirelessradio standad Bluetooth. As the conclusionof my Ph.D.
studiesat EPFL, this dissertationis concernedvith cryptanalysiof EO andits
generalizationHereis the contentsin brief for eachupcomingchapter:

In Chapter2, we introducethe backgroundf streamciphers.Stating from
the classicstreamciphers,we introducetheir classi cationwith focus on one
of the oldestand most popula classespamely the LFSR-basedtreamciphers
whereLFSRrefersto Linea FeedbackShift Register.Then, we discussyeneric
attackson classicstreamciphers:time-memoy tradeo , guessand determine,
algebaic attack and carelation attack. Accadingly we reviewon the basic
designprinciplesfor the LFSR-basedtreamciphers.Next, we take a closerook
at enumerativeexampleof those streamciphersin the realworld. For clarity,
they are called dedicatedstream ciphersto be distinguishedrom the classic
(textbook) streamciphers.Finally we discussxistingattackson the individual
dedicatedstreamcipherand the currentimmature genericattacks againstthe
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dedicatedstreamciphers.

In Chapter 3, we propose an EO-likk combinerwith memay as the cae
streamcipherin the dedicatedstreamciphers.First, we formulate a systematic
andsimplemethad to computecarelations. An upper boundof the carelations
is given. Second,we shav how to build either a uni-bias-basedr multi-bias-
baseddistinguisheto distinguishthe keystreanproducedby the combinerfrom
a truly random sequencepnce carelationsare found. The data complexiy
of either distinguishers carefully analyzedfor perfamancecompaison. The
keystreandistinguishers then upgradedor usein the key-recovergttack. The
latter actuallyreduceso the well-knavn MaximumLikelihcod Decaling (MLD)
problem giventhe keystreamlong enough. We devisea generalalgaithm to
solvethe MLD problemfor any linea code. The analysisis demonstratedo
attack the care of EO, whichresultsin the best knowvn key-recoverattack.

By attachingthe one-levebr two-levelinitializationschemethe care stream
cipheris transfomed into the dedicatedstreamcipherin Chapter4. For the
cryptanalysi®f the dedicatedstreamciphers,we concentrateon the carelation
attacks. Our resultsshaw that the carelationattack on the care streamcipher
leadsdirectly to the carelationattack on the dedicatedstreamcipherwith the
one-levelnitialization schemgwith equalbias), but not necessay sowith the
two-levelinitializationscheme In the continuedcasestudy we applythe analysis
to the attack on EOwith one-leveandtwo-levelinitializationschemeesgectively
(which we call one-levebnd two-levelEQ in shat resgectively). The carelation
attack ontwo-levelEOisfeasibledueto aresynchronizatioraw, whichwe detect
for the rst time andallovsto deducehe carelationsof two-levelEO from those
of the care of EO.

In Chapter5, we generalizeéhe existingconceptof conditionalcarelations
in literatureand study conditionalcarelationattacksagainststreamciphersand
other cryptosystemsin casethe computationof the output allows for sidein-
formationrelatedto carelationsconditionedon the input. A generafframevork
is develogdfor smat distinguisherswhichexploitthosegeneralized@onditional
carelations. Basedon the theay of the traditional distinguisher,we derive
the number of samplesnecessy for a smat distinguisherto succeed. It al-
lowsto provethat the generalizeadonditionalcarelationis no smallerthan the
unconditionalcarelation. In other words, the smat distinguisheimproveson
the traditional basicdistinguisher.Finally as an applicationof our generalized
conditionalcarelations,a conditionalcarelation attack on the two-levelEO is
developdandoptimized. Thisis the fastest(and only) practicalknovn-plaintext
attack on Bluetooth encryptionsofar. Our bestattack fully recoverghe original



3

encryptionkey usingthe rst 24 bits of 2238 framesandwith 2% computations.
In Chapter6, we give conclusiongnd discusopen questiondn this area.
Chapter3, Chapter4 and Chapter5 are the original contribution of this

thesis. They comefrom the extentionof my publishedpapersresgectively:

? Yi Lu, SergeVaudeng, FasterCarelationAttack on Bluetooth Keystream
Generato EQ, Advancesn Cryptology- CRYPTO2004,LectureNotesin
ComputerScienceyvol.3152,M. Franklin Ed., Sgringer-\érlag, pp. 407-
425,2004

? Yi Lu, SergeVaudeng Cryptanalysi®of Bluetooth KeystreamGenerato
Two-levelEQ, Advancesn Cryptology- ASIACRYPT 2004, LectureNotes
in ComputerScienceyol.3329,P. J. LeeEd., Sginger-\érlag, pp. 483-
499,2004

? Yi Lu, Willi Meier, SergeVaudeng The ConditionalCarelation Attack:
A Practical Attack on Bluetooth Encryption Advancesin Cryptology-
CRYPTO 2005, LectureNotesin ComputerScienceyvol.3621,V. Shoup
Ed., Spinger-\érlag,pp. 97-117,2005






Chapter 2

Intro duction

attacker

message | message ) ~ |message
encryption— decryptionf———=>
source ciphertext

Key

Key
source

Figure2.1: Symmetric-ky secrecysystem

Dueto Shannor106],a secrecygystem betweena transmitterandareceiver
canbe bestillustratedby Fig. 2.1. At the transmittingend,the ciphertextis pro-
ducedby encryptinghe messagessingthe key Uponreceptionof the ciphertext,
it is decryptedusingthe samekeyto obtainthe originalmessageAsthe channel
betweenthe transmitterandthe receivelis insecurethe ciphertextis subjectto
falling on the hand of the attacker. The attacker's task is to reconstructthe
messagdrom the ciphertext. In orderto descrile the ideal cryptosystenwhere
knowledgeof the ciphertextleaksno information about the messagéselfto the

1This is actually a symmetric-ley cryptosystem,as the encryptionand decryptionusethe
samekey Its counterpat|public-k ey cryptosystemwasintroducedin 1979[36].



6 CHAPTERZ2. INTRODUCTION

attacker, Shannonrst introducedthe notion of perfectsecrecy Mathematically
speaking,let X ;Y be the plaintextand ciphertextresgectively Perfectsecrecy
meansfor all X; Y we always have

Pr(YjX) = Pr(Y):

A good exampleof the cipherthat achievegerfect secrecyis the Vernamci-
pher[112](a.k.a. one-timepad). In the Vernamcipher,the key lengthis equal
to the messagdéengthandthe keyis chosermrandomlywith unifam distribution.
The encryptionis just bitwise XOR of the messagandthe key And the XOR
of the ciphertextand the key yieldsthe original message.

Thoughone-timepad achievegperfectsecrecyit is impractical sincethe key
lengthneeddo be equallylongasthe messagandhasto be refreshedor every
message.Hencethe developmenbf cryptography Generallyspeaking,there
existtwo encryptionschemesblock ciphersand streamciphers.Streamciphers
encryptindividualchaacter (usuallybit) of a plaintext messag®neat a time?.
By contrast, block cipherstend to simultaneouslgncryptgroups(usually64 or
128bits) of chaactersof the plaintextmessage.

Main chaacteristicsof streamcipherscan be summaizedasthe following:

speed: fasterin hadware,
hardware implementatiorcost: low,
erra propagation:limited or no erra propagation,

synchronizatiorrequirement: to allow for proper decryption,the sender
andreceivemust be synchronizedi.e. usingthe samekey and operating
at the samepositionwithin the key). As detailedin Section2.1.1, stream
ciphersare commonlyclassi ed as synchronoustream ciphersand self-
synchronizingtreamciphersaccadingto their capabiliy of re-establishing
proper decryptionautomaticallyafter lossof synchronization.

Moreover,though fruitful in theaetical developmentthe unfavaable situation
to stream ciphersis that in the open literature, relatively few fully-speci ed
algaithms are available et aloneto be standadized.

2Note that the aforementionedvernamCipherbelongsto streamcipher.
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2.1 Classic Stream Ciphers

2.1.1 Classi cation

LetK, Xi, ¥i, i denotethe key the plaintextdigit, the ciphertextdigit, andthe
internalstate at time i respectively A generalstreamcipher[98]is descriled by
the equations

F(i;xi;K);
f(ixi;K);

i+1
Yi

whereF is the next-statefunctionandf is the output function. Typically f is
de ned as

yvi=xi g(i;K):
Thesequencéz; = g( i;K)gisreferredo asthe keystream.Andthe algaithm
to producef z g is calledthe keystreamgenerato (a.k.a. running-key generato
or pseudoandomsequencgenerato). To decrypt,we just compute

Xi=Yi 9(i;K):

Dependingon the de nition of F, stream ciphersare populaly classi ed as
synchronousr self-synchronizing.

Synchronous Stream Ciphers

A synchronoustreamcipheris onein whichthe keystreamis producedindepen-
dently of the plaintext (and of the ciphertext),i.e.

iv1 = F1( i, K):

For example the OFB mode of a block cipheris a synchronoustreamcipher.
Two basicproperties of synchronoustream ciphersare obviousfollowing the
de nition: extra synchronizatiomechanisms mandatey in caseof lossof syn-
chronization;jt hasno erra propagation.

Self-synchronizing Stream Ciphers

A self-synchronizinga.k.a. asynchronous¥tream cipheris one in which the
keystreamis producedas a function of the key anda xed number of previous
ciphertextdigits. The typicalmode is the cipherfeedbackmode
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whereN is a constant. For examplea block cipherin one-bit cipherfeedback
mode is an asynchronoustreamcipher. Accadingly two basicproperties of
asynchronoustreamciphersinclude: as the nameimplies,self-synchronization
is enabledn caseof lossof synchronizationit su ers limited erra propagation
only,

2.1.2 LFSR-based Stream Ciphers

Linea FeedbaclShift Registel(LFSR)is perhapghe mostpopula buildingblock
of streamciphersamongother construction3 (e.g. cellula automata[83,115,
116], t-functions[34,60,67{69]). In this section,we will give a brief reviewon
constructionmethals of LFSR-basedtreamciphers,and detaileddescriptions
of the examplekeystreangeneratos canbe foundin [98].

Nonlinear Combination Generator

The nonlinea combinationgenerato (or combinerin shat) consistsof several
(regulaly-clocked) LFSRs. The keystreamis generatedas a nonlinea function

of the outputsof the commpnentLFSRswhichis calledthe combiningfunction.

Additionally the combinermay havesomememay (i.e. an extraFSM controls
the computationof the next state from the current state), and the combining
functioninvolveghe memay bits. The summationgenerato [97] belonggo the

combinerwith memay aswell asour care streamcipherde ned in Section3.1,

Chapter3.

Nonlinear Filter Generator

The nonlinea lter generato consistsof a single(regulaly-clocked) LFSR.The
keystreams generatecisa nonlineafunctionof the contentsfroma xed subset
of the stagesof the LFSR,whichis calledthe Itering function.

Clock-controlled Generator

Unlike the nonlinea combineror Iter generato, in this classof the genera-
tors, a clocking mechanisnde nes hov eachcompmpnentLFSRis clocked. The

3Note that mode of operation of block cipherscan be consideredas a keystreamgener-
ator, such as the output feedbackmode (OFB), the cipher feedbackmaode (CFB) and the
counter mode (CTR). And cryptanalysisof such stream ciphersgenerallyinvolvesattacking
the underlyingblock cipher.
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keystreamis usuallygeneratedas the XOR of the LFSRoutputs or simplythe
output of one speci ed LFSR.Examplesncludethe alternatingstep generato,
the shrinkinggenerato (see[55] for a survey).

2.1.3 Attacks
Accadingto the purposeof the attack, it canbe dividedinto three categaies.

Distinguishingattack: to distinguishithe output of the keystreangenerato
from a truly randomsequence.

Predictingattack: to predict the output of the keystreamgenerato with
or without a keystreamof limited length.

Key-recovenrattack: to obtainthe key

The predictingattack impliesa distinguishingattack. The key-recovenattack
impliesthe predictingattack (and hencethe distinguishingattack). Obviously
the most powerful attack of all is the key-recovenrattack.
Meanwhile,accading to the assumptionsf the cryptanalyst,the attack
can be either a knovn-plaintextattack or a ciphertext-onlyattack. The former
impliesthe keystreamis knowvn. The latter essentiallyinvolvesinvestigationof
the redundancyn the plaintextand thus is application-depndent,whichis less
commonin cryptanalysisNow, we discusgyenericattackson streamciphers.

Time-memory Tradeo

The attack is not only e ective to streamciphers,but alsoapplicableto block
ciphers.In the landmak paper [58]in 1980,it wasshavn for the rst time that
atradeo canbe achievedetweentime complexiy and memay complexiy of
attacking a generalcryptosystem.The ideawas lately adjustedin the caseof
streamcipherdor atradeo [8,16] betweentime, memay anddatacomplexities.
Most recently the tradeo attack wasfurther improvedin [61,94].

Guessand Determine

The basicideais to guessa few pat of the key and usethe knowledgeof
the keystreamgenerato to solvethe rest of the key that generateghe target
keystream.lt is especiallysuitableto attack LFSR-basedtreamciphers,where
only the statesof a few shatest LFSRsare guessed.
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Algebraic Attack

The algelvaic attack [3,4,26{29,43,57,66,79] is compaatively newin the re-

seach literature but hasreceivedots of attention; it is alsoapplicableto block

ciphers(e.g. see[30]). In shat, whenthereis a multivariate relationinvolving
only the key andthe keystreanmoutput, the key canbe foundby usingeitherthe

lineaizationmethad or XL methad to solvethe (overde ned)systemof multivari-

ate equations.The LFSR-basedtreamciphersare potentiallyvulnerableagainst
this attack and it hasbeensuccessfullgemonstratedhat the algelaic attack
againsta serieof streamciphergs verypracticalande cient [3,4,27{29,57,90].

Onemaja drawvbackof this methad, hovever,is the di cult y in complexiy esti-
mate for both time and data complexiy, whicharisesfrom the tough underlying
problemof solvingthe equations.

Correlation Attack

Vast body of intensivereseech literature coversthis kind of attacks for two
decades.Initially targeting at the nonlinea combiners Siegenthalerrst intro-
ducedthe carelation attacks[108] in the middle of the 1980's. The basicidea
is to \divide and conquer"whenthe keystreamoutput is carelatedto the indi-
vidualLFSRoutput sequencelueto the poor choiceof the combiningfunction.
That is, insteadof the naiveexhaustiveseach on all possiblecombinationof the
initial statesof the compnentLFSRswe only perfam an exhaustiveseach on
eachindividualLFSRindeendentlyandtest the carelationbetweeneachLFSR
output sequencend the keystream. The optimum (deterministic) maximum
likelihood decdling strategyyieldsthe ansver for the initial state of the LFSR.
Fig. 2.2 illustrate this idea. Note that by viewingthe nonlinea Iter generato
as the nonlinea combinerwith memay, the idea[108] of Siegenthaler'sare-
lation attacks on nonlinea combinerscan be appliedto attack nonlinea Iter
generates (e.g. [49,52,96,109]).

Appaently, the time complexiy of the basiccarelation attack [108] growvs
exponentialin the length of the LFSR,whichis impracticalfor a long LFSR.As
a matter of fact, in coding theay, the maximumlikelihaod decaling problem
for linea codes,accading to [12], was shavn to be NP-complete(see[50] for
de nition). The focusof cryptographerfiasbeenon the generabproblemwhere
the individualLFSRmay be arbitrarily long. In orderto speedup the attack for
the generaketting, Meierand Sta elbach[80,81] usedthe probabilisticiterative
decdling strategyto re ne the basiccarelation attack into a so-called\fast



2.1. CLASSICSTREAMCIPHERS 11

keystream correlated?

N
N

LFSR;

Figure2.2: Siegenthaler'sarelationattack on the nonlinea combiner

carelationattack™ to reconstructeachindividualLFSR.A critical factar for the
e ciency of the fastcarelationattack is the noveluseof the multiple polynomial
of the LFSR'sfeedbackpolynomialwith low weight (and low degree).

This fast carelation attack of [80,81] was improvedby a seriesof variant
fast carelation attacks (e.g. [22,25,88,89,95,118]). Recently various (still
probabilistic)decaling techniquesaveprovedverysuccessfub furtherimprove
the perfamanceof the fast carelationattack (e.g.[19,20,23,24,62{64,86,87]).

2.1.4 Basic Design Principles

Generallyspeaking,the developmenof the designcriterialagsfar behindthat of
attacks. Belav we providea collectionof necessg, but by no meanssu cient
designprinciplesknown to date for the LFSR-basedteystreamgenerato.

Pseudeandomnessthe output of the keystreamgenerato shouldnot be
distinguishabldérom a truly randomsequencegtherwise the attacker can
not only mounta ciphertext-onlyattack (to decrypt),but alsoplay a mare
dangerougiameto impersonatehe encrypte with high probability of suc-
cess. One ealier attempt to establishsomenecessy conditionsfor a
pseudeandomsequenceo look randomis Golomb'srandomnesgostu-
lates[85]. Otherstatisticaltestswerealsoproposed like Maurer'suniversal
statistical test [85] and FIPS 140-1 statistical tests [45] for randomness.
Note that pseudoandomnesss the commoncriterion that all keystream
generatos shouldcomplywith.

Linea Complexiy: the lengthof the shatest possibleequivalent_FSRto
generatea givenbinay sequencef nite length. The notableBerlelamp-
Masseyalgaithm [76] is a verye cient algaithm to determinethe linea
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complexiy of a nite binay sequenceof bitlength n within O(n?) bit
operations.

Nonlineaity: it was rst studiedin [82] as a securiy measureof crypto-
graphicBooleanfunctions. A functionwith low nonlineaity is proneto the
linea attack [77] (or the besta ne appoximationattack [37]). Note that
nonlineaity is alsoan important paameterfor combinationgeneratos as
shavn in [20].

Carelation Immunity: with the advent of Siegenthaler'oroposed car-

relation attacks [108], Siegenthaleproposedthe conceptof carelation
immunity for a cryptographidBooleanfunctionin [107]to descrile the ex-
istenceof the carelationbetweenthe minimumnumker of input variables
and output. High carelationimmunity impliesthat manyinput variables
must be consideregointly in the divide-and-conquescens&o, andthusis

expectedto increasehe complexiy of carelationattacks.

Others:to resistnewly-emerginglgelaic attacks, the notion of algelaic
immunity was rst informally put forward in [29], 2003, formalizedin [79]
andwell studiedin [33] mare recently Meanwhile the algelraic degreeof
a Booleanfunction shouldbe high.

The problemof how to constructa good Booleanfunctionto achievethe best
possibletradeo amongabove criteria is di cult, which stimulateslots of re-
seach work (e.g.[21,44,100,101,103,104,120]) and has still a long way to

go.

2.2 Dedicated Stream Ciphers: Real-world Ap-
plications

It is trivial to seethat block ciphersare designeddirectly for practical usein
the real-world. However, this is not the casewith regads to its (synchronous)
streamciphercounterpat. The reasons that in orderto avoidkeystreanreuse,
anextrainitializationschemes mandatay to specifyhow to reinitializethe (core)
keystreamgenerato for eachencryption. Hencethe nameof dedicatedstream
ciphers.For our purposeswe referthosestreamcipherswithout aninitialization
schemeasclassicstreamciphers,andthosewith aninitializationschemsi.e. to
be usedin the real-world) asdedicatedstreamciphersresgectively
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Stream ciphersare inherently suitablefor the time-critical applicationsor
processing-constrainedevicesto meet requirementof perfamanceextremes
(e.g. speed,area, power supplyand power consumption).lts maja application,
thoughby no meangestrictedto?, is voice/videoencryptionin communications,
e.g., VoIP (VoiceoverlP), digital videobroadcastingsystemlike pay-TV. And it
is esgeciallysuitablefor usein the wirelesgmobile) communicationss detailed
next in Section2.2.1) which demandhigh speed, minimal area, limited power
supplyandlow power consumption.

Despiteof somanywide applicationsthe histay of streamcipherstandad-
isatior? is fairly shat [91] in compaisonto its long histay of developmenbf
mare than half a century In fact, the only availablestandads coveringstream
ciphersare thoseproducedfor speci ¢ applications.

Thanksto the growing attention paid by academiaand industry recently
remakable standadisatione orts to evaluatecryptographicprimitives, includ-
ing encryption,haveinitiated worldwide. One exampleis NESSIE[93] in Eu-
rope, which providesrecommendationfor standadisationbodieslike ISO. The
other is a Japaneses-governmentnitiative CRYPTREC.Another new project
eSTREAM[42], which belongsto ECRYPT [38] (European network of excel-
lencein cryptology),aimsto identify newstreamcipherssuitablefor widespead
adoption.

2.2.1 Examples
RC4 in WEP

RC4was designediy Ron Rivestfor RSA companyin 1987 and remainedpro-
prietary. Hownever,allegeddescriptiondealed in 1994and was widespeadsince
then (e.g. see[102]). RC4belongsto the keystreamgenerato without use of
LFSRsandis designedor fast softwvare implementation(7.3 cycles/lyte on PII|
accadingto [15]).

It is standadizedfor usein IEEE802.11wirelessietworksto protectthe data
at the link-layer during wirelesstransmission. The securiy protocol is called
the Wired EquivalentPrivacy (WEP). But WEP is awed, and it leadsto a
strengthenedgrotocol Wi-Fi ProtectedAcces§WPA) basedon RC4to replace
it. Anotherpopula protocol usingRC4is SecureSockets Layer (SSL)to protect
internettra c. For asurveyof attackson RC4andWEP se€g[15,91]for example.

“e.g. HDD encryptionto protect the hard disk
Ssee[35] for a detaileddiscussiorof streamciphersand encryptionstandadisation
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A5/1, A5/2, A5/3 in GSM

GSM (Global Systemfor Mobile communicationsktandad [92] for cell phone
communicationwhich accountsfor over one billion subscrilers novadays, uses
A5/X series(namely A5/1, A5/2, A5/3) as encryptionalgaithms to protect

over-the-airprivacy A5/1 and A5/2 were designedn the late 80's and kept

secretuntil disclosureof the sourcecode in 90's dueto the reverseengineering
work.

Both A5/1 and A5/2 are clock-controlledgenerates basedon LFSRs. The
wealer A5/2 wasimmediatelybroken, whichwasdesignedo o er alimitedlevel
of securiy only for reasonsof political and export control. And neither does
the strongerA5/1 last long. In 2002, an upgradedstream cipher A5/3 was
announcedand madepublic[1] for the wide-rangeevaluation. It is basedon a
mode of operation of the block cipher KASUMI. So far, no securiy weakness
was reported on A5/3 in spite of reseech e orts on KASUM I itself. Honever,
dueto the aw in the protocol, problemstill exists[11] with GSM encryption
evenif A5/3 is used. For a detailedaccountof attacks on GSM ciphers,see
[15,91]. Notethat like A5/3, otherfamousKASUMI-basedtreamciphersn the
mobileworld includethe con dentiality algaithm 8 in UMTS/3GPP (Universal
Mobile TelecommunicationSystem/3rdGeneratiorPartnershipProject) andthe
encryptionalgaithm GEA3[1] for GPRS(GeneralPacket RadioServices).

EO in Blueto oth

Bluetooth [17] is the newemergingshat-rangewirelesgadio standad with low
power consumption.lt haswide applicationssuchas Bluetooth peripheralge.g.
mice, keyloads, printers), wirelessietwvorking, le transferbetweencellphones,
computersand PDAs etc.

EO is the streamcipherin Bluetooth. It is an LFSR-basedombinerwith
memay and actuallya variant of the summationgenerato.

Throughoutthis thesis,E0 servesxclusivelyasthe subjectof our casestudy
Attacks on EO, prior to our work, canbe foundin [3,4,28,39,40,46,47,53,57,
59,70,99]. Other interestingsecuriy problemsconcerningeitherthe protocol or
implementationgan be foundin [105,114].



2.2. DEDICAED STREAMCIPHERSREAL-WORLDAPPLICAIONS 15

2.2.2 Attacks

The related-ley attack is a maja cryptanalysisnethal to evaluatesecuriy of

dedicatedstreamciphers. As a matter of fact, the term \related-key attack"

was rst deviseddy Eli Bilhamasa newtype of attackson block cipherg[13,14].

Accadingto Biham,basedon someweakkey schedulinglgaithm, it is possible
to usethe keyrelationsto mount chosen-ky attackson the block cipher,where
only the relationsbetweenpairs of relatedkeysare chosenby the attacker and

the keysare unknavn to him.

In the world of dedicatedstreamciphers,the related-ley attack$ becomes
meaningful.This is becausehe userkey hasto initializethe keystreangenerato
with di erent public parameter(s) for each encryption. Hence,the relations
betweenthoseinitial statescan be derivedfrom the known initializationscheme
and are known to the attacker. He cantherefae mount the related-ley attack,
assuminghat he gathersmanykeystreamgproducedby the sameuserkey This
scenao, honever, does not make sensein cryptanalysisof the classicstream
ciphers.

In generalcryptanalysi®f classicstreamcipherandthat of dedicatedstream
cipherhavedi erent settingsfor the key-recovenattack. The former aimsat
recoveringthe key (or the initial state of the keystreamgenerato) givenone
keystream(without length limit), while the latter aims at recoveringthe user
key givenkeystreamsof limited lengthY all producedby the sameuserkey and
di erent publicparameters.

The related-ley attacks are very powerful againstthe dedicatedstreamci-
phers.For instance the practical (and best) attack® [10] on A5/1, the practical
attack on RC4in WEP [48,75,110] as well as the practical (and best) attack
on EO in our thesiswork all belongto the related-ley attacks, which involve
a caeful elalorate study on the initialization schemeand the underlyingcae
streamcipher.

Obviouslythe securiy of the dedicatedstreamcipherdependson both the
cae (underlying)streamcipherand the initialization scheme.Neverthelessin
literature, lessresultsare knowvn on the generaldesignprinciple of the initial-
ization schemespartly dueto shat of availableexamplesof dedicatedstream
ciphers.In the ealy 90's, [32] rst studiedattackson the linea resynchroniza-
tion schemefor nonlinea lter generatos. Recently [54] extended32] to the

8sometimescalledrekeying attacks or resynchronizatiorattacks
"typically very shat keystreamsdueto the frequentresynchronizatiorin practice
8it is basedon the ealier work of [41,78]
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casewherethe output functionmay be unknavn but still restrictedto the mem-

orylesskeystreangenerato; [6] generalizedi32] for combinersith memay and

discussedhe possibiliy of combiningalgelvaic attacksand linea cryptanalysis.
The work [119]in 2004 contributedto the designof dedicatedstreamciphers,
whichfor the rst time proposeda strict sepaation of the care keystreamgen-

erata andthe initializationschemend introducedthe notion of innerstate size
e ciency asa securiy measure As pointedout in [119], lots of open questions
remainto be solvedconcerninghe securiy of initialization schemes.



Chapter 3

Cryptanalysis of the Core Stream
Cipher

3.1 Mathematical Mo del

Most dedicatedstreamciphersare basedon Linea FeedbackShift Registers
(LFSRs),e.g. A5/1, EO. Theyusesuchmechanisnasthe irregula clocking,the
combinationor Itering nonlinea functionto destry the fatally weak property
of LFSRs: lineaity. In this thesis,we focus on one of the most popula class
of streamciphers|the LFSR-based¢ombiner(with or without memay) asthe
cae streamcipher. The modelis depictedin Fig. 3.1.

To brie y outline,the keystreangenerato is consistef n maximum-length
LFSRsdenotedby Ri;:::;R,. Let the R; have pairwisedistinct lengthsL;
(for conveniencdet L; < L, < < Lp) and primitive feedbaclkpolynomials
pi(x). Besidesthe combinationgenerato hasa Finite State Machine(FSM)
of k memay bits. Denotethe k-bit state at timet by = ( & %;:::; 0.
We denote ; hereafterthe contentof LFSRsat time t. Then the state of the
comlgjnerat time t is fully repesentedby the (L + k)-bit pair ( {; ), where
L = in:1 Li.

At eachclock cyclet, the LFSRsoutput bits x; = (x{;x?;:::;x]") serveas
the input to the FSM. Its nextstate :.; canbe expgessedy anonlineafunction
F of its currentstate ; andx, i.e.

1 = F(Xe; ¢): (3.1)

1seeAppendix A for a brief reviewon LFSR
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Figure3.1: The care streamcipher

The FSM emitsonebit
=9 t (3-2)

whichis aninnerproduct® of its currentstate ; andthe constant$ 2 GF (2)X.
Finally the combinergeneratesone bit z; of keystream,which is obtainedby
xaring one FSM output bit ; togetherwith LFSRsoutputs, that is,

t t= 4, (3.3)
_Lba
where { = _; X;.

Property 1 Assumingthat ; 7! . is a permutationfor any x;, if ¢ is
randomand unifamly distributed,then, . is randomand unifamly distributed
for anyt. If o is randomand unifamly distributed,then, ; is randomand
unifamly distributedfor anyt. If ( o; o) is randomand unifamly distributed,

Proof. Noticingthat .; (resp. (+1) is a permutationof . (resp. ), by
induction,we know that  (resp. ;) is a permutationof o (resp. o) for any
t.

2An inner product betweentwo -bit binary vectas x = (x1;:::;x) andy = (y1;:::;y)
isdened by x y OE'afxlyl Xy,
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vaiablesall independentof both o andx,, ; assuminghat ( o; o) israndom
and unifamly distributed. From this statementwe apply Eq.(3.1) consecutively

pendentof x,, ; assuminghat ( o; o) is randomand unifamly distributed.

Throughoutthis chapter,we restrict ourselveso F that satises 7! 41
is a permutationfor any x;.

3.2 Correlation Properties

The following de nition is derivedfrom the narmalizedcarelation [84].

De nition 1 The biasof a randomBooleanvariableX is de ned as

( X)E'Pr(X = 0) Pr(X =1)= E[( 1)*]
The namalizedcarelation betweentwo randomBooleanvaiablesX andY is
justthe biasof X Y. Assuminghat (Xo; o) isaunifamly distributedrandom
vecta of (n + k) bits, we knovthat (a ;1 b ) isa constantfor any
a;b2 GF (2)*. The followingimportant theaem, inspiredby [59], givesan easy
way to computethe biasfor iterative structures.

Theorem 1 GivenasetEand :E GF(2*! GF(2)and :GF(2) !
GF (2)%, let X andY be two independentrandomvariablesin E and GF (2)
respectively Assumingthat ( Y) is unifamly distributedin GF (2)¥, then, for
anyv 2 GF(2) , we have
X
( X;(Y) vY)= (C X50Y) w(Y) (w(Y) vY):

W2 GF (2)k

Proof. Let Z 2 GF (2)¥ be a randomvaiableindepgendentof X with unifam
distribution. Starting from the right-handside,we have

X(( X;Z)y wZzZ)y (w (Y) vY)
= E[( 1) W2l E[( 1™ () VY]
X' X X X

= Pr(x;z) Pr(y) ( 1)(*® vy w@ (¥). (34)

X 'y z w
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Astheinnersumoverw in Eq.(3.4)is zerofor allz 6 ( y), wecontinueEq.(3.4)
as

X
2 Pr(X=x2Z=(y) P(Y=y) (O
x
= Pr(x;y) ( 1)( x(y) vy
Xy

E[( 1)( X5(Y)) vY];

whichis (( X; (Y)) Vv Y).

Assumind o; o) isunifamlydistributed,for L,+1 andany q;:::; 2
GF (2%, we knov that ( 1 o 1) Is a constant. Denoteit
by ( 1;:::; ) hereafter. Let the state transition matrix U = fU,,g be de-

ned by U,p def Pr( ++1 = b ¢ = a), and we note that its Walsh transfam

0,, &' ol 1)2% PPU 0 satis es

Bu=2(a o b 1)=2¢(ab:

Corollary 1 Assuming| o; o) is unifamly distributed,for any L,+ 1land
110 2 GF(2), we have

X
(i )= (w; ) (ot 20 1 w)
W2GF (2)k
Proof. We applyTheaem1with X = x 5, Y = ( ¢o;:::;  2), (Y)= 2,
( X;(Y) = randv = ( 1;:::;  1). Notethat the assumptiorof

Theaem 1 holdsby Property 1.
Recallfrom [31] that the entropy H (X)) of a discreterandomvariableX with
alphalet X is de ned by

X
H(X) % Pr(x) log, Pr(x): (3.5)

x2X

The binay entropy function h(p) is de ned by

h(p) £ plogp (1 p)log(l p) (3.6)
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for 0< p< 1. The conditionalentroy H(YjX) of Y givenX is

X
HYX) L Prx)H(YjX = x): (3.7)

x2X

For anytwo randomvariablesX ;Y we have
H(X) H(X]jY) (3.8)

with equaliy if andonlyif X andY are indegendent. Analogouslyfor anythree
randomvariablesX;Y;Z we have

H(Xjz) H(XjY;zZz) 0 (3.9)
with equaliy if andonlyif X andY are conditionallyindependentgivenZ.

Property 2 Assuming ; ) isunifamly distributed,we havea constant

j ¢) = o 3.10
H( 1] o) =h 5T 5 ( )
for somepositiveconstant .
The reasongoesasfollows. We computeH ( {+1] ¢) by de nition:
X
H( t1) 1) = H( taj t=a) Pr( «=a)
a I#
1 1 X 1 X
= E h §+ > Uab > Usp ;  (3.11)
a b:$ b=1 b:$ b=0

whichis a constant. So there existssucha unique 0 to satisfyEQq.(3.10),
that is,
I#

Uab . (3 . 12)

X X

+ Uab

b$ b=1 b$ b=0

NI =

=E h
a

NI =
NI =

+ —
2

NI =

Notethat Eq.(3.12)tellsthat if | i b b1 Yab i b b-o Yanl ISacqgastant o for
alla, then, = o;inpaticular, = Oifandonlyif ¢, Uap b beo Yab
for all a.

From Property 2, we can prove the upper bound of the carelationsfor the
combiner'sFSM output sequence.
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Theorem 2 For any L.+ landanybinay 1;:::; 1, letthe -bit vectos
=( ;i pland (= ( ¢ o+ 1). Assuming ¢; ¢) isunifamly

distributed,we have

i( o
where isde nedin Eq.(3.12).
Proof. First, by Eq.(3.8) we deducethat

H(C o) H(O  d ol e 2)

= H(t 1 ol o 2) (3.13)

And accadingto Eq.(3.9),we have
H( t+ e 2) H(Cw a 6055w 2) O

with equaliy if andonlyif 1 and( + 3;:::; ) ae conditionallyinde-
pendentgiven ; 5, whichis valid hereby the precondition L, + 1and
Property 1. Thus, we have

H( v 1 205 H(w 1 ol v 2) (3.14)

CombiningEq.(3.13)and Eq.(3.14),we get

H ( ) H(Cw& 1w 20=h +§

NI =

Becausd(p) issymmetridnp = 1 with themaximumatp = 1, thisisequivalent

to
1 1
=~ P =0) Z+ = 1

Finally we verify

ji( i = jPrC =0 PrC (60
j2 Pr( t=0) 1 (3.16)

Putting Eq.(3.15)and Eq.(3.16)togetherwe completeour proof.

Remark 1 Thistheaemtellsthat the basicFSM designprincipleshouldsatisfy
H( 1] t) = 1 to avoidthe bias, which enableghe keystreamdistinguishing
attack and key-recoverattack asdetailedin the rest of the chapter.
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Notice that the only purposeof the restrictionon the dimensionof  (i.e.
L.+ 1), isto ensurevalidity of U beingthe state transitionmatrix. In other
words, if we loosethis requiremenby suppsingU is always the state transition

matrix3, we still obtainthe sameupper bound for j ( ¢)]. Thoughit is not
known yet whichtuple(s) malkesj ( p t)j the maxigmumfrom Theaem 2,
onething is certairf: once = 0(i.e. g -3 Un bs beo Yab for all a),

no carelationexistsfor sequencesf bitlengthupto L, + 1.

Prior to our work, carelation propertiesof combinerswith one-bit memay;,
and with m-bit memay were studiedin [84], and [51] respectively As they
considereccarelationsof a generalform (i.e. carelation between any linea
function of the sequencé g of bits andanylinea function of the keystream
fz,g of bits), isrestrictedto be rather smallfor the analysis.In our work,
we restrict ourselvedo a specialclassof carelations|co rrelationsof the FSM
output sequencé.e. carelationsof anylinea functionof the sequencé ; zg
of bits). This allovsto investigatethosecarelationsfor the sequencéength

L, + 1 with mucha widerrangé.

3.3 The Keystream Distinguisher

3.3.1 The Equivalent Single LFSR

Sinceall p;(x) are primitive polynomials, ; = 2 1; furthermae, by Lemma
6.57 of [72, p.218],the equivalentLFSRto generatethe samesequencef the
sum of tbe n original LFSR outputs over GF (2) hasthe feedbackpolynomial
p(x) = L pi(x) Witlborder = lem( 1; 2;:::; n) (by Lemma6.50, [72,
p.214])anddegreel = ., L;.

3This is a (weak) commonassumptionin cryptanalysis.

4This result was publishedmost recently by an independentwork [5] with di erent proof,
which did not study the upper bound however.

SFor instance, in the core of EO (descrited in Section3.6.1 later), accading to [53], the
sequencdength 6 by analysisof [51] for generalcarrelations;in contrast, for the special
classof correlationsin our work the sequencdength 27 (seeSection3.6.2).
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3.3.2 Finding the Multiple Polynomial with Low Weight

Let L be the degreeof a generalpolynomialp(x) with order . We usethe
standad appoximatior? to estimatethe minimalweight wy of multiplesof p(x)
with degreeat mostd by the following constraint: wy is the smallestv suchthat

= 1: (3.17)

Listedin Table 3.1 is the estimated wy carespndingto d with L = 128 by
solvinglnequaliy (3.17).

To nd multipleswith minimumweight, [18] proposedan e cient algaithm
for a not too large degreed (e.g. lessthan 2!1). Here,we are interestedin the
casewith verylarged  2'1. Sowe canusethe conventionabirthday parado
to nd Q(x) with the minimald (i.e. w = wy), which takes precomputation
time PT O(ddWTle); or we applythe generalizedirthday problem[113]to
nd Q(x) of sameweight but higherdegreewith much lessprecomputationas
tradeo . Table 3.2 compaesthe two algaithms. Note that unlessotherwise
mentionedexplicitlyin the notations,throughoutthe thesis,we always uselog( )
to repgesentthe natural logaithm to the baseof e, whichis omitted from the
notations.

Table3.1: The estimatedminimalweight wy of multiplesof p(x) with degreed
andorder by (3.17), whereL = 128

d | 247 | 458 | 855 |1749|2387| 218 | 223 | 227 | 233 | 244 | 205
wg| 31| 24| 20 17| 16| 9| 7| 6| 5| 4| 3|=2

3.3.3 Building a Uni-bias-based Distinguisher

P
Let Q(x) = L, x4 be the normalizedmultiple of p(x) = Qi"zl pi(X) with
degreed andweightw, whereO= qu < b < :::< gy = d. Let bethe -bit

5Note that this approximation of (3.17) is valid for typical settingsin cryptography How-
ever, it may not hold for some special cases(e.g. someof the products of two primitive
polynomialswith the samedegreedo not haveany multiple polynomialof weight 3).

"One special caseoccursfor d = becausewe know the exactvalueof wy.
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Table3.2: Complexiy PT of nding multiple of p(x) with degreed, weight w
whereL = 128

birthday problem
with minimald tradeo
d 218 223 227 233 244 265 232 243
w 9|17/6|514|3|9]|5
log, PT|72|69|68|66|66|65|35| 45

Elnayl_vectcr suchthat j j is maximalwhere = ( il o 1)). As
=1 j=1 Xto+q| = 0 holdsfor all to, by Eq.(3.3), we deducethat

(Ztgr g3 0 Ztgrgv 1) = (torg:iils torg+ 17 (3.18)

With the heuristicassumptiorof indepgendencewe know from the famousPiling-
up Lemmag[77]that theright-handsideof Eq.(3.18)hasabiasj j% (resp. | j“)
if is positive (resp. negative). With standad linea cryptanalysigechniques,
we can therefae distinguishthe keystreamf z,g from a truly randomsequence
with a number of sampleswithin the orderof magnitudeof = 2%, simplyby
checkinghe left-handsideof Eq.(3.18)equalszero(resp. one) mostof the time
with the positive(resp. negative) . Basedon Q(x) with d andw, we minimize
the datacomplexiy by choosing = +d= 2%+ d.

3.3.4 The Multi-bias-based Distinguisher

Preliminaries

De nition 2 Givenf;g: GF(2) ! R, fora2 GF(2), wede ne

X
1 (f g)a)= f(h ga b
b2GF (2)°
fr@=(___ 5@
X
2. Ya) = (1) (b

b2 GF (2)°
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S ——
3. kfk= f2(a)
a2GF (2)°

« 1 :
4. (f)=22 f > 1 , wherel denotesa constantfunction equalto
1.

Notethat the rst two de nitions caresmpndto convolutiorandWalshtransfam
resgectively We recallthesebasicfacts: for anyf;g: GF(2) ! R, we have

f g(a)=fMa) ba), foralla2 GF(2);
2 kf k2 = kitk;

P .
if f isadistribution,i.e. ,f(a) = 1andf(a) Oforalla2 GF(2),
then the distributionof the XOR of:,W i.i.d. randomvectas with distribu-
tionf isf %, maeover, 2(f)= _,0%a);

If the randomBooleanvaiableA followsthe distributionf , then ( f) =
( A), where ( A) isde nedin De nition 1, Section3.2.

An E cient Way to Deploy Multi-Biases Simultaneously

Givena linea mapping) : GF(2) ! GF(2) ofrank’, we de ne "-bit vectas
Ar = J( i e 1)

Be = Atrg

Notethat B canbe derivedromthe keystreant z;g directly Exceptfor acciden-
tally bad choicesf J, we malke a heuristicassumptiorthat all A;'s are indepen-
dent. Let D bethe probability distributionof the -bit vecta ( ~;:::; ++ 1),
andlet D, be the probability distributionof the "-bit vecta A;. Notethat D,
andD are linked by
X
Da(b) = D(a) 1eya
a2GF (2)
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for anyb 2 GF(2) . Moreover,the Walsh transfams of D, and D are also
linked by

Da() =1 I3 (b ;

for all b2 GF(2) . Now we discusshow to designJ in order to reducethe
data complexiy. From Baigrereset al. [9], we know that we can distinguisha
distributionf of *-bit randomvectas from a unifam distributionwith 1= 2(f)
samplesHere,the distributionof B; isf = D,". Sothe modi ed distinguisher
needsdata complexiy

=+ d (bits).

?(Da")
Let be the numter of the largestWalshcoe cients B, (b) overall nonzerob
with the absolutevalué . Since 2(D,") 2w we obtain
W4 od:

In orderto lower , it isnecessg to have™ < . Thisimpliesthat only when
the largestcoe cients are linealy dependent,the multi-biasdistinguisheris
mare e cient thanthe uni-biasdistinguisherptherwisethe formeris ase cient

as the latter. Note that Section3.3.3 actually dealswith the special type of
distinguishersvith = = = 1.

3.4 The Key-recovery Attack

We appoach similaly asin [39] to transfom our keystreamdistinguisherof
Section3.3 into a key-recoveryattack to reconstructthe shatest LFSR (i.e.
Now, letQ(x) = %, x% beamultiplepolynomiabf ~_, pi(x) with degree
d andweightw, whichcanbe foundby techniquesn Section3.3.2. Let x! bea
guesdor x!, the initial state of R; whichgenerateshe keystreant z,g together
with the othern 1 xed LFSRs.Denotex! the output bit of R, with the initial

8Note that from Carollary 1 we have for L, + 1 regadlessof * and J,
where is de ned in Eq.(3.12).
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state x! at timet. We de ne

W 1 1
= (x‘t+q;”.;x’t+q,+ 1)’
i=1
St = (Ztr g3 200 Zieg+ 1)
i=1
fort=0;:::; 1 (carespndingto the datacomplexiy = + d). It can

be shavn that fr.g is alsoan m-sequencgeneratedoy the sameLFSR.Let r
be the initial state. We de ne

bc(*l) «f St Tt

fort=0;:::; 1. Given -bit sequencef b(x!)'s, we countthe occurrences
N (x!) of ones that is,

N (1) ger ™ l h(x): (3.19)
t=0

Two casesof statistical chaacteristicsarise. We usesimila analysig111] for
the case > 0, whichcanbe easilyadjustedfor < O.

Case One: x! = x1.
We have
L (% ¢
h(x") = ((t4giii00 tege 1)
i=1
Recallfrom Section3.3.3, we know that

def home 1, "

=P = = 4+ —
p= Pr(b(x!) = 0)= 5+ —;
assumingndependenceof all ((tegiiity tege 1) fori = 1;::5;w. So
N (x') complieswith the binomialdistributionB( ;p). Asconventionwhen is
large and p is closeto 2, weanroximatethe binomialdistributionof N (x*) by

the namal distribut(iqon N( p; z), wherethe standad deviationis computed

p__
as p(l p) 7

Sw is xed in the attack, sowe omit it in the notation N (x1).
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Case Two: x! 6 xI.

We have
Property 3 X
N(x')= 2t+1
x12GF (2)L1

for any xed keystreant zqg.
From this property, We immediatelyreachanother:

Property 4 2 3
X
E4 N(xh)>= 2+t p
x16x1

for any xed keystreant zg.

Remark 2 We thus deducethat the averageof N (x!) overall x! 6 x?! is

hp |
1 E x16x1 N(X'l) (p %)

HenceN (x!) asymptoticallycomplieswith the binomial distribution B( ;%).
Similaly asthe former case,we ap_poximatethe binomialdistributionof N (x1)

by the narmal distribldtionN (3;  z), wherethe standad deviationis computed

as %(1 %) = 4. Sincewe are interestedin the probability of success

to distinguishthe two distinct distributions,we computethe probability of erra
Pres as

Pror ZPr(N (x1) < N (%%)) = Pr(N (x!) N (%) < 0):

Assumingndegendenceof N (x1) and N (¢!), we expect the& N(x')  N(x')
asymptoticallycomplieswith the narmal distributionN (TW; 5). We have

0 1
" p2_
Pres @ gZA= v (3.20)
2
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where isthe standad narmaldistribution. Thuswe estimatethe rankof N (x 1)
amongall N (x') in ascendingrder by

E Rankyyy = (2" 1) Pre, 2- 2z (3.21)
As convention,we adopt the apgoximation ( x) e % for x 1.
Then, Eqg.(3.21)reduceso
2L1 2w
E Rankyxiy ——P—e€ 7 (3.22)

Accading to the conventionakstimation[23,62] in carelationattacks,the crit-
ical datacomplexiy o isonthe orderof 2% andis de ned by

_ L, 2L1|092
73 h(Z+ 1 w) w
and h is de ned in Eq.(3.6). Hence,we set = kg 2% for somek, to be

determined.We solveE[Ranky x1)] = 1 in Formula (3.22) and get
logko + 0:5ko = 2L, l0g2 log 2L, log2:

Sincelogky is much smallerthan 0:5ky whenlL 1, we estimatek, should
not exceedL , log2. Therefae, it meansthat we needthe minimum

al092 5 ) (3.23)
to guaanteethat N (x!) isthe smallesfresp. largest) of all N (1) with positive
(resp. negative) . Note that this estimation 2 o Is compaableto .

Accading to [23] simulationsshaved the probability of successs closeto 1

(resp. %) for = 2,4 (resp. = o) whichis consistentwith our analysis.
Clealy, our problem of recoveringR; right ts into the Maximum Likelihcod

Decaling (MLD) problemfor a generallinea code, as descriled immediately
nextin Section3.5. Thus, solvingMLD problemallonsto recover, after which
we applylinea transfam to solvex?.

3.5 A Maximum Likelihood Decoding Algorithm

We rst recallthe following basicsof linea codes(see[74] for details). Given
a matrix G, (with L < ), for everymessage = (rq;:::;r_), de ne the
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codeword X = (Xq;:::;X ) %' G. The setof all codevordsform the linea code,

de ned by G. The code is saidto havedimensionL, length and generato
matrix G. The MLD problemfor the linea code is: nd the message to
minimizethe Hammingdistancé® of its codeword x ang the receivedvecta
S= (s1;:::;s ), i.e. nd suchr that minimizesN(r) = ., (St Xt), where
Xt = rG¢ (G denotesthe t-th columnvecta of G).

For example pur precedingkey-recovenattack in Section3.4 canbe trans-
formedinto the MLD problemas follows. De ne the columnvecta G; of the
generato matrix G as

whereagp + a;x + +a, 1xt 1= x' mod py(x). AndletL = L;, = ,
r=r,x=frigands= fsg.

3.5.1 The Time-domain Analysis

Obviouslythe trivial solutionto nd r isanexhaustiveseach in the time-domain
asshavn in Algaithm 1: for everymessage- we computeN () and keepthe
smallest. The nal recad leadsto r. The time complexiy is O(  2%) with
memay bits.

Algorithm 1 The exhaustiveseach algaithm
Inputs:
G = (Gy;:::;G ) : the generato matrix
keystreans;s, S
Processing
recad O
for all L-bit ~do
computeN (r)
if N(r) > recad then

r g
recad N(P
end if
end for
output r
10The Hamming distancebetweentwo vectas x = (xp;:::;x) andy = (yi;:::;y") of

equaldimensionis the number of coordinateswherethey di er.
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3.5.2 The Frequency-domain Analysis
We introducean integer-valuedunction,

W(x) £ (D

1t :Gi=x>

for all x 2 GF (2)t, where> denotesthe matrix transpse. We computethe
Walshtransfam W of W asfollows:
W(r) = § ( DW(x)
x2GF (2)L
X
— ( l)st rGt
t=1
X
= (X
t=1

2N (r):

We therely reachthe theaem below.

Theorem 3

N(r) = W) ;

NI =

for allr 2 GF(2)".

This generalizeshe result[74, p. 414]of a specialcasewhen = 2 andG;
carespndsto the binay repgesentationof t. So, to solvethe MLD problem,
we just computeW, perfam FWT (see[117]),and nd the maximumW/ (r) as
shavn in Algaithm 2.

Thetime andmemay complexitie®f FWT are O(L 2-), O(2") resgectively
Sincethe precomputatiorof W takestime O( ) with memay O( ), we conclude
that our improvedMLD algaithm runsin O( + L 2%) with memay O(2")
(additionally usinglinea transfamation allovsto computeFWT over GF (2)¥
with memay O(2%) wherek = dog, €). Note that when 2-, the time
complexiy carespndsto O( ), whichis optimalin the sensehat it standson
the sameorderof magnitudeasthe datacomplexiy does. Table3.3 compaesthe
original exhaustiveseaich algaithm with the improvedfrequencytransfamation
algaithm. Note that the techniqueof FWT was usedin anothercontext [24]
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Algorithm 2 The frequencytransfamation algaithm
Inputs:
G = (Gy;:::;G ) : the generato matrix
keystreans;s, S
Preprocessing
for all L-bit r do
computeW (r) and keepin memay
end for
Processing
useFWT to computeW
nd r that achieveghe maximal® (r)
output r

to speed up other kinds of fast carelation attacks. In the caseof EO (see
Section3.6), we will seehow it helpsto speedup the attack [39] by a factar
of 224, We estimatesimila carelationattackslike [23] can be speededup by a
factar of 10, undoubtedly someother attacks can be signi cantly improvedby
our algaithm aswell.

Table 3.3: Compaisonof maximumlikelihood decaling algaithms
time memay

ExhaustiveSeach 2t
FrequencyTransfomation| + L 2t |min(; 2%)

3.5.3 A More Generalized MLD Algorithm

We further generalizeéhe precedingproblemby nding the L-bit vecta r such
that givena sequencef “-bit (" < L) vectas S;;:::;S andf :GF(2) ! R

Xq;::5 X denedby Xy = rG; minimizeN(r) = ., f(S X;). It means
the linea code haslength °, dimensionL, and the generato matrix G =

caseof =1, = andf(a)= afora2 GF(2).
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De ne arealfunction

X
W) = 5 ( 175 Ha);

1t ;a2GF(2) :aG} =X

for all x 2 GF (2)-. We computethe Walshtransfam W of W asfollows:
X

w () (1 W)
x2GF (2)L
X
- (DO PR

t=1 a2GF (2)°

X
= f(rG )
t=1

= N(r):

Algaithm 3 directly follows above computation. The total runningtime of our
algaithmisO( "L 2 + L2") with memay O(2-). To speedup the computation
of W, we could precomputethe inner products of all pairs of "-bit vectas in
time O(2%) with memay O(2%). Thus, the total runningtime of the algaithm
isO(22 + L2 + L2Y) with memay O(2? + 24).

tableto mapanyL -bit vecta x to XA~ . It takestime O(2") with memay O(2").
Thetotal time of the algaithm isthusO 22 + (L + )2 + L2 , with memay
0O(2% + 24). Note that abovespecialcaseis applicableo EO (seeSection3.6).

3.5.4 An Optimum MLD Algorithm?

Accading to [12], the generaldecaling problemfor linea codesis shavn to be
NP-complete(see[50] for de nition) in the sensehat the knowvn deterministic
algaithm that decalesan arbitrary linea code with dimensiornL. and length
perfams an exhaustivetrial on all possiblecodevords. This takestime O(2%)
if we consider asa smallnegligibleconstant. In compaison, our resultsolves
the problemwhen is not consideredas a constant. And we shaved that the
decdlingtime is linea in
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Algorithm 3 The generalizedMLD algaithm
Parameters:
f;°
Inputs:
G = (Gy;:::;G ) : the generato matrix
vecta streamS;; S;; )
Processing
applyFWT to computethe table of o
initialize the table of W to O
for all “-bit a do

fort=1;:::; do
incrementW (aG;) by 2( 1)2SXa)
end for
end for

useFWT to computeW
nd r that achieveghe minimal ¥ (r)
output r

3.6 Case Study: Blueto oth One-level EO

3.6.1 Description

Speci ed in [17], the care keystreamgenerato EO (Fig. 3.2) usedin Bluetooth
(a.k.a. one-leveEQ) ts in the modeldescriledin Section3.1: n = 4, L, = 25
L, = 31, L3 = 33 Ls = 39 (and thus L = 128 with primitive feedback
polynomials

p(x) = x3 + x* + x% + x12 + 1

resgectively The state ; of the FSM containsk-bit (¢; 1;¢), wherek = 4 and
G = (c'; ) has2 bits. Let w(xy) gel ? xi be the Hammingweight! of x;.

1Recall that the Hamming weight of a vecta is the number of 1's of its coordinates.
Note that the Hamming weight of a vecta always equalsits Hamming distance(de ned in
Section3.5) to the all zerovecta of equaldimension.
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keystreang; ~

x} | |
Rl t delay|

X2 CIO 1 Cél' 1
R, =

, F

X
Ry =

. FSM
R, &

Figure3.2: Outline of one-leveEO

The FSM hasthe update functionF : (w(X{); ¢ 1;¢) 7! (C; G+1). Computing
¢+ from | canbe descriled by

Chi = 1 O @
C?+1 = t0+1 C? CéL 1 C? 1;
wherethe 2-bit .y = ( L,; %,) isde nedby

W)+ 2 ¢+ ¢

t+1 =
2

Table 3.4 shaws the state transition of the FSM, wherethe four-bit state is
repesentedn the quaternay system(e.g. the FSM changedrom = 13into
t+1 = 32bytheinputw(x;) = 2). OnecancheckTable3.4by aboveequations.
With $ = 01 in Eq.(3.2), at eachclock cyclet, the FSM emits one bit

¢ = . The keystreamoutput bit isz; = x}  x2 x3 x¢ .

3.6.2 Correlations

From Section3.2, we know that if ( o; o) is unifamly distributed, then, for

26andany 1;:::; 2GF@2% (i )=( 1 o 1)
is a constant. It canbe computedby Caollay 1. Honever,noticethat the cae
EO hassucha specialFSM that the two consecutivestates  and ., are half
overlapped (i.e. 2-bit ¢, is containedin both). Therefoe, to computethe value
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Table3.4: Statetransitionof .; givenw(x;) and
t

00{01/02/03/10{11({12|13(20|21(22|23|30|31|32|33
00|{11/23{32|/03/12({20|31{01|10(22|33({02|13|21|30
00{10/23{31/03/13({20|32(01|11(22|30({02|12|21|33
01/10/20{31/02|13({23|32(00{11({21|30({03|12[22|33
01{13/20|/30{02|10(23({33/00({12|21|31|03|11(22|32
02(13/21/30{01|10(22({33/03({12|20/31|00/11{23|32

w(Xt)

AIW|IN| O

of ( 1 o 1), the sequence 4;:::; is not unique. So, we
resat to anothernotation for the uniqueexpessiorof the samething instead.

For 27 andanyay;:::;;a 2 GF(2)?, let ((a;:::;a) Qef (a1 ©

X

Wo;w12 GF (2)2

Hereis a full list of nonzeratriplets:

(0;0;0)
(1:0,2)

1, )
e (2 ;0;3)

With it, we computedall -tuple biasedor 27. All the largestbiasesboth
of whichwere mentionedin [40,53] (without formal proof), are summaized as
belaw.

Property 5 Assuming ¢; ) is randomand unifamly distributed,we have

1, 25
Pr(C? C?+1 C?+2 C?+3 C?+4 = 1) = E + 5—12:
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Proof. We shaw the equivalent(1 ;1;1;1;1) = 22—5?6 asfollows:
1;51151) = (3:;31) (1;L1 31 3)
1
= 7 1:;1,22)
1 X
= 2 (Wo;wi;2) (151 wo;2 wy)
Wo;W1
= (@@ 12+ 1:32A1 12 )
1
= 7 1o+ (1:32)(1:01)

(@) ]
&9

Remark 3 Assumingw(x;) = 2 holdsfor t = tg;to + 1;tg + 2, then, regadless
of the valueof {,, we always have

0 0 0 0 0 - 1-
Cto c:t0+l c:t0+2 Cto+3 Cto+4 =L

SincePr(w(x;) = 2) = 1% this seemdo suggesthat

1 6.2 1 27
Pr(@ G G G Gu=1) 57 (1_6) =57 51y
which explainsthe biasin Property 5. This special casewas not pointed out
in [40,53] honever.
Property 6 Assuming ; ) israndomandunifamly distributed,we have
1 25
0_ 0 y_ —, <92
P = Q) = 5+ 75
Proof. This biasis similaly provedfrom (1 ;0;0;0;0;1) =
Throughoutthe restof the chapter,we let

25
256"

25

= (1:;0,0001)= (1;1;,1;1;1)= T
Besideghe above two largest biaseswe havethe only secondlargestbiasup
to 27 bits (1 ;0;1;1) = 2 4. This biaswas alreadyprovedin [59]. Now, we
applyTheaem2 in Section3.2to computethe theaetical upper boundof ( a)
for anya of at most27 tuplesandcompae with it. To shaw this, we rst list

the state transitionmatrix U (wheredashedentriesdenotezeros)asfollows.
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2 3

5 10 1

16 16 16
10 1 5

1 1 1
6 6 6 10 1 5

16 16 16

1 10 5

16 16 16
5 1 10

16 16 16
5 1 10

16 16 16 1 10 5

16 16 16

1 10 5

16 16 16
1 10 5

16 16 16
10 5 1

16 16 16

1 5 10

16 16 16

P P
FromU, we noticethat j & -3 Uab bs beo Yab] Ff€émainsa constant ¢ =

& =2 %foralla. Hence = o= 2 2. ConsequenthapplyingTheaem2, we
know

jcaj 2%
for any a of at most 27 tuples. We checkthat 2 33%< 22

3.6.3 Keystream Distinguishers

We are readyto build a distinguisheifor tl@ cae EO upon abovelargestcare-
lationstogetherwith the multiple Q(x) of i4=1 pi (x) with degreed andweight
w, whichcanbe precomputeddy birthday paadoc asmentionedn Section3.3.2

or easymanualcalculationasfollows:

Examples of Q(x) with Weight Four

Recallthat ; = 2t 1 is the order of p;(x) for i = 1;2;3;4. By de nition,
pi(X)jx ' + 1. Onthe otherhand,p;(X)p; (X)jlcm(x i + L;x i + 1) = xlemCit i)+ 1
fori 6 j, hencewe deducethe following three multiple polynomialsof p(x) with
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weight 4 with ease:

Qux) = (XM 119+ (e 4 1)
QZ(X) — (chm( 1:3) 4 1)(chm( 2; 4) 4 1);
Qs(x) = (chm( 1 4) 4 1)(chm( 2 3) 4 1):

where

lem( 3; 2)= 2% 280 2541 lem( 4 g) = 2% 2® 28+
lem( 3; 4)= 2% 2% 2541 lom( 5 g) = 2% 2¥ 28+ 1
lem( »; 4)= 27 2% 281+ 1 lom( g 4) = (22 1) [ 2%

The degreef Q1(x); Q2(X); Qs(x) are appoximately 2°; 270; 265 respectively
Note that we may alsoexpect optimal multipleswith degreeon the sameorder
of magnitudeand weight 3 from Table 3.1.

Primary Distinguisher

Table3.5 summaizesthe best perfamanceof our primary (uni-bias-basedjlis-
tinguisherfor the care EO basedon eitherthe useof Q3(x) with weight 4, or a
seach of Q(x), whenwe choose = (1;1;1;1;1) or (1;0;0;0;0; 1).

Table3.5: Summay of the best primary distinguisheffor the cae EO

| type | d |w]|precomputationdata]time]|

[useQ(x) = Qs(x) [2*[4] - | 2 ]
nd Q(x) |[minimald|2%3|5 206 234
with tradeo [2¥|5 2% 2%

Advanced Distinguisher

From Section3.3.4,we know that the multi-bias-basedistinguishermproveson
the uni-bias-basedneif andonlyif the largestcarelationcoe cients are linealy
dependent, which happensto be true in the cae EO: recall from Property 5,
Property 6 that the 6-tuple vectas of the three largestbiasessatisfythe linea
relation,

(1, 1,1,1,350) (0;1,11151)= (1;0,0,0;0; 1):
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As a simplesolutionwe may just pick =6, =2, ;=(1,111,1,0) and
>=1(0;1,1;1;1;1) (where ; isthei-th row of J), thenwe obtain = 3. And
the datacomplexiy is reducedo a factar of % for negligibled. Indeed recall
that we provedby computationthat the largestWalshcoe cient for 27 are
either(0;:::;0;1;1;1;1;1;0;:::;0) or (0;:::;0;1;0;0;0;0; 1;0;:::;0). Thus
( )+ ( 5 =2 9. This leadsto a mare generalsolution, if we

pick = "+ 4, andthei-th row of J as
= (P i L LLLL P @) fori = L
i 1 zeros i 4 zeros

thenwe obtain = 2° 1. Andsothe improvedfactor ﬁ of data complexiy
tendsto % for negligibled when™ goesto in nity; however, becauseof the
underlyingassumptiorfor the care EO, is restrictedto no largerthan 27, i.e.
23. To conclude,we shav that the modi ed distinguisher(Algorithm 4)
needsdata complexiy

1 MWiyd;forl 23 (3.24)

Table 3.6 shavs the bestimprovementachievedwith = = 23, We seethat the
minimum  dropsfrom previous2** to 233,

Table3.6: Data complexiy  of the advancedlistinguishefor the care EO
d L |247|458|855|1749 2387|218 | 223|227 | 233| 284|265 232 | 243
w [|49(31(24|20| 17|16 | 9|7 |6 |54 |3||9]|5

llog, [/328]208]161]134]| 114| 107 | 60|46|40|33]44[65] 60] 43]

3.6.4 The Key-recovery Attack

Let Q(x) = P L. X% be the multiple polynomialof Qi4=2 pi (x) with degreed
and weight w. Q(x) can be found with (precomputation)complexiy PC by
techniquesn Section3.3.2. Table3.7 liststhe caresmndingtriplets (w; d; P C)
for smallw. Detailedin Section3.4, we usethe MLD algaithm in Section3.5.2
to recoverx®. Table 3.8 shavs our estimatedminimal carespndingto w
by Eq.(3.23). Moreover,we conductthe sameanalysisas in Section3.6.3 to
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Algorithm 4 The advancedlistinguishefor the cae EO
Parameters:
20123 =" +4
J:GF(2) ! GF(2)
Da: theprobabilit distributionof the “-bit vecta A
Q(x) = L, x%: the multiple polynomialof py(X)p2(x)ps(X)pa(x) with de-
greed
. the samplesizeby EQ.(3.24)

Inputs:
keystreamzoz; z ; of eithera truly randomsourceS, or the output S;
generateddy the cae EO
initialize countersug; uy;:::; Uy 1
fort=0;1;:::5b d4c 1do
computeb= L, I(Zt+q;  Zteg+ 1)
incrementuy,
engd for

if  Lup, log 2 D,"(b > Othen
acceptS; asthe source

else
acceptS, asthe source

end if
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decrease by a factar of ﬁ forl1 23, and we apply the technique
introducedin Section3.5.3to obtainthe time complexiy O( + 1 2 +L; 2-1),

where = + d. Theattackcomplexitiego recoveR; for the cae EOare listed
in Table3.9 for two best casesdenotedby A and B, wherewe choose™ = 12

Table3.7: Complexiy P C of nding the multipleof p,(x)ps(X)ps(x) with degree
d andweightw

birthday problem
with minimald |tradeo

weightw 514]3| 2 5
degreed 227 236 252 2100 234:3
precomputationP C | 24| 254[ 22| - | 2%63

Table 3.8: The estimatedminimal carespndingto w by Eq.(3.23) where
L, =25 = 25256

w 514,321
240 233 227 220 214

Table 3.9: Summay of primay patial key-recovenattacks againstR; for the
cae EO

w| d data |precomputationP T |time| memay
Attack Al 5 234:3 239 239 236:3 239 225
Attack B| 4| 2% | 233 26 2% 2% 225

Oncewe recoverRy, we target R, next basedon multiple of ps(Xx)p4(X).
Last, we usethe techniqueof guessand determinein [47] to solveR3; and R4
with knowledgeof the shatest two LFSRs. The detailedcomplexitiesof each
step are shavn in Table 3.10. A compaison of our attacks with the simila
attack'? [39] and the best algelwaic attack [28,57] is shavn in Table 3.11 for

2The estimate of data complexiy in [39] usesa dierent heuristic formula than ours.
Howeverwe believethat their estimateand oursin Attack B are essentialljthe same.
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caseA andB.

Table3.10: Detailedcomplexitieof our key-recoverattack againstthe cae EO
w| d data |precomputationPT |time|memay
Rl 5 234:3 239 239 236:3 239 225
Rz 3 236 227 236 237 236 227
RsandRy|-| - | - 76 - 233 -
| total [-] - [-] 2% | 257 | 229 227 ]

Table3.11: Complexitiecompaison of our attackswith the simila attack and
the algelaic attack

precomputationtime| data| memay
| Algebaic attack|[28,57] 237 249 [ 2734 %7
| Simila attack | [39] | 2% [ 258|234 2% ]
Our A 237 239 239 227
attacks B 254 2871288 2%

Experimental Results with w = 1

We did the Emall-s_caleexperimentto verify our analysisin Section3.4 on the

keystreamf i4:2 t  Z;)g insteadof f z,g to savethe trouble of seachingthe

multiple Q(x) of i4:2 pi(x) with low weight (hereinw = 1). First, we test the
rank of N (x!) amongthoseof all the 2-+ valuesof N (¥!) (seeEq.(3.19)for
de nition) for a total of 100randomlychosennitial statesof the care EQ. From
Eq.(3.21),we haveE[Ranky xy] = 1 for = 2. It turned out that N (x*)
ranksuniquelythe top without exception.

Secondwe choosesomerandomx?, then computethe caresmnding av-

erageand variance of NCD overall x! 6 x1 individually it turned out that
Var(N&D)  1:526 10 5, appoximatelythe sameasthe expectedvar(N®2) =
Lvar(N(x') = + =21 1526 10 5 andwe got a consistentaverage
of 0:5. The left curvein Figure3.3 carespndsto the experimentalprobability
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distribution of ~**) for x! 6 x*, wherethe dotted line repesentsthe central
symmetricline.

Last, we accadinglytestedthe averageand varianceof NCD) for 225 random
initial statesof the cae EO. And we got the averageof around 0:5488 with
variance2:121 10 ° (in contrastto the estimationof averageg% 0:5488
variance2 '  1:526 10 ° respectively). Its experimentalprobability distri-
bution is drawn on the right curveof Figure3.3. It is worth noticing that the

two curvesare indeeddistinct.

x 10

0 ! L ! ! !
0.46 0.48 0.5 0.52 0.54 0.56

Figure3.3: The two distinct probabiliy distributionsof N2 for x! 6 x* (left)
andx! = x! (right).
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3.7 Summary

In this chapter,we proposean EO-like combinemwith memay asthe care keystream
generato. Next, we formulatea systematiccomputationmethad of carelations
by a recursiveexgessionwhich makesit easierto calculatecarelationsof the
FSM output sequencegup to certainbits). In addition, we give a usefulup-
per bound for the carelationsfor the designerto take into account. When
carelationsare found, we can build either a uni-bias-basedr multi-bias-based
distinguisheto distinguishthe keystreanproducedby the combinerfrom a truly
randomsequence We apply the conceptof convolutionto the analysisof the
multi-bias-basedlistinguisherthat usesall carelations. Basedon the theay
of [9], it is shavn that the multi-bias-basedlistinguishemoutperfams the uni-
bias-basedlistinguisheonly whenthe largestbiasesare linealy dependent. The
keystreandistinguishers verypowerfulnot onlybecauset enableshe keystream
distinguishingattack, but alsobecauséat canupgradeinto the key-recoveryt-
tack. The latter actually reducesto the well-knavn MLD problem giventhe
keystreamongenough(or the biaslarge enough).By meansof FWT, we devise
a novelMLD algaithm to recoverthe closestcodevord for any linea code. It
is an optimal deterministicalgaithm in the sensethat the basicMLD problem
was shavn to be NP-completen [12].

The analysigorincipleis successfullpppliedto the care EO completely Our
key-recovenrattack works in 23° time given23® consecutivéeystreambits after
O(2%7) precomputation.This wasthe bestacademidey-recoverattack against
the cae EO whenpublishedin 2004. Consideringa maximalkeystreamlength
of 2745bits for the practical EO usedin Bluetooth, the resultsstill remainthe
academianterest. Moreover,our proposedMLD algaithm canbe easilyadapted
to speedup a classof fast carelationattacks.

All in all, an ideal care keystreamgenerato shouldsatisfythe basicdesign
principle: the FSM must generateno biasedoutput sequencei,e.

H( 1] o) = L



Chapter 4

The Resynchronization Scheme

4.1 Intro duction

In the classicstreamciphers,the secretkey must be reneved to generatefresh
keystreamfor eachencryptionin orderto avoidkeystreanreuse.In the caseof
the dedicatedstreamciphersjt isimpracticalfor eachuserto renewhissecretkey
for eachencryption,hencethe needof the reinitializationmechanisnby some
public parameter(s) (a.k.a. nonce). A typical reinitialization scheme(a.k.a.
resynchronizatioscheme)s depictedin Figure4.1, wherethe user'sprivate key
K and the nonceP' are usedto initialize the care keystreamgenerato by a
function INIT .

secretkey K

= R core | keystreamZ'
INIT keystream—— =
%nonceP‘ generator

Figure4.1: Practicalkeystreamgenerato initializationscheme

Let
R' = INIT (K;P') (4.1)

be the initial state of the care keystreamgenerato, wherethe sugerscripti is
usedthroughoutthis chapterto indicate the context of the i-th frame. The
keystreamZ' is expessedy

Z' = KeystreamGeiR'): (4.2)
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WhenINIT satis es
INIT (K;P") = Gi(K) G,(P") (4.3)

with G; : GF(2)" ! GF(2)" beingane, we call it one-levelinitialization
scheme. When INIT is nonlinea, for example,to easedesign,INIT can be
de nedto be

INIT (K;P") = G3 KeystreamGdiG1(K) G,(P")) (4.4)

for ane G;, G, andGs. Sincethe nal output is obtainedby passinghrough
the keystreamgenerato twice,we call it two-levelinitializationscheme.

In this chapter,we investigatethe possibiliy of upgradingthe carelationat-
tack on the underlyingcare streamcipherinto the carelation attack against
the dedicatedstream cipher. More formally givenm framesof keystreams
Z*: .1 Z™ with the carespndingm nonce?;:::;P™, letR' = INIT (K;P")
be the unknavn initial state of the care keystreamgenerato involvingthe same
secretkeyK of L bits. Assumethat R}  Z| hasbiasedpattern of bits and
bias ,ie. (Ry g Zjgs g isiid. bit with bias for alli 2 [1;m]
andt 2 [1; n], wherethe uni ed notationAi[a;b] with the formatted subscriptis
usedthroughoutthe chapterto denotethe vecta (AL;:::;AL) of (b a+ 1)
bits. Usethe minimumm to recoverK.

4.2 Security Analysis

We begin with a simple problem of nding the closestsequencesvith xed
di erences.

4.2.1 One Decoding Problem

GivenL-bit sequenges*;s::; ™, nd the L-bit sequence® = ri r{ that
m L
t=

maximizeN (rt) = 1, L (f D). -
Note that if we let r' = r? "ands = ! ', whereL-bit sequences
L..ii; ™ aregivenand ! = 0, it is clea to seethat the problemof nding

the sequences''s with xed pairwisedi erences(speci ed by ''s) whichhave
the minimumHammingdistanceto s''s reducedo the above problem.

1seeDe nition 1 in Section3.2.
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Simila to the well-knavn appoach(e.g. [53, p251]), the solutionbasedon
the ideaof minaity vote goesfairly easy We have

rl = minaityf |:i=1;:::;mg

this t-th bit regadlessof all the other bits. We nally obtain all the ansvers
that achievethe samemaximalN (r!). The time and memay complexitiesof
the abovealgaithm both equalthe data complexiy O(mL).

4.2.2 Applications: Attack the Resynchronization Scheme
Variant One: Symbol-based Decoding

We studythe one-levetesynchronizatioachemeeq.(4.3)withL ' norL n.
For convenienceje let

r{ = i[t;t+ 1]; (4'5)
S = Z[It;t+ 1] (4.6)

fori 2 [1;m] andt 2 [1;n]. From our assumption(r! s!) isi.i.d. bit with
bias fori 2 [1,m] andt 2 [1;n]. Let

= = (G GI(P) (G Gi)(PY);

whereG) : Ryy.,,, 4 7! rjy, dependson . Notethat ''s are known asP''s

are knovn. Supmsing < 0, then, we seefrom [9] that regadlessof L, the
minimum

4log2

m= ———

- (4.7)

su ces to guaanteethat N(r?) is the largest over all possiblen-bit vectas.
Thus, we applythe decaling ideain Section4.2.1to recoverr! rst. Oncer?
is recoveredye solvethe linea Eq.(4.3)to obtainthe full K if L n; in case
n < L, wegetn bitsof L-bit K andtheremainingL n) bits canbe exhaustively
tried within negligibletime sincen ' L. This makesthe time/memay/data
complexitiesall equalto O(m L). The case > 0 canbe similaly solvedwith
samedata and time complexities.

Remark 4 With the one-levelinitializationschemethe carelationattack of the
underlyingcare streamcipherleadsto that of the full dedicatedstreamcipher
with samecarelation.
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Note that for the special caseof memaylesscombiners,our resynchronization
attackis essentiallyhe sameasthe independentsimultaneousvork [6]; however,
for the generalcombinerswith memay, the relatedwork [6] proposedto guess
the memay state for eachframeanddi ered from our apgoach.

Variant Two: Block-based Decoding

For a generallNIT (e.g.n L in the previousvariant), we want to recoveras
manybits of K aspossible.We discusshow to achievat in the following cases.
Assumethat for all i, we havea functior?

g = 9(K5Z'PLBY);

for xed n® whereK %is the *-bit subleyof K (" L) andB' is unknawn (i.e.
B' is a functioninvolvingK andZ' or P'). Supmwse | isi.i.d. bit with bias
Ofor alli 2 [1;m] andt 2 [1;n9. We shall shav that Section4.2.1 is still
applicableto recoverK ©. For eachcandidateK 9, de ne the grade

X X
Grade(k 9 &' (f g(kez';P';B); (4.8)

i=1 B

for somef : GF(2)"°! R to be determinedater. Let D be the distribution
of the n%bit vecta, eachbit of whichisi.i.d. with bias ° With a randomP'
and the carect K0= K B = B', we knaw that the vecta g(K2Zz';P'; B)
complieswith the distribution D; otherwise,we appoximate it to be random
and unifamly distributed. Usingthe analysissimila to [65] which is inspired
by [9,111], whenwe chaosef (x) = D(x) 5w for all n%bit x, Grade(K 9 is

expectedto be the largestof all Graded( 9 with minimum

4#B) log2 4(#B) log2.
k 02 nO 02 !

(4.9)

wherek denotestotal numkter of n2bit x's suchthat jB(x)j = j §. Note that
k n% By computingthe gradeexhaustivelyn Eq.(4.8) for all candidatesye

2Note that sucha function can be easilydeducedfrom the carrelationsof the core stream
cipherand G3 as detailedin Section4.3.3 for the two-levelinitialization schemesatisfying
Eq.(4.4); however,the problemof how to nd sucha function for a generalINIT is beyond
the scope of our work.
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get “-bit K% Algaithm 5 illustratesthis simpleideaof exhaustiverial. The
time complexiy isO(m #B 2). From Eq.(4.9), we seethat the data com-
plexity grows proportional to # B while the time complexiy grows proportional
to (# B)2.

Finally in Table4.1 we compae the two decaling variants in identicalset-
tings,i,e. L =", = %andk = n°= n"' L. From the table we seethe
main di erence betweenthe two variants is that the decaling time is linea in
the key lengthin the rst vaiant and exponentialin the secondvariant, which
roots from the two di erent decaling approaches.

Notethat the relatedsimultaneousvork [6] gavesomediscussiomn attacking
the memaylesscombinemwith two-leveiinitializationscheméut without detailed
complexiy analysis.And [6] usedthe simila apgoachto our previoussymiml-
baseddecdaling variant.

Table4.1: Compaison of two decaling variants
| vaiants | time | memay | frames|
Variant One 4L log2= ? 4log2= ?
Variant Two || 4(# B)?2" log2= ?|4(#B)log2= ?

4.3 Case Study: Blueto oth Encryption

Accading to the Bluetooth standad [17], a two-levelinitialization schemeis
usedwith the care keystreangenerato to producethe keystreanfor encryption.

4.3.1 Review on Blueto oth Reinitialization Scheme: Two-
level EO

Recallthat as detailedin Section3.3.1 and Section3.6.1, the cae keystream
generato EO (both dashedboxesin Fig. 4.2) can be viewed equivalentlyas a
nonlinea lter generato, which containsa singleL-bit LFSR(L = 128 with
the feedbackpolynomialequalto the product of those of the four component
LFSRsanda 4-bit FSM. The keystreanbit of the generato is obtainedby xaring
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Algorithm 5 The block-basedlecaling for Variant Two
Parameters:

fig

m by Eq.(4.9)
Inputs:

Processing
for all “-hit K °do
GradeK9 0
fori=1tomdo
for all B do
GradgK9 GradgK9+ (f g)(kez';P';B)
end for
end for
end for
nd K °whichhasthe largestGrade(K 9
output K ©

the output bit of the LFSRwith that of the FSM, whichtakesthe currentstate
of the LFSRasinput and emitsonebit out of its 4-bit memay?3.
Bluetooth two-level EO (Fig. 4.2) usestwo inputs: the e ective encryption

P'. Theinitial state R}, ., of the equivalent. FSRat the rst levelEO for the

i-th frameis setby ' |
i Lo = Gi(K) Ga(PY); (4.10)

runsat leveloneand producesL -bit output
S['1 L:o] — Rh L: 0] ['1 L; 0]

wherethe detail of initializing FSM (by clockingfour LFSRs)is omitted herefor

3At eachclock cycle,the FSM updatesthe state from its current state and LFSRsoutput,
seeSection3.6.1 for details.

4For regulation reasonslike the negotiation between the Bluetooth devices,the original
L -bit encryptionkey is arti cially shrunkto fewer bits.

5Pi includesa 26-bit counter and someuser-degndentconstant.
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first level EO second level EO

o1 1S Lot Vi Ve
L Lo [‘1 Lio] | V[LL] [1:2745] }41;2745]
| Gs [=|LFSR ‘

| [1 L;0]3 [1;2745]3

Figure4.2: Initializationschemeof Bluetooth two-levelEQ

simpliciy. Thenthe equivalentsingleLFSRis reinitializedfor EO leveltwo by
V[i1;|_] = G3(S[i1 Loy

whereG; : GF(2)" ! GF(2)" is anothera ne transfamation; honever,the
state of the FSM is retained. The initialization schemds completeup to now.
Note that this Bluetooth initializationschemebelongsto our two-levelinitializa-
tion schemede ned ealier in Eq.(4.4).

EO runs at leveltwo to producethe nal keystreamz! = V' | fort =
1;2;:::;2745for encryptionof the i-th frame.

An Important Note on G

We observethat G; is implementedn sucha simpleway® that the last L -bit
outputsequencefthe rst levelEOis byte-wisereloadednto the four compmpnent
LFSRsin paallel at the secondevelEO with only a few exceptionswhichturns
out to bea aw asshavn laterin Section4.3.3. Table4.2listsin time orderthe

at EO leveltwo for reinitializationis in reverseorder of the keystreamoutput at
EOleveloneaccadingto Table4.2.

81t is believedto helpto increasethe rate of keystreamgeneration.
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Table4.2: The rst 24 output bits of LFSRsat EO leveltwo

| LFSR] output bits |
LFSR || v71 V64, Vag V32, V7 Vo
LFSR || v7g V72, Va7 Va0, Vis Vg
LFSR || V111 V104, Vg7 Vgo; Vss Vag
LFSR, || V119 Vi12; Vos Vgs; Va3 Vs

4.3.2 Attack on One-level EO

Here,we presenthe attack onone-leveEOwith the maximakeylengthjKj = L,
i.e. we canobserveframesof L-bit keystreamoutput S;; | ., at EOleveloné.
Let -bit = (1;1;1;1;1), where = 5. And let

ng
o}

Rl Rit Liop

zi s o

[L;L] [1 L;0]
Recallthat from Chapter3, (R .y  Z{iisg) = ftt+4) IS @ssumedo
be the i.i.d. bit with the largestknovnbias = ( ) = for alli 2 [1; m]
andt 2 [1;n], wheren = L 4and = Z. Asn' L, wecanapplythe

rst variant decaling problemin Section4.2.2to recoverthe full K. Accading
to Eq.(4.7),we needm 282 < 2° framesof keystream<Z ''s and noncesP''s

precomputationis needed.

To verifythis, we ran experimentson 2° framesof the randomly-choseh32
bit EQ initial state 22° times. It turned out that we had 1.5 erras and 0:4 tie
in average which meanswe can easilycarect all erras by an extra checking
stepin the endin negligibletime. Table4.3 compaesour resultwith the four
knowr? attacks[46,47,70,99]working on framesof L -bit consecutivéeystreams.
Note that attacksheredi er from thoseattacksin previouschapterin that the
latter concentratedn the keystreangenerato with a single(long) frame,while

"However, accading to [17], Bluetooth SIG takesthe carrelation propertiesinto account
and adoptsthe two-levelschemefor keystreamgenerationin practice on purpose.

8In the similar approachedpaper [53], m is chosenas 45 for EO level one without the
complexiy estimate, becausethe authors focusedon the two-levelEQ and traded m with the
time complexiy of EO levelone, whosetime complexiy is negligiblewith that of the EO level
two.
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the former take the resynchronizatioschemento accountand usemany shat
frames.

Table4.3: Compaison of our attack with existingattacks againstEQO levelone
givenframesof L bits with jKj = L

| attacks | precomputatiorjtime| frameg data| memay ||
Guess& Determine [99] - 2% 1 2/ -
BDD [70] . ST 1 [ o7 |-
Algebraic Attack  [47] - 2t 2 28 2%t
Algelraic Attack  [46] - 22341 3 | 286 2234
| Our CarelationAttack || - 210 20 2] 2% ]

4.3.3 Attack on Two-level EO

We study the carelation attack on two-level EO, i.e. we observeframes of
keystreamsz,; ,,,5 at EO leveltwo but the keystreamsS;, ., at EO levelone
are unavailable Let

. d f .
U[Il;L] = G3(R|[1 Lop): (4.11)

Following the descriptionof G3 in Table4.2in Section4.3.1, we can verify that

Vi =Y '56 ¢ ' 48 ¢ ' 16 ¢ ‘s v fort2[18];
Vi =Y "0 ¢ "2 "2 '2a v fort 2[9;16]
Vi = U ' 104 t "6 t '56 t 48 v fort 2 [17,24]

From above,we summaize the chaacteristicsof V' by

ViEU L L W (4.12)

t3 tg?
relationstl <t , <tz< 1yt .tl =t t3=8 andt3 ts 32fort 2 [1, 24]
We expessthe keystreambit z{ of the secondevelEO by

Zz=VU L L L L h (4.13)

t3 ts
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for t 2 [1;24] Thus, for any with 2 [1;8], let repesentthe vecta in
reverseorderof , andwe have

. . M . .
(Zes y Ypr o) = [It,- G+ 1] [+ 1] (4.14)
=1

holdsfor all i 2 [1;m] andt 2 Sﬁzof8k +1;:::;8k+ 9 g, whichturns out
to be a potentiallycritical resynchronizatiora w asdetailednext. Note that the
usageof the bar operata re ects the fact that the loadingof LFSRsat EO level
two for reinitializationis in reverseorder of the keystreanoutput at EO levelone
asmentionedealier.
Assumingndependencef !'s, the left-handsideof Eq.(4.14)hasbias ( )

( )* From Section3.6.2,the optimal = (1;1;1;1;1) (with = 5) leadsto
the largestbias  °. Let

g
@

I[1;24] U[|1;24];

f

g

Z 12 Zj1:24"
Notethat U, ;= (Gs Gi)(K) (Gs Gy)(P') fromEq.(4.10,4.11)andthus
it ts in our one-levelinitialization schemede ned ealier in Eqg.(4.3). Given
the S-bit , derivery,,; .y aNASyn aceg) TOM Rigei gy ANAZ 15441 611
resgectivelyfor k = 0; 1; 2 accading to Eq.(4.5,4.6). And we applythe rst
vaiant decaling problemin Section4.2.2to recovem = 3(9 5) = 12 bits of
K with = Sandm 2% framesof data.

As we are interestedin gainingmare bits of K, we presentin the following
how to applythe secondvariant decaling problemin Section4.2.2to retrieve
the full K. For anysubsetE of the universd 1; 2; 3; 49, we rewrite EQ.(4.14)as

i i M
|
(Zite+ 17 Ypes 1p) I+ 1]
i 2E
M
= i | : (4.15)
[tj;tj+ 1] [tt+ 1]
j2E

Recallfrom Chapter3 we know that 41+ } canbe determinedrom Xt 1+ 1
and .. Therefae, the left-handside(denoteby ) of Eq.(4.15)is a function
gf the subley K°of * = 1+ 4Ej(  2) bits, Z', P' and the unknavn B' =

e t,+2 OF4Ejbits(1 JEj 4). { hasbias ( ) ( )*Fl. Again,the
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optimalchoiceof is(1;1;1;1; 1) whichyieldsthe largestbias  5/E I, Clealy,
we canviewthe left-handsideof Eq.(4.15)asg (with n°= 1, °= 5 ) to
t in the seconddecaling variant problemin Section4.2.2.

Additionally we canfurther extendg asfollows. For anyn®2 [1; 4], we know
that computingthe n%bit [it;t+n° 1 involvesthe subley of Y= 4Ej(n°+ 2)+ 1
bits andthe sameB' togetherwith z'; P'. Treatingthis asour newg, we have
mare possibilitiesfor the attack. Note that we havek = 2n°® 1 accading
to Section3.6.2. In Table4.4, we compae all possiblepaameterchoicesand

concludethat the best choiceis jEj = 1, * = 13 andm = 2°6 frameswith the
time complexiy O(2%%) or jJEj = 1, = 17 andm = 2% frameswith the time
complexiy O(2%).

Table4.4: Parameterchoicedor the attack on two-levelEO
jEj [ n°[ k|j9|#B] " | frames| time

1 24 13 236: 0 253: 0
24 17 234: 8 255: 8
24 21 234:4 259:4
24 25 234: 2 263: 2
28 25 234: 2 267: 2
28 33 233: 1 274: 1
28 41 232: 6 281: 6
28 49 228:4 281:4
212 37 232:1 281:1
212 49 230: 9 29 1.9
212 61 230: 5 2103: 5
212 73 226:3 2107:3
216 49 229:8 294:8
216 65 228:6 2109:6
216 81 228:2 2125:2
216 97 220:0 2125:0

=)

N N N N W W W w NN BN D

BB BRDBRWWWWNDNNNRP PP
BIWONPERPRARWDNERPRARWONRER A WNE
N O|W R NO|W R NOW RN oW -

For a full attack, we iteratethe aboveattack with di erent t's with knowledge
of the reconstructedsubley The attack time complexiy is boundedby the
rst attack. The nal resultsare listed in Table4.5 to compae with existing
attacks[46,47,53] on two-levelEO for jKj = L.
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Table4.5: Compaison of our attack with the best attacks [46,47,53] against
two-levelEO for jKj = L
| attacks| precomputationjtime | frameg data| memay |

[47] - 273 - 243 251
[46] 280 265 5 [21Z4| 80
[53] 2% 20 45 [ 27 2™
Our - 253 [ 936 | 406 36
Attacks - 256 | 235 | 396 o35
4.4 Summary

In this chapter, by attaching the one-levelor two-levelinitialization scheme,
we transfomed the care streamcipherinto the dedicatedstreamcipher. The
possibiliy of upgradinghe carelationattack againstthe underlyingcare stream
cipherinto the carelationattack againstthe dedicatedstreamcipheris further
investigatedfor the two schemes.We shaved that the carelation attack on
the care streamcipherleadsdirectly to the carelation attack on the dedicated
streamcipherwith the one-levelnitialization schemgwith equalbias), but not
necesgsdy sowith the two-levelinitializationscheme.

Theanalysiss appliedto attackingthe one-leveandtwo-levelEOresgectively
whosecae stream cipher was systematicallyinvestigatedwith regads to the
carelation propertiesin the previouschapter. For the attack on the one-level
EO whichis not in useby Bluetooth speci cation, it provesto be verye cient
within O(2'%) given2® framesof 128bit consecutivekeystreams. Meanwhile,
for the attack on two-levelEQ, basedon a resynchronizatiora w, we are ableto
deduceits non-trivial carelationsfrom thoseof the care EO. This enableghe
carrelationattack within 252 (resp. 2°%) simpleoperationsgiventhe rst 24 bits
of 236 (2%%) framesin orderto recoverthe 128bit key Compaed with existing
academiattacks,this wasthe bestattack whenpublishedn 2004;nonetheless,
the attack is still impractical dueto the fact that the requiredframe numkber is
beyond the limit of maximumavailableframes.



Chapter 5

Conditional Correlation Attack

5.1 Background

The conceptof (ordinay) carelationswas rst extendedo the conditionalcar-

relationto descrile the linea carelation of the inputs conditionedon a given
(shat) output patternof a nonlineafunction(with smallinput size)in [2,71,73].

Basedon conditionalcarelations the conditionalcarelationattack receiveduc-
cessfuktudiestowardsthe nonlinea Iter generatoin [2,71,73]. In this chapter,
we assigna di erent meaningto conditionalcarelations,i.e. the carelation of

the output of an arbitrary function (with favaablesmallinput size)conditioned
on the unknavn (partial) input which is unifamly distributed. This might be

viewed as the generalizeapposite of [2,71,73]. As a usefulapplicationof our
conditionalcarelations,imaginethe attacker not only observeghe keystream,
but alsohasaccesgo an intermediatecomputationprocesscontrolledpartly by

the key whichoutputsa hopefullybiasedsequencéor the right keyand(presum-
ably) unbiasedsequencefor wrongkeys. If suchsideinformationis availablethe

conditionalcarelation attack may becomefeasible which exploitscarelations
of the intermediatecomputationoutput conditionedon (part of) the inputs. In

general,as informally conjecturedin [73], conditionalcarelationsare di erent

andoftenlargerthan ordinay (unconditional)carelations,whiche ects reduced
data complexiy (as well astime complexiy) of conditionalcarelation attacks
overordinay carelationattacks.

This initiates our work to extract a preciseand generalstatistical model

for dedicatedkey-recoverydistinguisherdasedon the generalizecconditional
carelations. This frameveork dealswith a speci ¢ kind of smat distinguishers
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that exploitcarelationsconditionedon the (partial) input, whichis not restricted
to keystreamgeneratos and is also applicableto other scenaos (e.g. side
channelattackslike fault attacksdemonstratedn [7]).

5.2 Preliminaries

Giventhe functionf : E! GF(2), de ne the distributionD; of f (X) with X
unifamly distributed,i.e.,

def
Di(@ = =  lix):a

|-
X

for all a 2 GF (2) . Following [9], recallthat the Squaed Euclideanimbalance
(SEI) of the distributionD+ is de ned by

2 NERA 1 ?
SE(Df) = (D) =2 D+ (a) > (5.1)
a2GF (2)
where () was de ned in Section3.3.4 andwith = = 1 it is referredto as

the well-knavn term carelation For brevity, we adopt the simpli ed notations
( f);SE[f) to denote ( D¢); SE[(D¢) respectivelyhereafter. From the the-
ory of hypothesistestingand Neyman-Rasonlikelihaod ratio (see[9]), SE(f)
tells us that the minimumnumker n of sampledor an optimal distinguisheto
e ectively distinguisha sequencef n output samplesof f from (25 1) truly
randomsequencesf equallengthis

_ 4L log2,
~ SE(f)

(5.2)

Notethat the resultin Eq.(5.2)with * = 1 haslongbeenknown upto a constant
factor £ in the theay of channelcoding. In fact, carelation attacks hasbeen
very successfulor almosttwo decadego applythe distinguishethat analyzes
the biasedsampleof a singlebit (i.e. the case’ = 1) in orderto reconstructthe
L-bit key (or subley), whereonly the right key can producea biasedsequence
while all the wrong keys produce unbiasedsequences.In Chapter 3, on the
soundtheaetical basis[9] of the generalizedlistinguisherwe shoved that this
generalizedistinguishehelpsto improvethe carelationattack whenconsidering
multi-biasessimultaneously
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5.3 Our Problem

Givena functionf : GF(2)" GF((2)'! GF(2)", letfg(X) = f(B;X) for
B2 GF(2)" andX 2 GF(2)Y, wherethe notationfg( ) is usedto replacef ()
wheneveB is given. Considersucha gamebetweena player and an oracle.
Eachtime the oracle secretlygeneratesB; X indegndentlyand unifamly to
computefg(X); the player, in turn, sendsa guesson the currentvalueof the
patial input B. Only when he guessesarectly the oracle would output the
valueof fg(X), otherwise,t would output a randomand unifamly distributed
Z 2 GF(2)". Supmsethe player somehw managedo collect2- sequences
of n interactionsampleswith the following chaacteristics:one sequencdasn

for K 6 K. Oneinterestingquestionto the player is how to distinguishthe
biasedsequencdrom the other sequenceby usingthe minimumnumker n of
samples.

Note that the above problemis of specialinterestin key-recovenattacks,
includingthe related-ley attacks, whereBX's are the key-relatedmaterial (i.e.
computablewith the key and other randompublic parameters)and the oracle
canbe viewed asan intermediatecomputationprocessaccessibléo the attacker
with only a limited numler of queries.Thus, whenthe attacker knows the right
key K hecancollectn (hopefully biased)samplesf f ; onthe other hand,if he
usesthe wrongkey, he will only collectan unbiasedsequence.

5.4 Smart Distinguisher with Side Information

From Section5.2, we know that the minimumnumber n of samplegor the basic
distinguishemwhich does not usethe partial input Bi's is n = 4L log2=SE(f).
When the samplesare incaporated with the B;'s, we can prove the following
strongerresult.

Theorem 4 The smat distinguishe(in Algaithm 6) solvesour above problem
with
N = 4L log2
E[SE(fs)]
andthe time complexiy O(n 2%), wherethe expectationis taken overall the
unifamly distributedB.

(5.3)
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Remark 5 Oursmat distinguishefAlgorithm 6) turnsout to be a derivativeof
the basicdistinguishem [9] andthe resultEq.(5.3)for the simplecaser = 1 was
alreadypointedout (without proof) in [53] with a meredi erenceof a negligible
constantterm2log2  2%47. Alsonotethat the quantity E[SE(f )] in Eq.(5.3)
measureghe carelationof the output of an arbitrary functionconditionedn the
(partial) input whichis unifamly distributedand unknavnt. In contrast,prior to
our work, the conditionalcarrelation, that refersto the linea carelationof the
inputsconditionedon a given(shat) output patternof a nonlinea function, was
well studiedin [2,71,73] basedon a di erent statisticaldistanceother than SEI.
Highly motivatedby the securiy of the nonlinea lter generato, their reseech
focusedon the casewherethe nonlinea function is the augmentednonlinea
Iter function(with smallinput size)andthe inputsare the involvedLFSRtaps.
Obviouslythe notionof our conditionalcarelationcanbe seerasthe generalized
oppositeof [2,71,73], that addressethe issueof how to make the most useof
all the datafor the success.

Proof. Let usintroducea newdistributionD overGF (2)'*" from D¢, de ned

by
1
D(B;Z) = EDfB(Z); (5.4)
for all B 2 GF(2)";Z 2 GF(2)". We can seethat our original problemis
transfamedinto that of the basicdistinguisheto distinguishD from a unifam
distribution. Accadingto Section5.2, we needminimumn = 4L log2=SE[D).

Sowe computeSE(D) by Eq.(5.1,5.4):

X X 2
SE(D) = 2 D(B;Z2) o
B2GF (2)U Z2GF (2)'
X X 1 1 2
—_ +
= or+u ﬁDfB(Z) T
B2GF (2)U Z2GF (2)'
X X 1 2
= 2 2 D¢, (2) o
B2GF (2)U  Z2GF ()"
= E[SE(fg)]: (5.5)

Meanwhilethe bestdistinguisbetriesto maximizethe probability Q ", D(Bi;Zy),
i.e. the conditionalprobabiliy ~ ", Dtg, (Zi). Asthe conventionaépproach,we

!Accading to the rule of our game, it is unknawn to the distinguisherwhetherthe sample
B is the carrect value usedfor the oracleto computef g (X ) or not.
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P
know that this is equivalento maximizeG = = ., log,(2' Dty (Zi)) asshavn
in Algaithm 6. The time complexiy of the distinguishet is obviouslyO(n 24).

Algorithm 6 The smat distinguishewith sideinformation
Parameters:

1. n sethy Eq.(5.3)

2: D¢, for all B 2 GF (2)"
Inputs:

5: unifamly and indegendentlydistributedsequence& X ; 2% ;:::; K for all
L-bit K suchthat K 6 K

Goal: nd K

Processing

6: for all L-bit K do

7. G(K) O

g8 fori=1:::;ndo

o: G(K) G(K)+log, 2 Dy, (ZX)

10: end for |

11: end for

12: output K that maximizesG(K)

5.5 Optimal Smart Distinguisher

Theorem 5 The distinguishe(in Algaithm 6) canbe optimizedto achievehe
time complexiy O(n+ L 2-*1) with precomputatiorO(L 2-), whenBX's and
ZX's canbe expessedy:

Bf = L(K) a; (5.6)
ZE = LK) & g(BY); (5.7)

2In this thesis, we only discussthe deterministic distinguisher. For the probabilistic dis-
tinguisher, many e cient and generaldecaling techniques(e.g. the probabilistic iterative
decdling), which are successfuin correlation attacks, were carefully presentedin the related
work [73] and suchtechniquesalsoapply to our distinguisher.
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for all L-bit K andi = 1;2;:::;n, whereg is an arbitrary function, L;L° are
GF (2)-linea functions,andc;'s, ®s are indegendentlyand unifamly distributed
whichare knowvn to the distinguisher.

Proof. Let us rst introducetwo functionsH; H?®¢

xn
H(K) = 1L (k)= and LYK )= @ (5.8)
i=1

HAK) = log, 2 Dr g, (LYK) g(L(K)) (5.9)

for K 2 GF (2)-. We canseethat G(K ) computedin Line7 to 10, Algaithm 6
is nothing but a simpleconvolution(denotedby ) betweenH andH®

X
G(K)=(H HYK)%E HKOHYK KO; (5.10)

K 2GF (2)L

for allK 2 GF (2)". It isknown that convolutionand Walshtransfam (denoted
by the hat symlol) are transfamable,sowe have

G(K) = ZiLA HO(K) = ZiLnOQK); (5.11)

whereHQK ) = B(K) FYK). Thismeanghat after computingH andH? the
time complexiy of our smat distinguishemould be dominatedby three times
of FWT, i.e. computingi?; Fi% Q%in O(3L 2-). Moreoversinceonlyc's, s
may vary from onerun of the attack to another,whichare indegendentof H? we
canalsoprecompute °andstare it in the table; nally, the real-timeprocessing
onlytakestime O(n + L 2-*1).

In Section5.7, Theaem5 is directlyappliedto attackingBluetooth two-level
EO for a truly practical attack.

5.6 Conditional Correlation vs. Unconditional
Correlation

Theorem 6 We have
E[SE(fg)] SEIf);

whereequaliy holdsif andonlyif (i ) D¢, is statisticallyindegendentof B.
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Remark 6 As E[SEIfg)]; SE(f ) measureshe conditionalcarelationand the
unconditionakarelationrespectively this property convincesisthat the former
isnosmallethanthe latter. Thisrelationshippetweenthe conditionalcarelation
andthe unconditionatarelationwasinformallyconjecturedn [73]. We conclude
from Eq.(5.3) that the smat distinguishehavingpartial (or side)information
(i.e. B herein)about the biasedsourcegenerato (i.e. fg herein)always works
better than the basicdistinguishegoverningno knowledgeof that sideinforma-
tion, aslong asthe generato is statisticallydepgendenton the sideinformation.
Our resultveri es the intuition that the mare the distinguisheknows about the
generationof the biasedsource,the better it works. In particular, Theaem 6
impliesthat evenif the fact that SE(f ) = 0 causeghe basicdistinguisherto
be completelyuselesssit needsn nite data complexiy, in contrast,the smat
distinguishemould still work aslongas Dy is statisticallydependenton B, i.e.
E[SE(fg)] > 0. In Section5.7.2, we give illustrative example<E[SE[f g)] on
the care of Bluetooth EO to be compaed with their counterpats SE(f ).

Proof. By Eq.(5.5), we have }

X 1 2#
E[SElfg)] = 2 E Dn(A) o
A2GF (2)"

wherethe expectationis taken overunifamly distributedB for the xed A. On
the other hand,sinceD¢ (A) = E[D¢, (A)] for any xed A, we have

X 1 2
SE(f) = 2 D¢ (A) o
A2GF (2)7
X 1 2
= 2 E[D¢, (A)] o
A2GF (2)7
r X 2 1
= 2 E° D¢, (A) o ;

A2GF (2)"

by de nition of Eq.(5.1),with all the expectationtakenoverunifamly distributed
B for the xed A. Aswe knaw from theay of statisghi#csthat for any xed A,
1 1 ° ) 1
0 Var Ds,(A) > = E D, (A) > E° D, (A) >

always holds,whereequaliy holdsi D¢, (A) is statisticallyindependentof B.
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5.7 Case Study: Attack on Blueto oth Two-level
EO

5.7.1 Preliminaries and Notations

In order to reviewthe reinitialization aw introducedin Chapter4 for our pur-
poseswe rst introducesomenotations. De ne the binay vecta = ( o, 1,
.., - i) oflengthj j=" 3with o= - ,=1landlet (., -,
.., o) repesentthe vecta in reverseorder of . Let B; et X; 2 GF(2)*

be the four output bits of LFSRsat time instancet, and X e 2 GF (2)*
be the FSM state’® at time instancet. Given® andt, for the one-leveEO, we

o |Ig

tion 3.6.1that the computationof the next state X ., of the FSMonlydepends
onits currentstate X; togetherwith the Hammingweightw(B;) of B;. There-
fore, the functionhg 1 Xy 7! C; is well de ned* for all t, wherethe
dot operata betweentwo vectas repgesentsthe inner product. For clarity, we
referthe time instancet andt®to the contextof EO leveloneand EO leveltwo
resgectively And we let (Bl,;; X!,;) (resp. (Blu,, ; X{o,,)) controlthe FSMto
computeC; (resp. Clo) at EO rst (resp. second)evelfor the i-th frame.

Recallfrom Section4.3.1that the initializationof LFSRsat EO leveloneby
anane transfamation of the e ective encryptionkey K and public nonceP'
implies

Bi= G(K) GIP); (5.12)

whereG; @ are public a ne transfamations (which are dependenton ~ but

detailedin Sectiord4.3.3,the critical reinitializationaw in Eq.(4.14)of Bluetooth
two-levelEOQ canbe rewritten as

. . M . .
(Zto Lo(K) LP)=  ( C) ( Cu) (5.13)
j=1

S
for anyi and oflength” suchthat3 = 8, andt®2 i=0f8k+ 1;:::;8k+

3Note that X containsthe bit ¢ aswell asthe bit ¢? ;.

“pecausec?; c?,; are containedin X+, alreadyand we cancomputec?,,;:::;c% . ; by
Bi+1; Xt+1 . Actually, the prerequisite o = - 1 = 1on isto guaanteethat knowledgeof
Bi+1; Xt+1 isnecessyy and su cient to compute  C;.
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9 g, wherety;:::;ts arefunctions intermsof t®only andC| ;:::; C/, shaeno
commoncoordinate,andL o; L% are xed linea functionswhichcanbe expessed
by t%* from the standad. By de nition of h, Eq.(5.13)canbe put equivalently

as:

. M . .
(Z Lo(K)  Lp(P) = hB;jﬂ(Xt'jﬂ) hg, (Xwnn);  (5.14)

i=1

S
foranyi, with3 ° 8andt®°2 ~Z_ f8k+ 1;:::;8k+9 ‘g

5.7.2 Correlations Conditioned on Input Weights of FSM

Recallfrom Remak 3, Section3.6.2we know that if W(B+1 )W(B+2 )W(B+3) =
222is satis ed, then, we always have

C? C?+1 C?+2 C?+3 C?+4 =1 (515)

From Section5.7.1we know that with = (1;1;1;1;1) and” = 5, the function
hg,,, @ X1 7! C; iswell de ned for all t, givenBi+; = Bi+1Bi+2Bisz 2

GF (2)*2. In contrastto the (unconditional)carelation as mentionedin Sec-
tion 5.2, Eq.(5.15) allows us to deducta conditionalcarelatiorf on one-level
EQ, i.e. the carelation ( hg ) = 1 conditionedon W (B.1) = 222 where

W(Be1) E'W(Bu1)W(Buz)  W(Bu- o).

This motivatesus to study the generalcarelation ( hg ) conditionedon
Bi+1, or mare preciselyW (Bi+1), when Xy, is unifamly distributed. All the
nonzeroconditionalcarelations ( hg ) are shavnin Table5.1in descending
order of the absolutevalue,where# B,.; denoteghe cadinality of B;,; admit-
ting anyweighttriplet in the group. As the unconditionectarelation ( h ) of
thebit C;(e.® &, & &5 &, ) awaysequalshe meanvalu€
E[ ( hg . )] overthe unifamly distributedBy.; , we canuseTable5.1 to verify

Bi+1

5Additionally, recallthe fact that givent®, the relationt; < t, < t3 < t4 alwaysholdsthat
satisest, t; =1ty tz=8andtz t, 32from Section4.3.3.

5Note that ealier in [53], correlationsconditionedon keystreambits (both with andwithout
one LFSRoutputs) werewell studiedfor one-levelEQ, which di er from our conditionalcorre-
lationsand do not t in the context of two-levelEQ if the initial state of EO is not recovered
levelby level.

"Note that E[ ( hg,,, )] is computed by an exhaustiveseach over all possibleX .1 2

GF (2)*, Bi+1 2 GF (2)*? andthus doesnot dependon t.
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(h)y=( )= 22—556 gef , asprovedin Property 5, Section3.6.2to be one
of the two largest unconditionedcarelationsup to 27-bit output sequenceof
the FSM. Letfg = hg , with = (1;1;1;1;1). Now, to verify Theaem®6 in
Section5.6 we computeE[SE(fg)] = 3% 2 29, whichis signi cantly larger

than SE(f)= 2 2 &67,

Table5.1: Weight triplets to generatethe biasedbit  C; (i.e. & ¢,
&, &, & )with =(1;1;1;1)and’ =5
biasof C;| weighttriplet(s) |cadinality

( hg,,) W (Bi+1) # B+t
1 220 224 72

1 222 216

05 12Q 124 210 214 192

230 234 32Q 324
05 122 212 322 232 576
110 1117, 114 130
0:25 131 134 310 311] 384
314 330 331, 334
0:25 112 113 132 133] 640
312 313 332 333

As another example,considernow fg = hg , with = (1;1;0;1) and
u= 8v=4r =1 Similaly, the conditionedcarelationof the carespnding
sum C; (ie.® &, ;) isshavnin Table5.2. From Table5.2, we get
aquitelarge E[SE[fg)] = 2 2 aswell; in contrast,we cancheckthat asalready
pointed out in Remak 6, Section5.6, the unconditionakcarelationSE(f) = 0
from Table5.2. Note that on the other hand,from Section3.6.2 we know that
the unconditionalcarelation ( h ) = ( )= 2 * %" 9jsthe only second
largest unconditionedcarelationsup to 27-bit output sequenceof the FSM.
In Table5.3 we compae conditionalcarelationswith unconditionalcarelation
counterpas on one-leveEOQ caresmpndingto thoseinterestingchoicesof
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Table5.2: Weight pairsto generatethe biasedbit  C; (i.e. @ &, 5)

with = (1;1;0;1) and” = 4

biasof  C; || weight pairs| cardinality
(hg,) | W(Bw1) | #Bia

1 01 43 8

1 03 41 8
05 11, 33 32
05 13 31 32

Table5.3: Compaisonof conditionalcarelationsvs. unconditionakarelations

on one-leveEQ
l [(1,16,1)[(1;,0,1,1)[(1,1,1,1,1)[(1;0,0,0,0;,1) |

| Set) | o | 2° | 2° | 2% |
[ElSEC(e] 2° | 2% [ 2% | 2% |

5.7.3 Basic Partial Key-recovery Attack

Giventhe binay vectad (to be determinedlater) with 3 ° 8, for all
B 2 GF(2)* 2 suchthat ( hg) 6 0, de ne the function

0 if(hy>0
9B= 1 (n)<o

to estimatethe e ective value of hB(X§ (de ned in Section5.7.1) for some

unknavn X 2 GF(2)*. Fora xed t°2 ~ 7 f8k+ 1;:::;8k+ 9 j jg, letus

guessthe subley K1 £ (G, (K);:::;G,(K)) of 16C  2) bits by K, and the
one-bitsubley K, £ Lo(K) by K, WesetK = (Kq;K»), R = (Ry;KR)).

As P''s are public, for everyframei, we can use Eq.(5.12) to computethe

Bi = (B{1+l ; B{2+1 ; Bti3+1 ; Bti4+l);
X = (XX XX X e s Bla,y s RR):
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De ne the probabilisticmappi?ng & (X") to be a truly randombit with unifam

distributionfor all i suchthat j4:1 ( h,gi ) = 0; otherwisewe let

tj +1

M _ | o
Fe(X) = hy (Xiw) 9 (BLa)  h (BasiXie): (5.16)
j=1 ‘

Note that givenK ,, F 5 (X ") is accessiblén the latter caseaswe have

| | | Mo
Fa(X)=  Zu LYP) Ko g (B.,);
j=1

for all i suchthat Qj4=l ( h,gi ) 6 0 accadingto Eq.(5.14). With the carect

tj +1

guessib = K, Eq.(5.16)reducedo

_ M
FBi(xl) = hB{.+l
j=1 ‘
for all i suchthat Qj4=l ( hg ) 6 0. Asthe right-handside of Eq.(5.17)

Ij +1

(thj +l) g (B{J +1) h (B{0+1 ; XtiO+l); (517)

only involvesthe unknavn X' = (X{ 41 ;X! 413 X{ 13X {415 X011 Bloyy ), We
denotethe mappingin this caseby f 5 (X'). With the apgopriate choiceof
asdiscussedmmediatelynextin Section5.7.4, we canhaveE[SE(f ;)] > 0.
With eachwrong guesslb 8 K, honever,we estimateF (X" to be uni-
formly andindependentlydistributedfor alli (i.e. E[SE(F ;)] = 0). Thereason
canbe explainedvhenwe sepaate thosewrongguessesito two casesasfollows.
Q Case 1: K; 6 K. Let us checkthe distribution of Fg (X') wher?
le ( hB{j +1) 6 0. Assumingthat P''s are unifamly and independentlydis-

tributed, we deductby Eq.(5.12) that so are B's for everylb, where B =
(Ié{1+l;:::, Ié{4+l). Hence,we estimateg (Iﬁ{i +) forj = 1;:::;4 are also
unifamly and independentlydistributed. By Eq.(5.16),we completeour justi -
cation.

Case 2: K; = K; andR;, 6 K,. Fg (X') is no longerunifamly dis-
tributed. But, becausewe haveF g (X') = fg(X') 1 for all i suchthat

8By de nition of F,, this is trivial for the caseswhean":1 ( hB{j . )= 0.
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Q.

=1 ( hg ) 6 0 its distribution DFB, haslarger Kullback Leiblerdistance
tj +1 !

caseis mare favaableto us.
Therefae, we pessimisticallapproximate D Fo by a unifam distributionfor

(see[31]) to DfB_ than a unifam distributiondoesaccadingto [9]. Thus, this

eachwrong guesslb 6 K. Aswe are interestedin small™ for low time com-
plexit, e.g. =~ < 6 as explainedmmediatelynext, we can assumefrom this

constrain? that X ''s are unifarmly distributedandthat all X ''s, B''s are inde-
pendent. Submitting2- sequencesf n pairs(FBi(X‘); @‘) (fori=1;2;:::;n)

to the distinguisherwe can t in the smat distinguisherof Section5.4 with

L=16( 2)+ Lu=16( 2),v=20+4( 2);r = 1andexpectit to

successfullyecovell -bit K with datacomplexiy n su ciently largeasanalyzed
later. Note that the favaableL < 64 necessitatethat = < 6.

5.7.4 Complexity Analysis and Optimization
From Theaem 4 in Section5.4, the smat distinguisheneedsdata complexiy

4L log2

= % 5.18
"TEsET, (5-18)

To computen, we introduceanotherprobabilisticmappingf ;i simila to fg;:

. M . . .
fa (XD Ny (X)) D (Bl Xon): (5.19)

j=1

Theorem 7 For allB' = (B ,;;Bl .,;Bl,.1:Bl,.1) 2 GF(2)*C 2, we alvnays
have
SE(fg) = SE(fg):

Proof. This s trivial for the casewherer“=l ( hg; 1) = 0, becauséduy de ni-
ti +

tion DfB.

is a unifam distributionandsois Do by the famousPiling-uplemma

Qu*

(see[77]). Let usdiscusshe casewhere ~/_; ( hg ) 6 0. Inthis casewe
£ +1

®However,the assumptiondoesnot hold for * = 7;8: with * = 8, we know that X{,,; is
x_ed givenX{ ,; and B_{1+1 aswe havet; = t; + 8 from Chapter4; with ° =7, two bits of
X{,+1 ae xed givenX{ ,; andB, ., . Simila statementshold concerningX},,; ;Bi,,; and
X1 -
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L .
know that givenB', 14:1 g (Bt'j +1) iswell-de nedandit is a xed valuethat
doesn't dependon the unknavn X '. Consequentjywe have

SE(fg) = SE(f;i const) = SE(f;i):

We canuseTheaem7 to compute% from Eq.(5.18)as

L1902 _ rserr )] = ESENFL)]:

Next, the indegendenceof B''s allows us to apply Piling-up Lemma[77] to
continueasfollows,

#

% %
41002 _ £ Seth ) sEl hy = SE(h) E SEI hy
' 1) +1 ' ) +1

=1 =1

Becausewne know from Section5.7.2 that E[SE(h; . )] doesnot dependon t
t+
andi, we nally have

4L log2

= SE(h ) E* SEl hg,, (5.20)

As we want to minimizen, accadingto Eq.(5.18),we would like to nd some

(3 ] ] < 6) suchthat E[SEIf )] is large, and above all, strictly positive.
In orderto haveE[SE(f ;)] > 0, we musthaveSEL(h ) > 0O rst, by Eq.(5.20).
Accading to Section3.6.2, only two afarementionecthoicessatisfy our prede-
ned prerequisiteabout (i.e. both the rst andlast coordinatesof are one):
either = (1;1;1;1;1) with SEth ) = 2 2 %7 o = (1;1;,0;1) with
SE(h )= ®=238

For = (1;1;1;1;1), we knowv from Section5.7.2that the conditionalcar-
relation E[SE(hg,,, )] on one-leveEQ is appoximately E[SE(hg , )] 2 *°.
So we concludefrom Eq.(5.20) that the caresmpnding conditionalcarelation
E[SE(f 5)] on two-levelEO is appoximately E[SE(f ;)] 2 '3 (in contrast
to its unconditionakcarelationcounterpat SE(f ) 2 33%). Hencen 2254
framesof keystreamgyeneratedy the samekeyK su ce to recovettheL = 49
bit subley K from Eq.(5.18).

Analogouslyfor = (1;1;0;1), we haveE[SE(hg )] = 2 3 from Sec-
tion 5.7.2. Andit impliesthat the carespndingconditionakcarelationE[SE(T ;)]
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ontwo-levelEQis E[SE(f ;)] = 2 2° (in contrastto its remakableunconditional
carelationcounterpat SE(f ) = 0 aspointedout in Remak 6 in Section5.6).
It resultsinn 2255 framesto recoverL = 33-bit subley Table5.4 compaes
conditionalcarelationsE[SELf ;)] with the unconditionalcarelation counter-
pats SE[(f ) ontwo-levelEO caresmpndingto the interestingchoicesof  (the
last row lists the size of the involvedpartial input of conditionalcarelations).
Fromthetablewe cancheckthat = (1;1;0; 1) isthe bestchoicefor our attack
with resgect to time and data complexities.

Table5.4: Compaison of conditionalcarelation vs. unconditionalcarelation
on two-levelEQ

(110 1)[(1,01,1)[(11111)[(1,0,0,0,0,1) |

[ SE¢t) | o [ o [ 2% | 2% |
E[SE(f ;)] 2 20 0 2 183 > 167
log, #( B') 33 33 49 65

Let usdiscusghe time complexiy of the attack now. For all J = (J4;J,) 2
GF(2)- ' GF(2), andlet J; = (Jy.1;:::;J1.4) Wheredy; 2 GF(2)* 2, we
dene H;H®

X
H(J) = 1q°1(Pi);:::;q04(Pi)=Jland (Z:OL ?O(Pi))=J2;
i=1
. Q
HYJ) > L 7 (hyy)=0
log2" Dj, J, g (i) otherwise
WhereDJl = Dth;l Dth;z Dth;s Dh31;4' Let

HOK ) £ H(K) FYK):
By Theaem5 in Section5.5, we have

G(K) = ZiLHOQK):

This meanghat after precomputingd %in time O(L 2%), our patial key-recovery
attack would be dominatedby twice FWT, i.e. computing f; Q%with time
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O(L 2t*1). Algaithm 7 illustratesthe abovebasicpartial key-recovenattack.
Note that without the optimizationtechniqueof Theaem 5, the deterministic
smat distinguishehasto perfam O(n 2%) operationsotherwise whichmales
our attack impractical.

Algorithm 7 The basicpatial key-recovenattack on two-levelEO
Parameters:

L 5t0 sty taty L

2: n sethy Eq.(5.20)

Inputs:

3 Pifori=12::::n

4: Zl,fori=1;2;:::;n
Preprocessing

5: computeH® [ ©

Processing

6: computeH; 1

7: computeH®= @ Fi%andq 00

8: output K with the maximumiq °¢K )

5.7.5 Equivalent Key Candidates

Takinga closerlook at Table5.2, we discovered special property

( hBHl Bt+2 ) ( h§t+1 Bi+2 ) ( h§t+1 Bt+2 ) ( hBt+1 Bi+2 )

for all Biss = BB 2 GF(2)8 with = (1;1;0; 1), wherethe bar operata
denotesthe bitwisecomplemenof the 4-bit binay vecta. This meansthat for
our 33-bit patial key-recovenattack, we always have4* = 256 equivalentkey
candidate¥. Recallthat in Section5.7.3we havethe 33-bitkeyK = (K 1;K>),
with K; = (G, (K);:::; G,(K)). For simpliciy, we let K, = G, (K). Dene
the following 8-bit masks(in hexadecimal):

maslk = 0x00; mask = Oxf f; mask = OxO0f ; mask = Oxf O:

Thenfor anyK, we canreplaceK ;; by Ky  mask for anyi = 1;2;:::;4 and
j 210;1;2;3gandreplaceK ; by K, dse. Denotethis setcontaining4* = 28

10The term \equivalent key candidate" is exclusivelyusedfor our attack, which does not
meanthat they are equivalentkeysfor the Bluetooth encryption.
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elementsby K i. We can easilyverify that the Walsh coe cients [ %of the
elementin the set equalsby following the de nition of convolutionbetweenH
andH® X
H HYK)= HEKIYHIK K9:
KO

Sinceif R 2 KKi thenR K°2 KK K for all K% And H® mapsall the
elementof the samesetto the samevaluefrom Section5.7.4,we concludethat
the setde ned aboveform an equivalentclassof the candidatekeys. Thus, we
have2® equivalent33-bit keys. This helpsto decreas¢he computationtime on
9 0(seeSection3.3.4)from33 23 2%8t025 22 2% |n total we have
the runningtime 238 + 230 238 for Algarithm 7.

5.7.6 Experiments

We haveimplementedhe full Algaithm 7 with = (1;1;0;1);t%= 1;n = 226
frames(slightly lessthan the theaetical estimate226°) on the Linux platform,
2.4G CPU, 2G RAM, 128GBhad disk with the externaldata transfer rate!!
32MB/s betweenthe hard diskand PC's main memay. It turnedout that after
onerun of a 37-hour precomputation(i.e. Line5 in Algaithm 7 whichstaresa
64GBtable in the hard disk), of all the 30 runstestedso far, our attack never
failsto successfullyecoverthe right 25-bit key in about 19 hours. Computing
H:1;H%Q0takes time 27 minutes, 18 hours, 45 minutesand 20 seconds
resgectively The runningtime is dominatedby FWT*? 1, which only takesa
negligibleportion of CPU time and dependsdominantlyon the perfamanceof
the hadwere, i.e. the externaldata transferrate betweenthe hard diskandPC's
main memay.

5.7.7 Advanced Partial Key-recovery Attack

Havingstudiedhow to applythe smat distinguisheiof Section5.4 withr = 1
(namelythe uni-bias-base@ppoach) for an attack to two-levelEO previously
now we wonderthe possibiliy of improvementbasedon multi-biasesijnspiredby
the traditional multi-bias-basedlistinguishein Section3.3.4.

For the reasonof low time complexiy of the attack, we still focus on the
analysiof 4-bit biasesadditionally we restrictourselve$o bi-biasesnalysigi.e.

1The externaldata transferrate 32MB/s of the hard disk is commonnowadays.
2The resultis stored in a 32GBtable in the hard disk.
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r = 2) to simplifythe presentationwhichwill be shavn later to be optimal. Let

= ( 1. ,), where ;is xed to (1;1;0;1) and , with length*, £'j ,j = 4
remainsto be determinedater suchthat the data complexiy is loweredwhen
we analyzethe chaacteristicsof bi-biasesimultaneouslyor eachframeinstead
of conductingthe previousuni-bias-basednalysis.

Recallthat g :(B) : GF(2)8 ! GF(2) in Section5.7.3was de ned to be
the mostlikely bit of hg* (X)) for a unifamly distributedX 2 GF(2)* if it exists
(i.e. ( hg) 6 0). Weextendg (B) : GF(2)8! GF(2)tog (B): GF(2)8!
GF(2)? overall B 2 GF(2)® suchthat ( hg') 6 0, andlet g (B) be the
most likely 2-bit binay vectad = ( 1; 2). Note that we can always easily
determinethe rst bit ; becauseof the assumption( hg') 6 0; with regads
to determiningthe secondbit , in casethat a tie occurs,we just let , be a
unifamly distributedbit. Let

hg(X)
h (B;X)

(hg*(X); hg*(X));
(h *(B;X);h 2(B; X)):

Note that hg (X ) outputsthe two bits whichare generatedy the sameunknavn
X givenB; by contrast,h (B;X) outputsthe two bits whichare generatedoy
the unknavn X and B. We canextendF ;(X"') in Eq.(5.16)to F;(X') by
letting

. M . o
Fa(X) = hgt  (Xiw)  h 2 (Blog: Xion);
=t
!
hgt  (Xi) hZ(BlariXba) g (B.);
=t

Qj4:1 ( hé;il ) 6 0; otherwisewe let it be a unifamly distributed two-bit

lj +1

vecta. Similaly, we denoteF g; (X") carespndingto the carect guessy f Bi -

It is easyto verify the assumptionholds to apply Section 5.4 that says
DFBi can still be appoximatedby a unifam distribution for eachwrong guess

on the keylb 6 K. Moreover,by introducingthe extendedf ;i from f;il in

if
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Eq.(5.19)as
fo(X') € o (X)ifa (X))
M

hBilj +1 (thj +1) h 1(B{O+1;Xtio+l);

j=1 I

het | (Kiaa) D 2(Bran i Xan)
=t
Theaem 7 in Section5.7.4 can be similaly extendedto the following: for all
B' = (B{,+1;Bl,+1:Bl,+1:Bl,+1) 2 GF(2)%*, we alwnays have

SEl(fg) = SE(fa):

Simila computationyieldsthe sameformulafor data complexiy we needasin
Eq.(5.20)
4L log2

= SE(h ) E* SEl hg,_,

Experimentakesultshavsthat with ; = (1;1;0;1); » = (1;0;1,; 1), weachieve
optimum SE(hg ) 2 #*® (in compaisonto SE(hg! ) = 2 ° in Sec-
tion 5.7.2), though SE[(h ) always equalsSE[h ) regadlessof the choiceof

o; additionallySE(h ) O0if 1; ,6 (1;1;0;1). Therefaoe, we havethe min-
imum data complexiy n 228 (in compaisonto n 2255 in Section5.7.4)
frameswith the sametime complexiy.

5.7.8 Full Attack

Oncewe recoverthe rst (33 8) = 25-bit subley we just increment(or decre-
ment) t° by one and usethe knowledgeof those subley bits to reiterate Algo-
rithm 7 to recovermare key bits similaly aswasdonein Chapter4. Sinceonly
17 new key bits are involved,which reduceto the 13-bit equivalentkey, it is
muchfasterto recoverthosekey bits. Finally we perfam an exhaustiveseach
overthe equivalentkey candidatesn negligibletime, whosetotal numker is up-
per boundedby 2% = 2", The nal complexiy of the completekey-recovery
attack is boundedby onerun of Algaithm 7, i.e. O(2%). Table5.5 compaes
our attackswith the bestknown attacks[46,47,53] on two-levelEO (for e ective
key sizejKj = 128 aswell asour previousattack in Chapter4 usinguncondi-
tional carelations,wherey meansthat the framenumter is not critical for the
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attack [47]. Sincea maximumof 226 framesare availableand the memay or
time complexiy 2°° is beyond the current technology our advancedattack is
clealy the only practicalattack sofar. Note that with jKj = 64, Bluetooth key
loadingat EO levelone makesthe bits of the subley K linealy indepgendentfor
allt°2 ~ 2 f8k+ 1;:::;8k + 5g. Therefae, the attack complexitiesemainto
be on the sameorder.

Table5.5: Compaisonof our attackswith the best attackson two-levelEO for
jJKj =128

| attacks | precomputatioritime| frames data| memay ||
Fluhrer-Lucks [47] - 23 1y [ 2% 2%
Golc et al. [53] 280 201 45 | 27| 280
Fluhrer [46] 280 205 2 |24 2%

| Former attack| Chap.4 || - | 256 ] 2% [2%%6] 2% ]
Attacksin basic 238 238 | 2265 3Ll 233
this chapter | advanced 2% 238 | 2238 %84l 33

5.8 Summary

In this chapter, we have generalizedhe conceptof conditional carelations
in [2,71,73] to study conditionalcarelation attacks againststreamciphersand
other cryptosystemsin casethe computationof the output allows for sidein-
formation relatedto carelationsconditionedon the input (e.g. see[7]). A
generalframevork has beendevelogd for smat distinguisherswhich exploit
thosegeneralizedonditionalcarelations. In paticular, basedon the theay of
the traditional distinguishel[9] we derivethe number of samplesnecessy for
a smat distinguisheto succeedlt is demonstratedhat the generalized¢ondi-
tional carelationis no smallerthan the unconditionakarelation. Consequently
the smat distinguisherimproveson the traditional basicdistinguisher(in the
worst casethe smat distinguishedegradesnto the traditional one); the smat
distinguishercouldbe e cient evenif no ordinay carelationsexist. As an appli-
cationof our generalizedonditionalcarelations,a conditionalcarelationattack
on the two-levelBluetooth EOis develogd andoptimized. Whereaur previous
analysisn Chapter4 was basedon a traditional distinguishingattack usingthe
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strongest(unconditional) 5-bit carelation, we have successfullylemonstrated
the superiaity of our attack over the attack in Chapter4 by shaving a best
attack using4-bit conditionalcarelations,whichare not suitablefor the attack
in Chapter4 asthe carespndingordinay carelationsare all zeros Our bestat-
tack fully recovershe originalencryptiorkeyusingthe rst 24 bits of 228 frames
andwith 2%8 computations.Compaedwith all existingattacks[46,47,53,70,99]
aswell asour attack in the previouschapter,this is clealy the fastestand only
practical knonvn-plaintextattack on Bluetooth encryptionso far.






Chapter 6

Conclusion

In this dissertationywe extendBluetooth EO streamcipherto a classof dedicated
streamciphersj.e. the EO-like combinemwith memay usedwith one-levebr two-
levelinitializationscheme In-depthstudiesare doneto investigatethe possibiliy
of one of the mainstreamattacks on streamciphers(i.e. carelation attacks)
with focus on the deterministicdistinguisher. We establisha designcriterion
for the care streamcipherto resistour simplecarelation attacks. As one-level
initialization schemeturns out to be lessstrong protection for the care stream
cipherthan the two-levelinitialization schemethe former is not recommended
for usein the dedicatedstreamciphers. The casestudy yieldsthe fastestand
only practical knowvn-plaintextattack on Bluetooth encryption.

It is well known that the Maximum Likelihaod Decaling problemfor gen-
eral linea codesis NP-complete. Hence,exceptthe original versionof basic
carelationattacks,the subsequentarelationattacks (calledasfast carelation
attacks) tend to solvethe generalproblem(i.e. codeswith large dimension)oy
vaiousprobabilisticalgaithms. Prior to ourwork, it remainedan unsolvedgrob-
lemto decale the linea code with not so large dimensiorbut verylarge length
wherethe naiveexhaustivadecaling is still impossible.As we shaved that the
complexiy of the MLD problemgrows linea in the code length, it makesthe
deterministicdistinguishelappealingin thosesituationswhereexhaustiveseach
is within the critical computingpoint O(2%8)  0(2*°) of today's moderncom-
puter. Moreover,the simpliciy of the deterministicdistinguishemlsoallows to
easilyjudgethe perfamancecompaisonbetween(usual)carelationattacksand
conditionalcarelation attacks, whichwas unknavn befae.

As a consequencet remainsan interestingopenwork to e ciently combine
the two approachegqdeterministicand probabilisticdistinguishers)nto a hylrid
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carelationattack, especiallyin the caseof compaatively youngconditionalcar-
relationattacks;the designcriterion shouldbe updatedaccadingly Meanwhile,
it is an imperativequestionthat whetheror not a securecare streamcipheris

su cient to make a securededicatedstreamcipher(with two-levelinitialization
scheme).



Appendix A

Linear Feedback Shift Register

We brie y reviewthe basicsof Linea FeedbackShift Register(LFSR)H,om [85].
An LFSRof lengthL with the connectionpolynomialp(x) = 1+ iL=1 pix'

f0; 1g. Notethat the recipocal polynomialof the connectiorpolynomialp(x) is
calledthe feedbackpolynomialof the LFSR.During eachclock cycleit perfams
the following:

1. outputsthe bit s;
L
2. computethe feedbackbit :_:1 P S i

3. lets;=sj4q fori=0;:::;L 2

p(x) is a primitive polynomialof degreel, thenthe LFSRis calleda maximum-
length LFSR and the output of a maximum-lengthLFSR with nonzeroinitial
stateis calledan m-sequence.

Property 7 Eachnonzerainitial state of a maximum-lengthLFSRwith length
L producesan output sequencavith maximumpossibleperiod 28 1.

For example an LFSRof length 4 with the connectionpolynomialp(x) = x4 +
x + 1 (whichis a primitive polynomial)is a maximum-lengtilLFSR.And thus,
with anyof the 15 nonzeranitial states,the LFSRoutput sequencéasa period
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TableA.1: The statetransitionof anexamplenaximum-lengti. FSRwith length

|t |0]1]2[3]4]5]6]7|8]9]10]11|12]13]|14] 15]
sgl[1[1]1]1]o[1]of1]1]o]O[1]0[O]O 1
Sy (|0
s1 10
So || O

1/1/1/1/0/1|0{1/2]0( 0|2 /0|0 O
0/1/1/1/1/0(1|0(1{2/0|0}2|0|O
0|0(1/1/1/2(0j2/0{21}1|0|0|2|O0

starting from the initial state (1;0; 0; 0). One can verify that the state of the
LFSRat t = 15isidenticalto the oneat t = 0.
For a mare compehensivesurvey we referto [56,96].
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