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1 Attack on Modified TEA

The TEA block cipher is a 64-round feistel scheme operating on 64-bit message blocks with a

128-bit key.
In what follows,the plaintext is denoted by x and the ciphertext by y.
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Figure 1: First 2 rounds of a Feistel scheme.

We use the notation xy, ys (resp. z,,y,) for the plaintext/ciphertext on the left (resp. right)
leave, i.e., x = x|z, and y = yy|ly, where the operator “||” denotes the concatenation.

1. Draw the inverse scheme for the Feistel scheme of Figure 1.




For each round i, a 32-bit subkey Kj; is derived from the full key K. For the round 4, the
function Fj is then defined as:

Fa)=(a<4)®(@>5oad K.

where < 4 denotes a shift to the left of 4 bits and > 5 denotes a shift to the right of 5
bits (the shifts are not rotations and insert bits 0).

2. Express zy, z, in term of zy, z,, K.

3. Express yy, y,r in term of xy, x,, K1, Ko.




4. Compute the differential coefficient DP¥i(a, b) for any arbitrary a, b, i.




5. Using two queries, define an efficient distinguisher between 64-round TEA and the perfect
cipher C*. Compute its advantage.




2 Collisions on the AR Hash Function

The AR hash function has been proposed by Algorithmic Resarch Ltd and has been used in
practice in the German banking world. AR hash is based on the DES and a variant of the CBC
mode.

AR hash is more precisely defined as follows: the message m to be hashed is divided into
b-bit blocks denoted by mq,mo,...,m,. For simplicity, we assume that the length of m is a
multiple of the block size. We then define a series of b-bit blocks B_1, By, B1, ..., B, by:

B_1 = By=0and B; =m; ® DESg(m; ® Bi—1® Bi—2),i=1...n

where K is an arbitrary DES key.
We define the function G as:

G(z,y,K) = DESk(x @ y) ® DESk (z) ® DESk(y) ®y

To hash the message m, two different DES keys K71, Ko are selected and the values c1, ¢2, ¢3, ¢4
are computed as:

c1 = fi(m,Ky),co = fa(m, K1), c3 = fi(m, K3),cq = fa(m, Ka)

where f1(m, K), fo(m, K) denote B,,_1, By, respectively. The hash value is finally obtained by
the concatenation of D(cy, ¢, c3,cq, K;),i = 1,2 with D:

D(c1,c2,c3,c4,K) = G(G(c1,¢2,K),G(c3,¢4, K), K)

1. Recall the plaintext length, the ciphertext length and the key length in DES. What is the
size of the digest in the AR hash?




2. Recall the definition of a collision-resistant hash function. What is the complexity of a
generic collision attack against the AR hash?

Let a and b be two messages with length multiple of the block length and let al/b denote
their concatenation. From an arbitrary fixed DES key K and a message block m, we define the
3 functions C, D, E:

Clallm) =m & fi(a, K) @ fa(a, K)||DESk(m) @ fi(a, K)|DESk(m) ® fa(a, K)
D(allm) =m @ fi(a, K) ® fa(a, K)[m @ fi(a, K)|[m @ fa(a, K)
E(allm) =m & fi(a, K) @ fa(a, K)|m @ fi(a, K)|[DESE (m) @ fa(a, K)



3. Show that for arbitrary a, b, K, m, we have:
filal[b, K) = fi(al|C(a, m)|[b, K),i = 0,1 (1)

Hint: Look at the block B;,,_s, the value produced just before fi(a|/C(a,m), K)...

Similarly, we can prove that
fo(a, K) = fa(al|E(a, m), K). (2)
Additionally, if K is a weak DES key,

filallb, K) = fi(al D(a, m)||b, K),i = 1,2. (3)

Recall: A DES key K is weak iff DESg (DESk(m)) = m.




4. Show that for any c1,co, K:

G(er,c9,K) =G(c1 @ ea,c2,K),G(c1,0, K) = DESK(0)
D(Cl,C:[,Cl,Cl,K) - (01761)7D(cl70)0270) =0




5. Deduce that G and D are not collision-resistant
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5. Using equations 1, 2 and 3, show that for any m, Kas:

fi(m|DESk, |DESk,, K2)

=0
fa(m| DESk, |DESKk,, K2) =0
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6. Using the two previous questions, show how it is possible to find a collision on the AR
Hash.

Hint: For a weak weak DES key there are 232 fixpoints s.t. DESf (m) = m. Each fixpoint
can be found in half a DES encryption.

Consider K; a weak DES key and m a fixpoint. ..
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